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ABSTRACT

A STUDY OF AUDITOR DATA PROCESSING KNOWLEDGE
REQUIREMENTS FOR COMPUTER-BASED
MANAGEMENT INFORMATION SYSTEMS

Technological advances in computer systems, cost
reduction of processing data, and increased vulnerability
of computers mandate that internal and external auditors
possess the data processing (DP) expertise necessary to
audit these systems to assist business management and to
protect the public interest.

The purpose of this study is to define the data
processing knowledge requirements of internal and external
auditors. A three-~-phased Delphi survey was used to estab-
lish these requirements. Expert internal and external
auditors participated in the survey using an open-ended
questionnaire, a current technology installation model,
and an appropriate audit scope (IIA or AICPA) to make their
Jjudgments. Phase III survey results were used to construct
internal, external, and composite auditor DP knowledge
profiles. Seven accredited five-year accounting programs
were evaluated on the basis of the composite profile.

Four major findings resulted from the research:
(1) the systems analysis area was the most important area
cf DP knowledge required by internal auditors. The DP
operations, DP management, audit techniques, and software
areas were rated as important. Computer hardware was the
least important. (2) The DP operations, DP management,
software, and the systems analysis were rated as important
DP knowledge required by external auditors. The computer
hardware and audit techniques areas were rated as moderately
important. (3) The DP knowledge requirements of internal
auditors are generally higher than the knowledge require-
ments for external auditors. Major areas of difference
were systems analysis and audit techniques. (4) The pre-
sent required courses of the selected five-year accounting
programs do not meet the DP knowledge requirements of
auditors. Only three schools had the complete program
necessary to meet the DP knowledge requirements.
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CHAPTER I

INTRODUCTION

Definition of the Problem Area

In advanced industrial nations, accurate, timely,
and reliable information is crucial to the smooth operation
of society. Large and complex organizations are commonplace
and characterized by management activities that are far
removed from the numerous locations where the information
is generated,. recorded, summarized, and reported. S;gce.
the effectiveness of decisions depends in large part on
the integrity of support information, management has found
it beneficial to use auditors to provide an independent
assessment of the accuracy and reliability of the informa-
tion. In cases of public ownership, the government has
found it to be in the public interest to have an independent
assessment of the information. Auditors must have an under-
standing of how this information is generated, manipulated,
stored, accessed, summarized, and reported in order to
have the basis for providing reasonable assurances that
the information is accurate and reliable. This knowledge

1
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is particularly important within the United States because
of the rapidly growing computer base that ranges from very
small to highly sophisticated computer systems. The end
result will be that auditors who do not understand com-
puters will be experts for manual management systems--few

of which will exist.

The Computer Environment

Since the introduction of the first commercial com-
puter in 1951, there have been unprecedented steady advances
in computer technology. Technology has increased the pro-
cessing speed, data storage, and processing capacity of
computer systems by a factor of over one hundred and there
is no expectation that this rate of increase will diminish
(1). This steady increase in technology has been accom-
panied with a steady decrease in the cost to store and
process data. The inevitable result has been that com-
puters have become economically irresistible and'often
crucial to the survival of the business. One result of
these events has been a dramatic increase in the number of
computer systems in use. Fig. 1 graphically illustrates
this growth in the number of computers in use and Fig. 2
illustrates the reduction in processing cost. Since the
technology and cost trends aré expected to continue into

the foreseeable future, the use of computers can reasonably
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5
be expected to continue to increase at the projected rate.
The four aspects of these events that are relevant to this
study are the growing prevalence of computers, their
increasing capability, the increasing complexity of their
exploitation, and the increasing vulnerability of busi-
nesses using them.

The growth in the number of computers by itself is
persuasive evidence that societal problems concerning com-
puter use should be dealt with in a timely manner. However,
the aspect of increasing computer complexity is equally
compelling. During the first thirty years hardware manu-
facturers and software vendors have primarily focused their
attentién on improving the efficiency and economy of their
products. The result has been progressively more efficient,
powerful, and complex computer systems which have required
the introduction of several new data processing specialties.
To illustrate this increased complexity--early computer
installations consisted of a single, centrally located pro-
cessor that had one job stream. Computer processing con-
sisted of job input, processing, and output for one job at
a time. Where they existed, computer operating systems were
Zenerally limited to the orderly processing of the job
stream. The processing was accomplished at centralized
sites and the computers could only be accessed from the

centralized sites (2).
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Current technology computers commonly have several
current and/or simultaneous job streams. The operating
systems have evolved into a sophisticated set of programs
capable of operating the computer system with little human
intervention. The pfocessing units and data files are often
1ocated.and operated from one or more locations geographi-
cally separated from the centralized computer site. Fre-
quently these dispersed computers are connected through a
communications network which permits access from a wide
variety of terminal devices which can be located anywhere
there are telephone lines. The degree to which businesses
have taken advantage of this advanced technology is evi-
denced by thelgrowth in the number of these remote terﬁihal
devices in use. Fig. 3 illustrates this growfh in the use
of remote terminal devices.

The importance to this study of the increases in
numbers and complexity of computers lies in the increased
dependence of the businesses using these systems. Gibson
and Nolan and others have suggested that businesses go
through a series of identifiable growth stages once they
have acquired a computer (3). While their stage hypothesis
has not been proven, there is little question that busi-~
nesses do expand their computer systems both in size and

complexity as they gain computer experience. The expansion
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is no doubt economically motivated as the result of more
responsive data processing, higher information accuracy,
and improved profitability. This expansion has frequently
advanced to the extent that daily operations are dependent
upon the computer. A few cases can be cited where loss
of computer files resulted in the inability of the business
to survive, Bill Smiley, of the Toronto computer consulting
firm of Hutchinson Smiley Limited, said:
The DP center is becoming the heart of the company.
Everything goes through it. Most companies will last
two weeks without the computer center. After five
weeks, there is no recovery. (4)
Fig. 4 illustrates this increasing dependence in terms
ofﬁthe rising computer hardware invEftmept.

It has been within only the last few years that
much attention has been given by manufacturers and business
management to the increasing vulnerability of computer
systems and their users. The vulnerability results in
large part from the computerizing of key business and control
functions, the high concentration of information, the eli-
mination of traditional separation of duties, the use of
electronic versus hard copy records, and the creation of
a new highly skilled group of people potentially able to
subvert the system without detection. This vulnerability

became public knowledge in the early 1970s with the dis-

closure of a series of computer frauds. The two billion
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10
dollar Equity Funding case is often credited with providing
the visibility needed to reorient the myopic view of manu-
facturers and business management to include betier computer
hardware, software and management controls. The facific
Telephone case is also important, since it provided clear
evidence that computer vulnerability was not the private
domain of a company's management and employees. These events
established beyond reasonable doubt that resources managed
by computer are potentially vulnerable to unauthorized mani-
pulation from any terminal device that can gain access to

the system. The FBI was quoted in Digital Design as esti-

mating that only one percent of computer crimes is detected
and of these only twelvé'pércent'are reportéd. A 1973 study
found that only one out of five subjects referred to the
courts received a sentence imposing confinement. The odds

of going to jail were only one to thirty three, for those
receiving a sentence imposing confinement. The FBI also
reported that the average non-computer fraud was approximately
$23,500 and the average computer fraud was about $621,000 (5).
It should be kept in mind that these figures are based upon
known, reported frauds which were perpetrated using relatively
simple schemes. Parker, Allen, Stone, and Alderman have

collectively reviewed several hundred computer fraud cases
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and observed that the known frauds were so simple that
it caused them to wonder what unknown, complex, fraudulent

schemes the really smart people were using (6).

The Audit Environment

There is usually.a lag of several years between
the introduction of new technology and man's ability to
exploit it. This has been true in the area of business'
use of computer and it is true of the audit profession's
ability to audit computer based mahagement information
systems effectively. Studies have shown that the problem
of effectively auditing electronic data processing (EDP)
systems is shared by internal and external auditors. The
problem does not lend itself to a quick solution due to
the rapid change of large bodies of knowledge in both
accounting and data processing. Both fields have several
specialties where the specialists find it difficult to
maintain currency because of the acceleration of develop-
ments. These problems are being cautiously addressed by
the major auditing organizations.

The Institute of Internal Auditors (IIA) and the
American Institute of Certified Public Accountants (AICPA)
are the predominant internal and external auditing member-
ship organizations. Under an IBM grant, the IIA sponsored

a Stanford Research Institute study on Systems Auditability &
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Control (SAC). The SAC study found that many auditors
were auditing computer based systems as if the computer
did not exist. The SAC study also found existing audit
techniques to be inadequate for auditing state of the art
computer systems. Finally, the study identified the need
for auditors to attend fundamental and advanced data pro-
cessing courses when they were charged with the responsi-
bility of auditing computer based systems (7). Another
key internal audit study was conducted by Paul Macchiaverna
of The Conference Board. The Macchiaverna study results are
consistent with the SAC study, but in addition, the study
found that businesses frequently recruit data processing
professionals for their EDP audit organizations in order to
improve their audit capability for computer based manage-
ment information systems (8). Neither of the studies
identified the data processing knowledge requirements for
internal auditors, but left no question that internal
auditors need substantially more knowledge than they cur-
rently have. Finally, for those internal auditors employed
by companies subject to the Securities Exchange Act of 1934,
the Foreign Corrupt Practices Act of 1977 created additional
accounting system requirements that must be addressed by

auditors in system development and operational audits (9).
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The role and responsibilities of internal auditors
vary considerably from that of external auditors. Internal
auditors are established within an organization to perform
an independent appraisal function. They maintain their
independence by avoiding any functional management respon-
sibility. According to the Macchiaverna report, the original
primary function of most internal auditing units was to
serve as a psychological deterrent against wrongdoing;
that is, preventing the misappropriation of company assets.
With the broadening of audit scope, the internal auditors
began emphasizing their positive. contributions, such as
helping the business become more efficiént and more effec-
tive (10). They examine and evaluate other organizational
activities as a service to members of that organization
(11). The major computer frauds, the Foreign Corrupt Prac-
tices Act, and SEC actions to increase management and auditor
liability, have caused internal auditors to rethink their
responsibilities and take a stronger stance against fraud
(12). The internal audit standards state that:
In exercising due professional care, internal auditors
should be alert to the possibility of intentional wrong-
doing, errors and omissions, inefficiency, waste,
ineffectiveness and conflicts of interest. They should
also be alert to those conditions and activities where
irregularities are most likely to occur. In addition,
they should identify inadequate controls and recommend

improvements to promote compliance with acceptable
procedures and practices. Due care implies reasonable
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care and competence, not infallibility or extraordinary
performance. Due care requires the auditor to conduct
examinations and verifications to a reasonable extent,
but does not require detailed audits of all transac-
tions. Accordingly, the internal auditor cannot give
absolute assurance that noncompliance or irregularities
do not exist. Nevertheless, the possibility of material
irregularities or noncompliance should' be considered
whenever the internal auditor undertakes an internal
auditing assignment. (13)

As a matter of law, external auditors are members
of a private, profit oriented business whose ownership
is independent of the business being audited. The primary
external audit function is derived from the SEC and the
Federal security laws. Congress enacted the securities
laws to protect the public and to provide accurate informa-
. tion on publicly owned corporations. The SEC wasrgiven wide
authority to determine accounting standards, procedures,
and forms for publicly owned corporations. In 1938, the
Commission, by a margin of one, voted to rely on the pri-
vate standards-setting bodies (14). As a result the
Auditing Standards Board (ASB) promulgates generally
accepted auditing standards and the external audit firms
audit those publicly owned firms regulated by the Securities
Act. The role and function of the external auditor is to
examine the financial statements of these firms and express
an opinion as to the fairness with which they present the

financial position, results of operation, and changes in

financial position in conformity with the generally accepted
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accounting principles. External auditors are not respon-
sible for detecting even material fraud if they have com-
plied with generally accepted auditing standards (15). It
is noteworthy that the AICPA established Commission on
Auditors' Responsibilities has recommended a change to the
ASB and AICPA stance on fraud. Their report recommends that
an audit be designed to provide reasonable assurance that
the financial statements are not affected by material fraud.
They further recommend that the auditor search for material
fraud (16). The requirement to search for material fraud

has been incorporated into section 327 of the Professional

Auditing Standards. Several studies have been made of

computer fraud cases with respect to compliance with
generally accepted auditing standards, but none could be
identified that addressed auditor data processing knowledge
requirements.

The AICPA has not published guidance on the data
processing knowledge requirements of external auditors.
They have provided a framework for approaching an EDP audit

in sections 110, 320, and 321 of the Professional Auditing

Standards. According to a footnote, the framework will be
used for the development of further guidance concerniné
auditing procedures in examining financial statements of

entities that use EDP in accounting applications. Two
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articles have appeared in the Journal of Accountancy on data

processing proficiency. Both articles recognized the need
for data processing knowledge, suggesting that three levels
in the context of an audit team would be gppropriate. The
three levels were 'deemed necessary because of the great
variety of EDP equipment, software, and processing techniques
in existence today and the rapidity of technological change
in the field" (17). Special requirements were not identified.
A third major audit group was formed in 1972 in recog-
nition of the growing need for more competent EDP auditors.
This group, the EDP Auditors Association (EDPAA), is composed
of internal and external auditors and sees its role as comple-
Mentary'to the IIA and AICPA.. Its primary objective is to
assist its membership to attain a high degree of education
and experience in addressing EDP system control problems and
developing methods and techniques to eliminate them. In 1976
they formed the EDP Auditors Foundation for Education and
Research to establish a forum for greater recognition and
emphasis on EDP audit education and research. 1In 1978 they
established an EDP auditor certification program to identify
those individuals who meet minimum EDP audit qualifications.
They are in the process of developing the EDP audit body of

knowledge and preparing their certification program.
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The Problem

The rapid growth in the numbers, complexity, and
vulnerability of computers in use, along with a corres-
ponding increase in the dependency of the organizations
using them, has been established. The writer also discusses
the increasing problem of computer fraud and the limited
ability of auditors to discourage or detect fraud. The
literature frequently addresses the problem of audit tech-
niques which lag computer technology and the application of
this technology in computer based management information
systems. Research concerning computer crime has been di-
rected primarily at audit technique versus the impact on
the levellof DP knowledge ?equired of auditors. No minimum
levels of data processing knowledge have been identified
for internal or external auditors. Additional research
is required to define auditor data processing knowledge
better with respect to the scope and responsibility of
internal and external auditors anca current computer tech-
nology. Further, the professional education programs need
to be reviewed to determine if the identified levels of
data processing knowledge are reflected in the curricula
in order to prepare auditors adequately for entry into

the profession.
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Purpose of the Study

The purpose of this study was to define further
the data processing knowledge requirements for auditors
charged with auditing current technology computer based
management information systems. The study was based on
a three phase Delphi survey of selected internal and ex-
ternal audit experts qualified in auditing and data pro-
cessing. An open-ended questionnaire was constructed based
on the literature review, discussions with experts in the
field, a review of eight selected computer fraud cases,
and the education and experience of the researcher. The
EDP audit experts then determined the relative importance
of the various dafa.processing knbwlédge areas, using the
three-phase Delphi process. Data processing knbwledge
profiles were then prepared for internal auditors, external
auditors, and a composite profile of both internal and
external auditors. An analysis was conducted to determine
if there was a significant difference between the two groups
and the identity and magnitude of the differences. The
profiles were then compared to eight selected five year
accounting programs. Conclusions were drawn as to the
adequacy of the program in terms of the data processing
knowledge requirements established by the experts. Recom-

mendations were made concerning areas needing further research.
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The Research Questions

Earlier discussion identified the need to define
the data processing knowledge requirements of internal
and external auditors. Also of interest was the impact
of the increasing governmental regulation of the private
sector. Over the years, the Federal and state governments
have established a clear trend of imposing management re-
gquirements through the passage of legislation, particularly
in the areas of securities, equal rights, privacy, and
corporate corrupt practices. With the exception of the
securities area, the audit burden has quite often fallen
into the domain of the internal auditor due to thg.differ-
ences in the internal and external audit roles."fﬁese
events could increase the relative data processing know-
ledge requirements of internal versus external auditors.
A series of exploratory research questions were developed
to guide the research and analysis. The questions were

as follows:

Major Question
What are the data processing knowledge requirements

of internal and external auditors?

Subsidiary Questions

1. What data processing knowledge is required by
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internal auditors to audit current technology computer
systems?

2. What data processing knowledge is required by
external auditors to audit current technology computer
systems?

3. What are the differences in data processing
knowledge required by internal and external auditors?

4. Do the curricula of the selected five year
accounting programs recognize the data processing knowledge
requirements of: (a) internal auditors? (b) external

auditors?

Study Limitations

1. The study addressed only internal and external
data processing knowledge requirements with respect to
current technology computer systems.

2. The study addressed internal and external
auditor data processing knowledge requirements with respect
to the audit standards promulgated by the IIA and the AICPA.
The study did not address any additional data processing

knowledge required to provide management advisory services.

Study Assumptions

1. Internal and external auditing are professions
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with required bodies of knowledge.
2. Data processing knowledge is a part of the
internal and external auditing body of knowledge.
3. The individuals estaﬁlishing the knowledge
requirements must be competent in terms of the body of
knowledge and the application of that knowledge within

the profession.

Contribution of the Study

The study of the data processing knowledge require-
ments of au&itors is pertinent and timely. Further, it is
an important area within which original research can make
a contribution to the existing body of knowledge.. Major
current studies have been conducted in the internal and
external audit fields that have highlighted the need for
improvement in the area. Earlier studies have addressed
parts of the auditor data processing knowledge requirements
for the external auditor. There remained a need for a more
pervasive research approach which emphasized the vulner-
abilities of current technology systems and provided a
more precise definition of data processing requirements.
The comparafive evaluation of the knowledge requirements
against selected five year accounting programs was timely
since they are in the formulative stage. Finally, the

need and timeliness of the study are evidenced by the
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interest of the major audit organizations and internal and.
external audit professionals. They are actively concerned
with the area and striving for improvement. It is believed
that the study made contributions in the following areas:

1. It addressed both internal and external auditer
data processing knowledge requiremenfs individually and in
a comparative context.

2., It introduced the use of a hypothesized current
technology computer installation characteristics to standardize
and assure currency of the data processing knowledge deter-
minations of respondents.

3. It provided the first comprehensive data pro-
cessing knowledge requirements profile for internal auditors
charged with the responsibility for auditing current tech-
nology computer systems.

4, It provided a more current and comprehensive data
processing knowledge requirements profile for external audi-
tors charged with the responsibility for auditing current
technology computer systems. "

5. It provided an early evaluation of five year ac-
counting programs with respect to the data processing know-
ledge requirements of internal and external auditors.

6. It was the first application of the Delphi research

methodology to establish professional knowledge requirements.
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The study results should be useful for several
different purposes. These include use in preparing certi-
fication ekaminations, accounting education programs,
auditor continuing education, and for further research.
The relevance of the study was evidenced by the interest
and assistance provided by the IIA, AICPA, EDPAA, the
Financial Executives Institute (FEI), and the Canadian

Institute of Chartered Accountants (CICA).

Organization of the Study

This dissertation is organized to provide the reader
with a logical development of the study. Chapter I intro-
duced the study with brief discussions of the computer
and audit settings. The chapter then provided a discussion
of the study pﬁrpose, the research questions, and the expected
contributions. Chapter II will provide a review of the
literature relating to computer and auditing developments,
auditing techniques, and auditor data processing knowledge
requirements. The discussion in Chapters I and II will
establish the background information required for the reader
to evaluate the appropriateness of the research and the
timeliness of the study. Chapter III will provide a dis-
cussion of the study methodology. The following chapters
provide an analysis of the results, a discussion of the

study findings, and recommendations for future research.
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CHAPTER II

LITERATURE REVIEW

This chapter -presents a review of the auditing
and data processing literature related to this study.
It provides the reader the relevant study context. Dur-
ing the early stages of the study, the literature review
served three major purposes. First, it provided the basis
for selecting and refining the research subject to insure
that the study could potentially make a contribution to
the field of EDP audit. Second, it provided insights
useful in determining the study methodology. Third, it
provided information useful to the construction of the
questionnaire.

Numerous articles have addressed themselves to
the different aspects of computer audit techniques. How-
ever, relatively few studies have explored the nature
of recent computer advances and fewer still have examined
the area of auditor data processing knowledge requirements.
The literature did identify and discuss many of the major

26
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auditor data processing areas, thus providing a basis

for further defining data processing knowledge require-
ments. The following discussion first addresses.

the computer developments most relevant in terms of

their impact on the audit of computer based management
information systems. Attention then is given to other
developments that had their genesis in the rapid advances’
and uses of computer technology. The changes these devel-
opments brought to the nature of the management information
system from an audit perspectivelis subsequently considered.
The discussion to this point provides the background for
a review of the audit techniques which have been developed
. to allow more effective audits of the increasingly complex
management information systems. The review concludes
with an examination of the literature that addressed
the impact of these events on the data processing know-

ledge requirements of internal and external auditors.

Computer Developments Most Relevant to Auditing

Since the introduction of the first commercially
available computer, the UNIVAC I in 1951, and the first
business installation in 1954, computers have increasingly
forced changes in the management, operation, and structure

of business and government organizations. These changes
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have resulted due to the economies that can be realized
through the use of computers. Over the years computer
processing costs per unit of production have consistently
decreased while computer capability and capacity have
rapidly increased. As an example, processing speeds have
increased many fold with their measurement evolving from
milliseconds and microseconds to nanoseconds and pico-
seconds. Even further, the availability of easily accessed
storage has increased from thousands of characters to
billions of characters (1). The result has been a dramatic
increase in the number of computers in use and in the
complexity of the systems themsglvés{ _

One of the major factors that caused the increésed
complexity of computer systems was the increase in user
confidence that resulted from successful data processing
applications. As users gained experience they often
expanded the number of applications processed on their
computer systems. When they reached the system capacity
they expanded or replaced their existing systems with
larger, more complex computer systems that had greater
processing capabilities.

Another major factor was the advances realized

in the software area. The development of translating
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programs provided programmers the capability of developing
application programs using mnemonic and English-like pro-
gramming languages rather than machine readable code (2).
This by itself resulted in substantial increases in pro-
grammer productivity. Software firms were formed to
develop general purpose application programs for the
growing base of computer users. During the late 1950s,
the United States Government and computer manufacturers
developed and standardized the first business high level
English-like programming language (COBOL). This became
particularly significant in the late 1960s and early
1970s when COBOL compiler testers were developed by the
U.S. Navy under Dr. Grace Hopper. Users were free to
upgrade their computer systems or change to a different
computer manufacturer's equipment without converting their
application programs to a new program language or retraining
their programmers. COBOL is the most widely used business
oriented language in use today (3). In 1969, IBM separated
the pricing and sale of its application program packages
and services from its computer hardware and the operating
programs required to make them run (4). This stimulated
further the formation of software firms and the avail-

ability of general purpose application programs.
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Several other factors led to increasing the complex-
ity of computer systems. Computer networks were constructed
consisting of two or more computers communicating with each
other by means of an integrated communications sﬁbsystem.
These systems are referred to as distributed systems.

They greatly complicate both program and data flow through
the multiplication of the number of processing units,
storage units, and communication channels over which pro-
grams and data can be processed. To complicate the audit
further, the processors and terminals are frequently geo-
graphically separated regionally, nationally, and even
internationally (5).

The complexity of program and data processing on
‘a single processing unit has been increased through a more
complex logical relationship of data stored within the
computer system and also between the data files and the
application programs which give access to data. Con-
ventional systems were logically constructed to have a
series of files and programs, with the programs constructed
to give access to a specific file or set of files. The
prdgrams and files were interdependent, resulting in the
duplication of data in different files. This caused prob-

lems of accuracy since the various files were updated by
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different organizational entities, at different times,
and often with different information.

A new logic structure, referred to as a data base
management system (DBMS), organized the data into a single
data base, thus making the data independent of application
programs. While DBMSs improve data accuracy, eliminate
much undesirable data redundancy, and improve access to
the data, they also complicate the job of the auditor. A
DBMS constitutes another software system that performs an
interfacing function between the operating system and
the application programs. It is usually an add-on system
that is used for only a part of the applications being
processed at a given installation. DBMSs increase the
complexity of system access control due to their add-on
nature and data independence which potentially allows
any application program to gain access to any data field.
DBMS systems also allow people from the user departments
programming access to the system, because the programming
languages are easy to learn. These factors significantly
increase the difficulty of the auditor's examination of
access and application program development controls. In
addition, the auditor must be aware that logic can be

imbedded in the DBMS software by error or design that
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can alter the processing of audit or the client programs
or data (6).

A programming technique called multiprogramming
was developed to improve the efficiency of computer pro-
cessing units by providing for the concurrent processing
of more than one application program (7). Technological
advances had increased the speed of the processing units
until they were processing several thousand instructions
per second, while the speed of data entry remained very
slow, depending on input mode; for example, keyed, card,
and tape. Without multiprogramming, it was not unusual
to use less than fifty percent of the processing unit's
capability. This advance had the benefit of forcing a
modular program construction which is easier to document,
review, and understand. However, the multiple, concurrent
job streams made it more difficult to understand the
system, required more complex operating system software
within which to conceal unauthorized code, and made it
more difficult to make judgments on the use of data pro-
cessing resources. The multiple job streams also intro-
duced a new auditing complication--the possibility of
one program giving access, changing, destroying, or copying

data of another program by accident or design--without



33

authorization and potentially without leaving an audit
trail.

Computer manufacturers began designing and building
computers that housed in an integrated manner more than one
processiné unit (8). These multiprocessing machines in-
corporated the multiprogramming technology, making them
extremely complicated systems. The auditing impact was
again to increase the difficulty of understanding the
system, to provide more system software in which to con-
ceal unauthorized code, to create greater difficulty in
assessing the use of data processing resources, and to
introduce the problem of program and déta security as'a:'
result of the mulfiple processors with multiple, concurfent
job streams.

Finally, advances in peripheral equipment have
significantly increased the methods and numbers of loca-
tions used by businesses to enter data. These include
mark sense, audio, optical character recognition, magnetic
ink character recognition, point of sale, cathode ray tube,
teletypewriters, and others. The primary impact of audit-
ing relates to control. Unauthorized use is a problem,
because these devices are frequently located in uncon-

trolled areas. Data access is also a problem, since these
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systems are potentially capable of any type of processing
unless effective facility, hardware, and software controls

are used.

Other Computer Related Developments

There are several other developments that are
relevant to auditor data processing knowledge requirements.
Thé historical trend of increasing computer capability
and complexity came about as a direc result of increases
in the complexity of American :i>~i:ty and the information
needs of business and government organizations. Business
organizations became larger, more geographically dis-
persed,“mdre diversified and international in scope.
Accounting, auditing, and data processing grew in complex-
ity in response to society's needs. The growing body
of knowledge quickly outpaced man's ability to master
and remain current within these respective fields. This
resulted in specialties developing along functional and
industrial lines. Some examples include tax, financial,
EDP auditing, communications, distributed systems, and
DBMSs. It also resulted in the use of the team approach
and the use of specialists to provide the expertise re-

quired to complete the audit adequately.



One development that resulted from the increasing
computer complexity and expanding body of data processing
knowledge was the formation of the EDPAA in 1972. This
organization has taken the position that the effective
audit of computer based accounting systems requires con-
siderably more data processing knowledge than most
accounting school curricula provide, more than is
required to pass the CPA exam, and more than.is required
by the professional organizations for professionai
development. In the fall of 1976, the EDPAA formed the
EDP Auditors Foundaiion for EQpcation and research to
establish a forum to provide greater recognitZof of, and
emphﬁsis on, EDP #udit education and research. Dissatis-
fied with the minimum level of knowledge required by
existing certification programs, the EDP Auditors Foun-
dation established an EDP audit certification program
on June 20, 1978. The EDPAA has a respectable following
for an emerging professional organization, especially

when one considers its brief existence and its specialized
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membership. Its membership has steadily grown and currently

numbers about 4,400 members (9).

The question of the scope of auditor responsibility

was raised to national prominence with the discovery of the



36

two billion dollar fraud at Equity Funding Corporation of
America. The fraud began in 1964 and was brought to an end
in 1973 as a result of information provided by an employee
who had been released due to overstaffing--not as the
result of an audit. The Equity case resulted in the sec-
ond largest bankruptcy in the history of the Chapter X
provisions in the U.S. Bankruptcy Code. The major contri-
bution of the computer was to create 64,000 bogus insurance
policy numbers and to generate randomly 30,000 funding
programs. Microfilm was the major record storage medium
rather than computer files. While it has subsequently
been found that the computer was not the main villain,
the case has focused attention on the need to reassess the
EDP quaiifications and responsibilities of auditors. The
Equity Funding case is one of several hundred fraud cases
involving computers which went undetected by internal and
external auditors, even though the frauds occurred over
several months and in a few cases, over several years (10).
The last major computer related development came in
December, 1977, when President Carter signed the Foreign
Corrupt Practices Act. The Act made internal accounting
control a matter of law for all U.S. businesses which are

subject to the jurisdiction of the Securities Exchange
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Commission (SEC) under the Securities Exchange Act of 1934.
The law came about as a result of widespread instances of
undisclosed, questionable, or illegal corporate payments
that represented a serious breach of the SEC's system

of disclosure and threatened public confidence in the
integrity of the system of capital formation. According
to the legislative history, the law was deéigned to prevent
the use of corporate funds for corrupt purposes by
requiring the maintenance of accurate records and improved
disclosure. Title I of the act required that corporations:

(A) Make and keep books, records, and accounts, which,
in reasonable detail, accurately and fairly reflect the
transactions and dispositions of the assets of the ‘
“issuer; and ' -
(B) devise and maintain a system of internal accounting
controls sufficient to provide reasonable assurances
that:
(i) transactions are executed in accordance with
management's general or specific authorization;
(ii) transactions are recorded as necessary (1) to
permit preparation of financial statements in con-
formity with generally accepted accounting principles
or any other criteria applicable to such statements,
and (II) to maintain accountability for assets;
(iii) access to assets is permitted only in accord-
ance with management's general or specific authoriza-
tion and (iv) the recorded accountability for assets
is compared with the existing assets at reasonable
intervals and appropriate action is taken with
respect to differences. (11)

The penalties of the act provide for up to $10,000
and five years imprisonment for each officer and $1,000,000

for the firm. Civil recourse is also available for any
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practices constituting violation of provisions of the
act. More recent actions by the SEC make it clear that
it intends to enforce the Act even where foreign bribery
is not involved. ZErnst & Whinney and others have pointed
out that neither the Act nor professional literature pro-
vide criteria for evaluating the adequacy of systems of
internal control. One last and potentially ominous aspect
of the Act is the fact that it opens the door for legal
interpretation. As auditors learned from the Adams vers:is
Standard Knitting Mills case, the courts are not always
guided by the refinements and guidelines found in general-
ly accepted accounting and auditing standards. Finally,
the Act is not an isolatéd development, but one of a se-
quence of actions taken by the SEC that has the effect
of expanding auditor responsibilities and data processing
knowledge requirements. The SEC is currently proposing
public reporting of the adequacy of system internal con-
trols and any material weaknesses that are identified
and not corrected within the reporting year (12).

The most recent development is the emerging pro-
fessional accountancy programs as they relate to EDP
auditing. The need for such programs has resulted from

many of the developments discussed earlier which have



39

increased auditor knowledge requirements beyond what can
be imparted in a four year program. The American Insti-
tute of Certified Public Accountants, the Institute of
Internal Auditors, the Financial Executives Institute
and others have supported the need for these programs
and have been working with the American Assembly of
Collegiate Schools of Business to establish the desired
accreditation. The question raised by this development
is to what extent do these new programs improve the data
processing education of individuals entering the internal
and external audit professions. An emerging competing,
and more specialized alternative to this generaiist ap-
proach for all entry auditing peréonnel is supported by
several members of the IIAand AICPA, within the EDP
Auditors Association. These emerging programs provide

a more balanced coverage of accounting, auditing, and
data processing. This latter issue will be discussed

in greater detail with the study results.

The Impact of Computers on the Nature of Auditing

and Management Information Systems

All accounting systems basically perform the func-

tion of expressing economic events in monetary terms with
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respect to assets, liabilities, ownership, revenues and
expenses. Prior to the advent of the computer, the normal
evolution of accounting systems was from strictly manual,
to machine assisted, and then to punched card systems
or some combination of each. This progression improved
business efficiency, but had little impact on business
organization, documentation, or the accessibility of in-
formation. These systems generally provided hard copy
transaction documents, journals, general ledgers, sub-
sidiary ledgers, trial balances, various working papers,
historical files, financial statements, and other reports.
For thése reasons, the audit techniques and job knowledge
reﬁéined relatively unchanged. This has not proved to
be the situafion with respect to computers. The impact
of computer use has been described as revolutionary, ex-
ceeding the impact of electricity, telephones, automobiles,
and televisior. The impact of computers on audit tech-
niques and knowledge has been no less revolutionary.

The potential audit use and audit impact of the
computer were apparent very early. Gregory Boni discussed
the impact of the computer on the audit trail in a 1963

Journal of Accountancy article. He stated:




« « o+ that it is not only possible, but it is very

much a fact, that, between the data on a document and

the final information which is printed out, the ac-
counting steps have been processed and stored in or
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on material that is not visible to the human eye. (13)

His observations were- especially accurate for the time
and included the following:
1. The changed nature of the audit trail
2. The inquiry capability of computers
3. The increases in processing speed
4. The increased accuracy of computers
5. The concentration of many processing steps into
one department
6. The concentration of accounting and operational
data
7. The need to evaluate additional controls
A. Program changes
B. Access to handle transaction exceptions
C. Magnetic tape

D. Computer downtime records (14)

In 1968, Gordon Davis noted the two-fold impact
of computers. The first impact was the introduction of
a new technology that required auditors to expand their
knowledge. The second impact resulted from the manner
in which computers were used. He noted that the use of
computers not only speeded up the processing of data,
but also forced changes in the management information
systems in use. While earlier systems tended merely to
computerize existing clerical functions, later systems

expanded in scope and operation, incorporating decision

oriented analytical techniques not practical in earlier



42

clerical systems (15). The impact was to make it more

difficult to perform the basic audit steps which remained:

1.
2.

Gain an understanding of the system

Review the adequacy of the controls to ensure
completeness and accuracy of the recording and
processing of accounting data

Confirm that the system and related controls are
functioning as described

Perform additional testing of the closing balances.
The scope of such additional work. would depend on
the effectiveness of the systems and its controls (16)

Later, in 1969, John Wagner prophetically suggested

some attributes that would characterize computer systems

in the 1970s. These characteristics are descriptive of

the systems required to support the more complex decision

systems to which Davis referred. The described systems

were possible with the technology available in the mid-

1960s and have now become commonplace. The attributes

were as follows:

1.
2.
3.

4.
5.

6.

7.

8.
9.

A greater integration of information systems
More on-line, real-time systems

An increase in time-sharing and service bureau
usage

Less operator intervention during processing
More transmission of data directly from one com-
puter system to another

More optical scanning, less human conversion of
input data

More input initially created in the form of elec~
tronic impulses, and less use of hardcopy surface
documents

More CRT (visual) display units

Less hardcopy, more data stored in micro-electronic
form (17)
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The Impact of Computer and Related Developments

on Audit Techniques

Since the introduction of computers, auditors
have consistently been forced to increase their knowledge
of data processing, to modify their audit procedures, and to
audit computer based accounting systems adequately. Manual
and machine assisted accounting systems leave a complete
hard copy audit trail which auditors can examine
to complete their audits. Punched card accounting machine
systems are usually designed to provide hard copy audit
trails. Computers use different storage mediums that
cannot be read directly but must be read through the use
of application and operating system programs. In addition,
the actual processing of the data is accomplished elec-
tronically and cannot be directly observed. Finally,
computer applications have been developed for improving
efficiency and economy, often necessitating the elimina-
tion of some of the traditional separation of duties found
in less sophisticated accounting systems (18). To aggra-
vate the above conditions further, the business computer-
ized management information systems have become more
vulnerable to unauthorized modification, destruction, and

duplication. This is due to the high concentration of
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business data and procedures stored in the data bases,
the increased and often widely dispersed methods of elec-
tronic entry, and the emergence of highly skilled data
processing professionals (19).

Early business computers were not much more than
advanced calculators with limited memories. They were
batch processing machines that had one linear job stream
and minimal operating systems (20). Generally,’auditors
had little if any computer knowledge and continued to
audit as if the computer did not exist (21). Typically,
auditors selected source documents, traced entries through
available éomputer printouts and examined the resultant
entries in summary accounts. The phrase, "auditing around
the computer," was applied to this procedure, since only
the data input-output relationship was examined. The
computer was referred to as the "black box." This tech-
nigque was adequate, if the application program and/or
operating system had not been modified and if the auditor
understood the processing system along with the appropriate
internal controls. If the auditor lacked this understanding,
he would not have had the basis for relying on the accounting
EDP controls. In larger and more éophisticated systems,

there is an enormous potential for exceptional conditions
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in both the application and operating system programs
(22). In addition, the audit trail is incomplete in terms
of hard copy and the computer output is too voluminous

for manual examination. No assertions nor inferences

can be made with respect to data not examined. Finally,
it is safe to conclude that the auditor using this tech-
nique would not discover unauthorized program logic and
would be unlikely to detect exceptional conditions. A
sound data processing knowledge is essential for auditing
the more recent technology based systems.

A second group of auditing techniques was developed
and referred to as "auditing through the computer.'" The
term generally refers to all techniques that reqﬁire the
auditor to examine processes within the '"black box." The
difficulties that face the auditor using these techniques
are to verify that: (1) established man-machine proce-
dures were consistently followed; (2) application program
logic was consistent with published policy and procedure;
and (3) the programs tested were in fact the programs
. used to process the data. Authors occasionally used the
term '"auditing through the computer' to describe more
restricted techniques. These techniques were usually

limited to some type of application program review. All



46

of these techniques were superior to the earlier "around
the computer" techniques because they usually involved

the use of operational computer programs to check the
results of test transactions. These techniques also re-
quired that the auditor have sufficient data processing
knowledge to assess intelligently the accounting controls
designed into the application programs. This was normally
accomplished through a review of documentation, program
logic, and the results of the test transactions. However,
there still could be no assurance that the programs tested
were the ones actually used to process the transactions on
a day-to-day basis (23).

The integrated test facility (ITF) is an audit
techhique that was designed to minimize at least the problem
of assuring that the program tested was in fact the program
used to process the transactions under examination. As the
name implies, the test transactions are integrated into the
regular processing system as if they were real business
transactions. Auditors then input the transactions based
on their audit plan, without prior coordination with func-
tional managers or data processing personnel. They then
can compare the actual versus predetermined results to

evaluate system conformance.



47

This technique is an improvement over the use of
test transactions processed under controlled conditions,
but can be rendered ineffective by a knowledgeable pro-
grammer. The weakness of this technique lies in the need
for controls to éssure that the test data do not get mixed
into the regular records and reports. When these controls
are embedded in the application and operating system soft-
ware, they provide the potential for alternate application
programs to be used with or without modification of the
operating system. The program modification weakness can
be overcome by processing the transactions without modi-
fying software and then having the auditors c;éar the test
data through the use of adjusting journal entries. The
latter usually has been found to be unsatisfactory because:
(1) inaccuracy is introduced into operational reports;

(2) the adjusting entries tend to create additional errors;
and (3) the manual effort is costly and tends to limit the
sample sizes and breadth of transactions sampled (24).

A fourth technique involves the sampling of live
transactions as they are generated and processed in the
day-to-day business environment. The auditor selects the
transactions to be examined and tags them with a unique

code which allows the computer system to track the trans-



actions as they are processed through to completion. The
auditor is then provided hard copy or a cathode ray tube
display of processing details. The application software
must contain logic that identifies the unique code in

the selected transactions at the program locations where
before and after '"snapshots" are taken of the transaction
and related data. The locations are usually: (1) the
transaction entry point into the computer system; (2) the
entry‘and exit points for all programs used to process
the transaction; (3) points whére the transaction is used
in conjunction with another record; and (4) major program
processing logic points where the data is materially
changed.

A weakness of this audit technique is that the
sampling of day-to-~day transactions is often accomplished
during in-line processing and will not include transac-
tions that are processed at other times, and which should
be examined. However, the sampling of live transactions
is superior to the use of the ITF because of the lower
profile of the required implementing program logic and
the use of actual data. A knowledgeable programmer can
5till use the implementing program logic to select alter-

nate programs conditionally to process transactions not
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selected. This weakness renders the technique impotent
to detect irregularities or fraud. The technique suffers
a second weakness of being unable to assure that all pro-
gram logic sequences are traversed. An enhancement to
this technique involves the identification, display, and
reporting of unusual transactions. This enhancement
requires that even further logic be incorporated into the
application programs or the operating system. This pro-
vides an added safeguard and audit convenience but does
nothing to resolve the weaknesses discussed (25).

A fifth auditing technigue uses mapping techniques
to examine‘the processing logic of application programs.
One type-df ﬁapping technique prepares a flow'chﬁrt based
on program logic. This technique was originally designed
for data processing management but has been effectiﬁely
used by auditors to prepare for audits, to eﬁaluate existing
program controls, and to assess the need for additional
controls. It has also been useful for conducting audits
of program development projects. More generally the term
mapping refers to specialized programs designed to identify
the logic paths in application programs. It identifies
those parts of the application programs that are functional

versus those that are not executed. Mapping is beneficial
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in identifying unneeded code and also potential segments
of program logic that are actuated under special conditions
to include unauthorized purposes. Mapping was also orig-
inally used by data processing management to study the
data flow through application programs in order to opti-
mize the efficiency of programs. Auditors use the technique
to evaluate the extent of system testing and later to
determine the need for additional testing. Mapping is
also used in conjunction with other techniques (26).

The last technique to be reviewed concerns the use
of generalized audit software (GAS). This software performs
a wide variety of functions but generally assists auditors
in retrieving and analyzing data stored in some machine
readable form. Some of the common functions include:

1. Checking extensions

2. Checking the footing of a file

3. Selecting items for further audit vouching by such
criteria as random sample and stratified sample

4, Testing for certain types of conditions, such as
credit balances

5. Comparing and matching data contained in separate
computer files

6. Statistical analysis

7. Confirmations using computer file information and
special forms (27)
Many different versions of GAS are available that

perform a wide range of functions in the general purpose soft-

ware market mentioned earlier in the discussion of computer
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developments. These program packages became feasible
because of the development and wide use of high level
1angﬁages. They are economically attractive due to the
steady increase in programming cost and the software
houses' ability to spread the development cost 6ver many
buyers. Finally, they give the auditor programming inde-
-pendence from data processing, since they operate on the
basis of parameters and can be run with minimal training.
Many of the public accounting firms have developed their
own packages. GAS packages must operate in conjunction
with the computer operating system and as a result can

be éompromised by a proficient systems programmer through
modification of the operating system programs to lock |
out access to identified recérds or modify the program
output (28). Very few GAS programs are available that
can gain access to data through DBMS software structures

(29)-

The Impact of Computer and Related Developments

on Auditor DP Knowledge Requirements

The Internal Auditor
Until recent years, there seems to have been little

effort to define the data processing knowledge requirements
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of internal auditors. The Conference Board's reports on
internal auditing provide at least one explanation for
this. According to its 1963 report, internal auditors
were auditing in a feshion analogous to external auditors,
consisting primarily of financial audits and attesting

to the accuracy and completeness of financial statements.
Since both internal and external auditors were conducting
the same type of audits and in many cases against the
same systems, their data processing knowledge requirements
were the same. The early studies concerning external
auditor data processing knowledge requirements were also
applicable to internal auditors. However, according to
the 1977 Conference Board study,‘internal auditors are
now devoting approximately equal time to nonfinancial
audits. They evaluate controls, check compliance with
policies and procedures, and test reporting systems in

the nonfinancial areas of corporate operations as well

as in the financial areas. They also include evaluations
to determine how efficiently and economically management
uses its resources and how effectively it achieves its
objectives (30). This broadening of the internal auditors

scope is reflected in the IIA's Standards for the Profes-

sional Practice of Internal Auditing. Excerpts from the

standards state:
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'The scope of the internal audit should encompass the
examination and evaluation of the adequacy and effec-
tiveness of the organization's system of internal
control and the quality of performance in carrying
out assigned responsibilities. . . -
- Recognize that management exercises general direc-
tion on the scope of work and activities audited
- Ascertain whether the system established provides
reasonable assurance that the organization's objec-
tives and goals will be met efficiently and
economically
- Ascertain whether the system is functioning as
intended
- Ascertain whether the organization's objectives
and goals have been met (31)
The difference between the scope and responsibility
of internal and external auditors should be reflected
in their data processing knowledge requirements. One
means of gaining insight into this difference is tp‘lodk
at the experience of other countries. The Canadian economic
system is comparable to that of the U.S., and the Canadian
Institute of Chartered Accountants (CICA) has been very
active in the EDP audit area. The CICA completed its
first report on the impact of computers in 1967. Due
to the many significant computer advances, the CICA began
in 1970 to re-examine the impact of computer developments
on auditor data processing knowledge requirements. Its
second report was published in the September, 1974, CA
Magazine. It did not identify universal data processing

knowledge requirements, but instead specified data pro-

cessing knowledge requirements based on eight classifica-



tions relating to individual responsibilities. This
approach was rationalized on the basis that their members
had many diverse responsibilities beyond the field of
EDP which restricted available time. Their emphasis was
on obtaining sufficient data processing knowledge. The
eight classifications included the user, data center
intermediary, administrative manager, financial manager,
external auditor, external advisor, internal financial
auditor, and the internal management auditor. The cate-
gories of concern to this study are the external auditor
and the internal management auditor. Fig. 5 provides
the recommended data processing principles, skills, and
length of instruction. The CICA study concluded that
internal auditors require a higher level of data pro-
cessing knowledge.

The only major study that addresses the data pro-
cessing knowledge requirements for internal auditors is
the IIA's SAC study. The SAC study approaches internal
auditor data processing knowledge in a pragmatic manner
similar to that of the CICA. The SAC report states:

The content of EDP audit training programs depends

upon the sophistication of data processing applica-
tion systems, the data processing background of the
internal auditors, and the EDP audit tools and tech-

niques required to audit the organization's data
processing activities. (34)
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Computer Principles External Internal
and Skills Auditor Auditor
Principles
Processing and operations 4 4
Programming and software 3 3
Systems design and analysis 3 3
EDP management 1 1
Skills
Control 3 3
Applications 0 3
Resource Management 0 2
Auditing 4 4
Total days education 18 23

Fig. 5. CICA Recommended Computer Principles, Skills, and
Minimum Days of DP Education (33)

The objectives of the EDP program are to:

1. Provide the internal audit function with sufficient
EDP audit knowledge to effectively audit computer
applications systems and related data processing
activities

2. Develop and maintain an awareness of the best EDP
audit tools and techniques available to the inter-
nal auditor

3. Develop and maintain an awareness of computer
technology as it relates to EDP auditing in order
to anticipate new requirements (35)

The report recommends that auditor data processing
instruction be given in two phases. The first phase is
for those auditors who have little or no data processing
experience and should include terminology, hardware, and
the data processing environment. The second phase expands

on the first phase and includes greater depth in each

of the areas covered in the first phase. In addition,
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it should cover computer architecture in some detail,
covering such items as operating system characteristics,
memory management systems, and communication systems.

The study lists each audit technique and identifies the
data processing knowledge requirements needed to use that
technique effectively. It is therefore up to each audit
staff to determine the level of data processing knowledge

required based on the system under examination and the

techniques to be used by each auditor.

The External Auditor
The first study of importance was the 1967 *'Study
of the Common Body of Knowledge" funded by the Cafnegie
Corporation and the AICPA. The increasing use of computers
in the 1960s led the authors to identify a general level
of data processing knowledge requirements for all external
auditors. The requirements were as follows:

1. A basic knowledge of at least one computer system.
This implies a knowledge of the functions of the
component parts, of the general capabilities of the
system, and of the more universal terms associated
with the computer.

2. The ability to chart or diagram an information
system of modest complexity. This means that he
should be able to comprehend the procedural steps
in a system and utilize basic diagram symbols that
describe the system clearly and precisely.

3. A working knowledge of at least one computer lan-
guage together with his overall knowledge of informa-
tion systems, the beginning CPA should be in a
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position to design a simple information system,
program it, and proceed to debugging and testing.
(36)

The above data processing knowledge requirements

for external auditors were déveloped further in the October

1971 Journal of Accountancy article by Cutting, Guiltinan,

Lilly, and Mullarkey. These authors indicated that the
requirements they identified were not universal but that
each firm must assess the impact of computers and reach
its own conclusion. They did however point out that the
second standard of field work required that there be a
proper study and evaluation of the existing internal con-
trol as a basis for reliance thereon and . for determination
of the resultant extent of the tests to which auditing
procedures are to be restricted. Further, they declared
that when a computer is used to process significant
financial information, an ability to both understand and
evaluate the EDP system is very important. Finally, Cutting
and the others stated:

Because it is impractical to train and continually

update each staff accountant to a very high level

of expertise in computer auditing, three different

proficiency levels for persons assigned to audits

are appropriate:

(1) the general audit staff member,

(2) the computer audit specialist, and
(3) the data processing professional. (37)
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Prior to detailing the data processing knowledge

requirements, Cutting and others wrote that: .

The

Since virtually all staff members in a public ac-
counting firm might be assigned to an audit engage-
ment of this type, the described capabilities may
be considered as minimum knowledge requirements for
everyone engaged in public accounting. (38)

knowledge requirements were as follows:

1.

Understand basic computer concepts: Understanding
computer processing concepts and differentiation
between functions of central processing and peri-
pheral equipment

Understand and be able to analyze the concentration
of controls in an EDP environment

Understand systems flowcharts and descriptions of
computerized systems

General familiarity with at least one computer
programming language

Understand in a general way the use of computer
auditing software

Understand concepts of file processing (39)

In the latter part of 1974, the AICPA issued a

statement of auditing standard (SAS) No. 3, "The Effects

of EDP on the Auditor's Study and Evaluation of Internal

Control." The statement recognized that audit procedures

used in the evaluation of accounting control to determine

the nature, timing, and extent of audit procedures to

be applied in the examination of financial statements

could be influenced by the method of data processing used.

SAS No.

3 further stated:
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If a client uses EDP in its accounting system, whether
the application is simple or complex, the auditor
needs to understand the entire system sufficiently
to enable him to identify and evaluate its essential
accounting control features. (40)
This raises the question as to what procedures and what
auditor data processing knowledge are required to execute
the procedures effectively.

Recognizing the need for more and better EDP train-
ing for accountants and auditors, a task force of educators
was formed from the American Accounting Association's
committee on accounting education and from the AICPA's
computer education subcommittee. The task force reviewed
the emphasis on EDP in undergraduate auditing curricula
and concluded that there was minimal coverage given to
EbP, and that the coverage that did exist gave little
or no attention to the effect of EDP on auditing. They
recommended, as a minimum, that the following topics be
taught in the undergraduate auditing curriculum:

1. EDP technical proficiency requirements for the

staff auditor

2. The review, evaluation and study of internal con-
trol in an EDP environment

3. Auditing a computer system without using a computer

4. Using the computer to perform compliance and sub-
stantive tests of the records produced by a computer
system

5. Auditing data processing records produced by a
computer service center (41)
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The task force adapted the Cutting et al. 1971 article,
referred to earlier, as embodying the minimum technical
proficiency requirements for the staff auditor. For the
second topic, the task force indicated that auditors must be
able to evaluate clearly the EDP system as it relates

to the accounting system. The major knowledge areas were
identified as:

1. General controls in an EDP system
A. Plan of organization
B. Data processing system development procedures
C. EDP operating and control procedures
2. Application controls in an EDP system
A. Controls over the input of data
B. Controls over the processing of data
C. Controls over the output of data
3. System documentation L
4, Flowcharting a computerized accounting system
5. The change in an audit trail from a manual system
to a computerized system
6. Internal Revenue Service guidelines for EDP records
7. Data Security
8. Physical security (42)

In 1975, the AICPA's computer education subcommittee
asked Dr. Elise G. Jancura to update the earlier 1971

Journal of Accountancy article. She observed that EDP

typically affects the form of accounting data and to an
extent affects the nature of the corroborating evidential
matter due to the replacement of hard copy in systems

with computer records. She stated that:
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All of the developments in the field of computer and
software systems require a corresponding strengthening
of the auditor's technical background so that the
auditor can discharge the duties required in the proper
performance of an audit and adhere to the generally
accepted auditing standards adopted by the American
Institute of Certified Public Accountants in its Code
of Professional Ethics and SAS No. 1.
Her assessment of these developments was that the auditor
must be able to interrogate and evaluate the system
directly. TFurther, that for the auditor to perform the
attest function properly, he must be able to identify
and understand the systems having significance for the
financial records and to test the systems for compliance
(43).

Dr. Jancura's 1975 article contributed substan-
tially to the definition of external auditor data pro-
cessing requirements. She observed that the use of
operating systems and techniques such as teleprocessing,
data base management systems, multiprogramming, and multi-
processing had increased the depth and breadth of auditor
data processing knowledge requirements to the point that
the 1971 distinction between the data processing knowledge
requirements of the general audit staff member and computer

audits specialist was no longer valid. The difference

should be only in the depth of data processing knowledge.
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A major point made by the Jancura article is that
the use of a computer audit specialist does not excuse
the staff auditor from developing enough knowledge of
computer procedures and techniques to perform the judg-
mental function assigned by the professional standards.
The staff auditor should not use the services of the spe-
cialist as a replacement for personal judgment. The
knowledge level of auditors in charge of an audit is
given as that required to plan and supervise the audit
adequately. The staff auditor must have the data pro-
cessing knowledge to address the computer at two levels:

1. To be,able,fo evaluate the impact of the client's '
computerized activities on internal control

2. To determine effectively the use of the computer
to perform compliance and substantive tests (44)

Dr. Jancura uses the term '"general staff auditor”
primarily to refer to the senior accountants. However,
in an explanatory footnote she indicates that the require-
ments discussed are also those that a junior accountant
should possess or be actively developing (45). 1In dis-
cussing the minimal knowledge requirements for 1975,
Jancura makes the point that if general staff auditors
are to continue to have the basic audit responsibility,

auditors must continue to expand their knowledge to

include a basic understanding of many data processing
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techniques formerly known solely to computer audit spe-
cialists. The minimum data processing knowledge require-
ments should include:

1. A basic understanding of computer systems including
equipment components and their general capabilities
2. A basic understanding of widely installed computer
operating systems and software
3. A general familiarity with file processing tech-
niques and data structures
4. Sufficient working knowledge of computer audit
software to use existing, standardized audit
packages
5. Ability to review and interpret systems documenta-
tion including flowcharts and record definitions
6. Sufficient working knowledge of basic EDP controls
to:
A. Identify and evaluate the controls in effect
in a client's installation
B. Determine the extent to which such controls
should be tested and to evaluate the results
of such tests (although not necessarily to
execute such tests)
7. Sufficient knowledge of EDP systems to develop
the audit plan and supervise its execution
8. A general familiarity with the dynamics involved
in developing and modifying programs and pro-
cessing systems (46)

Fig. 6 provides a summarized graphical profile
of the auditing and data processing functions of the
general staff auditor and the computer audit specialist
a7.

In October, 1974, the AICPA Board of Directors
established the Commission on Auditors' Responsibilities
to study the role and responsibilities of independent

auditors. The Commission met monthly for two and one-half
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years, publishing a tentative report for comment in 1977,
and their final report in 1978. The reports deal with
several issues, but the issues of concern to this study
relate to the responsibility for detecting fraud and the
quality of CPA education. The Commission recommended that
audits be designed to provide reasonable assurance that
financial statements are not affected by material fraud.
To help evaluate whether the auditor has met these respon-
sibilities, the Commission recommended that a concept of
due professional care be used as a guide for judging
audit performance. They specified that due professional
care should include requirements to:
1. Establish effective client investigation programs
2. Immediately pursue any evidence that suggests that
management may be untrustworthy
3. Resign if the evidence in No. 2 can not be refuted
4, Observe conditions suggesting predispositions to
management fraud
5. Maintain an understanding of a client's business
and industry
6. Be concerned with controls related to fraud pre-
vention and detection (48)
The Commissidn was highly critical of the education
received by auditors. Their final report charged that:
. « « mMany new accountants find that their education
did not adequately prepare them for the responsi-
bilities they face after graduating. Every year, public
accounting firms spend amounts greater than the budgets
of many business schools training newly hired account-

ants, almost all of whom have just received accounting
degrees. (49)
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Their recommended solution is a seven year professional
program run by CPAs separate from the business schools
(50). The Commission recommendations have little if any
short term impact on auditor data processing knowledge
requirements, but certainly raise the question as to the
proper role of schools of accounting with respect to in-
ternal auditing, external auditing, government auditing,
and the other management accounting versus professional
organizations.

In 1977, Michael J. Cerullo analyzed the extent
of computer knowledge needed by public accountants engaged
in auditing, management advisory services, and taxation.
He then used a random survey of 550 New York CPAs (267
responded), to determine if they were acquiring the re-
commended body of knowledge. For the auditing area,
Cerullo used the 1966 common body of knowledge, the 1971
Cutting, and the 1975 Jancura studies as the knowledge
base. He emphasized the need for a good working knowledge
of basic EDP controls as the most important objeétive
for the auditor. The objectives of the controls were
to protect against mistakes, loss of data, destruction

of information, and fraud. The major categories of con-

trols which he used were as follows:
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1. Organization or management 7. Machine

2. System design 8. Input

3. Personnel 9. Output

4, Segregation of duties 10. Processing

5. Documentation 11. Security measures
6. Review process 12. Audit (51)

The survey results documented the very grim status
of external auditor data processing knowledge. No group
of respondents was close to meeting the data processing
knowledge requirements established years earlier in

Horizons for a Profession. The study further showed a

strong inverse correlation between a respondent's data
processing knowledge and his years of external auditing
experience. The study results relating to auditor know-

ledge levels are provided in Fig. 7.

Extent of Knowledge
Computer

Knowledge Areas Expert | Good | Average | Slight | None
System components 6 20 16 31 27
System controls 8 18 20 20 34
System design 11 8 9 26 46
Flowcharting 9 11 11 28 41
Test deck use 0 17 17 21 45
Programming 4 6 0 17 73

Average 6 13 12 24 35

Fig. 7. The Extent of Auditor Computer Related Knowledge
(52)

Summary

This chapter has presented a review of the litera-

ture related to this study of the data processing knowledge
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requirements of auditors. The discussion has established
the dynamic historical increase in the capabilities and
complexities of computer systems. It has also pointed

out that computer developments have changed the nature

of auditing, increased auditor data processing knowledge
requirements, and required the development of new auditing
techniques. The impact of computer frauds, the Foreign
Corrupt Practices Act, management concern, and the actions
of the SEC have increased the breadth and depth of auditor
data processing knowledge requirements. The evidence

is becoming céntinually more persuasive that the accounting
and data processing bédies of knowledge have reached the
point where four year accounting programs are inadequate
to educate auditors to a level acceptable to the profes-
sion. Even further, the thesis that auditors should be
predominantly accountants is being challenged by a new
school of thought. This new school of thought asserts
that the extensive and increasing use of computers in
accounting and auditing, coupled with the increasing com-
plexity ard depth of the data processing body of knowledge,
has increased‘to the point that auditors must be substan-
tially educated in data processing as well as in accounting

and auditing in order to be able to design and execute
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effectively audits of sophisticated computer based account-
ing systems. The emergence of the EDP Audit Association
and the five year accounting programs seem to support

this new emphasis. Finally, all of these factors support
the need for a study of the impact of the current tech-
nology computers, fraud, and the requirements of +the
Foreign Corrupt Practices Act on the data processing audit
knowledge requirements of internal and external auditors,

which in brief, is the purpose of this dissertation.
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CHAPTER III

METHODOLOGY

Introduction

The methodology used to conduct this study was
established after a tho}ough literature review and
discussions with experts in the area pro&ided the basis
for finalizing the subject. The characteristics of a
current technoloty ébﬁputer installation was constructed
to provide a common, known basis for determining auditor
data processing knowledge requirements. The relevant ﬁor-
tions of the internal (IIA) and external audit (AICPA) stan-
dards were’exerpted to standardize the audit scope and
responsibility. The audit scope and installation
characteristics were used to establish the internal
and external auditor data processing knowledge require-
ments. The literature, the characteristics installation,
and an analysis of eight fraud cases were used to con-

struct the open-ended questionnaire portion of the survey
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instrument. The survey instrument was then reviewed
by four academicians noted for their interest and work
in the EDP audit area. Their names are provided in
Appendix A. The internal and the external audit
questionnaires then were completed based on the
researchers knowledge and experience, for use during
the analysis of the survey results. The survey was then
conducted using a three-phase Delphi technique. The
internal and external auditors who participated in the
study were-selected on the basis of their competence in
the areas of auditigg and data processing. These experts
made the data processing knowledge judgments on the
baéis of the internal and external auditor's scope éhd
responsibility and the model computer installation.
Knowledge profiles were constructed based on these
expert judgments. The internal and external audit
knowledge areas and items within the profiles were then
analyzed for significant differences between them and
the researcher's initial judgment, and differences
between the internal and external audit experts.
Finally, the audit profiles were compared with the data
processing coverage provided in the curricula of eight

five-year accounting programsi. Conclusions were
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formulated and recommendations made for future research.
The following discussions provide greater detail for

each of these areas.

The Literature Review

The literature search provided invaluable insights
into the existing body of knowledge relating to the audit
of computer based management information systems. The
role of external auditors is fixed by law and is finan-
cial in nature. According to the 1963 and 1979 Conference
Board studies on internal control, the primary function of
internal audit units was to concentrate their efforts in
the financial areas where thevrisk of misappropriation or
intentional manipulation was the greatest. However, com-
puter frauds, payoffs, and SEC activities have caused busi-
ness management progressively to increase the role of
their internal audit staffs (1). This has created a need
for internal auditors to enhance their data processing
knowledge and competence, and this divergence of the inter-
nal and external audit roles is reflected in the litera-
ture. As a result, applied audit literature in the
United States today is appropriately directed at either
internal or external auditors--seldom both. The

experience in Canada also reflects the need to separate
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infernal and external auditor knowledge requirements
(2). The literature review verified the need for further
definition of data processing knowledge and requirements
for both internal and external auditors. Much of the
existing literature deals with the level of knowledge
which auditors have versus what they should have, without
reference to known system characteristics or technology.
Definitions of internal and external auditor
data processing knowledge requirements are contained
in the SAC report for internal auditors and the Jancura
articles for external auditors. The EDP Audit Founda-
tion's body of knowledge was not evaluated because it

had not been published at the completion of this study.

The Operational Hypothesis and Research Questions

The Operational Hypothesis

This study is based on the premise that auditors
must have a knowledge of data processing in addition to
accounting and auditing. According to Harry S. Broudy,
people must have a knowledge of specifics before they can
understand concepts or deal with change (3). There are
many important concepts within a computer based management
information system environment that can have a significant

impact on the auditor's examination. Therefore, the
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individuals in the best position to make judgments on
the content of the required data processing knowledge
are those who have a knowledge of data processing in
addition to accounting and auditing. It is also logical
to conclude that auditors must have data processing
knowledge before they can understand concepts such as
computer internal controls, data storage, hardware
controls, and the controls relating to the wvarious

types of software. Operationally, then, the determina-
tion of knowledge requirements is pivotal to improvement
in the EDP auditing field. Finally, if auditing is a
profession, the knowledge requirements should be evidenced

in the professional curricula.

The Research Questions
The discussion in Chapters I and II established
the need to define better the data proccessing knowledge
requirements of internal and external auditors. For
purposes of reader continuity, the research questions
developed to guide the research and analysis are repeated

here:
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Major Question
What are the data processing knowledge requirements

of internal and external auditors?

Subsidiary Questions

1. What data processing knowledge is required
by internal auditors to audit current technology computer
systems?

2. What data processing knowledge is required
by external auditors to audit current technology computer
systems?

3. What are the differences in the data processing
'knowledge requireé by internal‘;nd external aﬁdiféré?

4, Do the curricula of the selected five year
accounting programs recognize the data processing
knowledge required by internal and external auditors?

(a) internal auditors? (b) external auditors?

The Research Design

Use and Selection of Computer Fraud Cases

The limited ability of internal or external auditors
to detect ongoing frauds and the increased incidence of
computer fraud have increasingly concerned business

management and the SEC. Even more distressing is the
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fact that so many cases are uncovered only by chance
because the perpetrator simply gave up, or because the
perpetrator became careless. Even further, several
experts have indicated that, since so many of the known
cases have employed such simple techniques, they cannot
help but conclude that more sophisticated techniques

are used but thaf these frauds go undetected. Finally,
the literature review revealed that the analysis of
computer fraud was primarily undertaken from a computer
control perspective and did not identify the level of
data processing knowledge required to identify an ongoing
fraud. It is for these reasons that several computer
fraud cases were reviewed to make sure that the computer
installation model included common, current technology
vulnerabilities, and the questionnaire included the
knowledge items that would assure that auditors under-
stood these control vulnerabilities and data manipulation
techniques that made the abuse possible. These vulner-
abilities and knowledge areas were incorporated into

the survey instrument. The researcher recognizes that
the prevention and detection of unauthorized computer

use is of greater concern to internal auditors than it
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is to external auditors, because of differences in their
audit scopes and responsibilities.

A review of Parker's, Whiteside's, and Allen's works
was conducted in order to approximate the number of cases
that woﬁld have to be reviewed to get a reasonably
complete data processing profile. The Allen study
provided the most useful computer fraud categories.

The study broke down the fraud schemes into the
following five categories:

1. Transactions added or altered

2. Transactions deleted

3. File changes

4, Program changes

5. Improper'operation (4)
The eight caseé;that were reviewed did cover eacﬁ of
these categories. The published information on most
cases was too incomplete to define clearly the system,
but did adequately identify the technique used to perpe-
trate the fraud and the system vulnerabilities relevant
to the fraud. The following guidelines for selecting
the final cases were used in addition to Allen's
categories:

1. Both financial and non-financial fraud

2. Frauds perpetrated by employees and outsiders

3. Emphasis on current technology in software and
hardware.
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A brief case description along with the data
.processing knowledge requirements suggested by the case
is provided in Appendix B. The analysis of the fraud
cases revealed that some of the more recent cases
required greater data processing knowledge on the part
of the perpetrator than did many of the earlier cases.

Use of the Hypothesized Current Technology Computer
Installation Characteristics

The literature and the rapid rate of technological
advances support the need for emphasizing the latest
computer technology and minimizing the influence of
data processing audit experience with data systems.
First, advances in computer fechnology have cénsistentl&
increased computer processing and data storage capacity
while decreasing the physical size and special environ-
mental requirements. Computer technology has concur-
rently decreased the cost of computers, placing complex
systems within the range where it is economically advan-
tageous for relatively small businesses. Theseularger
capacity computers require more sophisticated control
systems, are more vulnerable, and are more difficult to
understand. Second, the current generation of system

software is performing many more management and operational
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functions and has a substantially greater potential for
manipulation. Third, the use of new processing concepts
such as data base management systems, distributed systems,
point of sale, and electronic funds transfer systems, is
increasing rapidly. These processing techniques differ
substantially from the more traditional techniques used
with earlier systems. Their use quite often results
in changes in the users' organizational structure and
operating procedures. Fourth, the installation charac-
teristics provide the reader the basis for eValuating
the study results and also can be reviewed later to deter-
mine when the data processing knowledge requirements should
be updated. These are the majdr reasons for usiné the
computer installation characteristics.

The current technology installation characteristics
were constructed on the basis of the literature review,
discussions with experts, and twenty-one years' experi-
ence in the field. The installation incorporates many
of the latest hardware and software processing features
in terms of processing power, complexity, and vulner-
ability. It also incorporates many of the high vulner-
ability internal data processing operations increasingly

found at data processing installations. A specific
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examples of the latter is the more frequent tendency of
businesses to modify the operating system. The charac-
teristics are not intended to characterize a typical
computer installation, but instead they are to be used in
conjunction with the audit scope and reéponsibility as a
means to establish a common basis for determining the data
processing knowledge requirements of internal and external
auditors. The installation characteristics are as follows:

1. It is a distributed system with processing
units and data bases located in functional areas that
are geographically separated from the main computer
A center.

2. 1t uses multiprogramﬁing techniques.

3. It has a network of different types of remote
input/output devices that are widely dispersed through-
out the organization. These devices include keyboard,
CRT, point of sale, and intelligent terminals.

4, The system is used with time sharing services
procured on a contractual basis. As a result, a part
of the data base is located in a vender's computer which
is operated by another business at a geographically

separated location.



5. Software is purchased as well as developed
on site. Programming is done on the distributed sites
for applications unique to that location.

6. Several application languages are used such
as COBOL, PL/1, RPG, FORTRAN, and BASIC.

7. One or more data base management systems is
used. A report generation language is used by several
non-data processing people to gain access to and update
records in an on-line mode.

8. The operating system is modified on a regular
basis in order to improve the efficiency of program
development, provide a wider range of problem solving
facilities;and improve the.use of system resources.

9. The file structures include sequential, iﬂdex
sequential, randomized direct, and the DBMS indices.

10. Primary memory uses virtual memory management
techniques.

11. Secondary storage includes tape and disk.

12. Most application programming is done through
interactive terminals.

13. The applications are processed using batch,

real time, and interactive processing.
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14, The system includes one or more stand alone
minicomputers.

15. The system supports word processing in addi-
tion to other more conventional business applications.

16. Data entry includes batch and interactive

devices locally and at remote locations.

The Study Populations

Since this is a normative study, the relevant popu-
lations for the study results are the professionals in
the fields of internal and external audit. For purposes
of statistical analysis, the populatipns are defined
| as those internal and external auditors who are expert
in the areas of data processing and auditing. The need
to address internal and external auditors as separate
populations was based on their different audit scopes
and responsibilities, as discussed in the literature

review.

The Use and Selection of Experts for the Survey

It became clear quite early in the study that the
survey portion of the study must be completed by individ-
uals, expert in the area of data processing and auditing.

The results of the SAC, Cerullo, and Joint AAA-AICPA
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studies inValidate the currency of any auditor data
processing knowledge requirements based on a random
sample of practitioners. Simon indicates thatA"Expert
opinion is indispensable when the judgment inﬁolves
human values" (5). He further states, "In most cases,
a few opinions will suffice, because, if the experts
are really experts, there will be relati?ely little
variation among their opinions. . . ." (6). The
selection objective was to concentrate on recruiting
the assistance of five to ten.highly qualified experts
from the internal and external auditing fields. Since
some attrition was expected during the three phasqi
Delphi process, eighteen internal and eighteen ekternal
audit experts were recruited, with the expectation that
at 1eastione—third from each group would complete all
three phases.

Both the internal and external audit experts were
selected from large firms. The reasoning was that the
audit staff of large firms could be expected to have
more experience with a larger number and greater variety
of computer hardware, software, and applications. The
internal audit experts were selected from different

industries in order to eliminate any unique industry
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bias. The IIA provided a list of potential participants.
The list was used to contact the few selected internal
audit firms that appeared on the list. The external
audit experts were selected from a list of the fifty
largest CPA firms provided by the AICPA. Where possible,
the CPA firms were selected from different geographical
areas to minimize any geographical or geography-based
industrial bias.

All of the participating experts were recruited
by telephone. Initially, the top audit executives were
contacted by telephone to see if their firms were ir*ar-
ested in participating in the study. They were :..2n
asked to identify the individual most knowledgeable in
the areas of auditing and data processing. The individ-
uals identified were then contacted directly and provided
with a brief summary of the study and survey procedure.
In most firms the individual identified was someone other
than the top audit executive. Two internal firms and
one external firm declined to participate in the study.
One of the internal audit firms was a bank. It was later
reported in the news that the bank was under investigation
for questionable practices. The second internal audit

firm and the CPA firm indicated that they had no one
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who was expert in auditing and data processing. The
names of the internal audit experts who completed all
three phases are ﬁrovided in Appendix C, aloﬁg with the
names of their firms. The external audit experts and
their firms are provided in Appendix D. One external
audit expert and his firm was not disclosed because his

participation was contingent upon anonymity.

The Delphi Research Technique

Linstone and Turoff indicate that the Delphi tech-
nique is desirable when '"The problem does not lend
itself to precise analytical techniques but can benefit
from subjective judgments on a éollective basis'" (7).
They defined the Delphi process as:

. « « a method for structuring a group communication
process so that the process is effective in allowing
a group of individuals, as a whole, to deal with

a complex problem. To accomplish this 'structured
communication' there is provided: some feedback

of individual contributions of information and
knowledge; some assessment of the group judgment

or view; some opportunity for individuals to revise
views; and some degree of anonymity for the individ-
ual responses. (8)

The Delphi methodology was compatible with the
subject and objectives of the survey portion of this

study, completed by experts in the field. The need to

use experts has been established. The judgments of the



experts were applied to a complex subject and can be mea-
sured only on an ordinal scale. Finally, the structured
communication process provided the opportunity for
respondents to share insights, revise early jﬁdgments,
and refine final judgments. The need for respondent
anonymity with respect to their specific responses was
essential to encourage candor and to assure the freedom
of respondents to modify early judgments. The anonymity
of the respondents and their firms was respected through-
out the survey process. The experts executed the
technique in the following three phases:
Phase I
A. Reviewed the audit scope, characteristics of
computer installation, and open-ended ques-
tionnaire for completeness, clarity, and
accuracy
B. Make initial judgments of the importance of
the data processing knowledge areas and items
in the open-ended questionnaire
Phase II:
A. Reviewed the audit scope and characteristic
computer installation
B. Made the second judgments of the importance

of the data processing knowledge areas and
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Phase III:

A.

items after considering the group range,
standard deviation, and mean from Phase I
and any insights gained since the initial
evaluation

Provided a brief summary of rationale for
each judgment that was higher than the group
mean plus ohe or lower than the group mean

minus one

Reviewed the audit scope and characteristic
computer installation

Made the final judgment of the importance of
the dété ﬁrocessing areas and items after
considering the group statistics from Phase
II, the shared, anonymous rationale, and any

insights gained since the second evaluation

The researcher was fortunate in obtaining the cooperation

of a group of internal and external audit experts who

were knowledgeable and experienced in the areas of

auditing and data processing.
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The Data Collection Method

The three principal methods of data collection
considered were personal interview, mail, and telephone
(9). For reasons of cost, time, and scheduling, personal
interviews were eliminated from further consideration.
The use of the telephone was eliminated as the primary
data collection method because of the length and com-
pPlexity of the questionnaire as well as the cost. The
Department of Production and Decision Sciences at Miami
University agreed to fund a reasonable number of tele-
phone calls to complete the survey. The above considera-
tions, in addition to the following selected questionnaire
advantages, were operative in the selection of the ques-
tidnnaire method for data collection:

1. Cost is lower

2. Respondents are more frank

3. Interviewer bias is avoided

4. Respondents can answer at their leisure

5. Areas not specified can be added

6. Time is provided for reflection for complex

questionnaires (10)

The telephone was used to select the audit experts, to
resolve questions on the survey instrument, to obtain

responses for incomplete questionnaires, and to follow

up as required.
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The Survey Instrument Organization

The survey instrument for each phase included a
cover letter, directions, audit scope, characteristics
computer installation, evaluation scale, and the question-
naire. Different colored paper was used to facilitate
reference to the audit scope, model computer installation
and evaluation scale. The only difference between the
materials provided to the internal and external auditors
was the audit scope, group statistics, and shared rationale.
The survey letter and directions for Phéses I, II, and IIIX
are provided in Appendices E, F, and G. A detached copy of
the evaluation scale and characteristic computer installa-.
tion charécteristic was alsg provided to %acilitate réfer- 
ence. The internal audit sur&ey results for Phases I, II,
and III are provided in Appendices H, I, and J. The exter-
nal audit survey results are provided in Appendices K, L,
and M. The audit scopes promulgated by the IIA and AICPA
were used by the experts. This was particularly important
for the internal audit surVey since the audit scope and
responsibility for internal audit staffs are determined
by their respective corporate management and therefore vary
from firm to firm. The experts were instructed to use the
given audit scopes in conjunction with the hypothesized com-

puter installation characteristics as the basis for judging the
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importance of the data processing knowledge areas and

items in the questionnaire.

The Survey Instrument Evaluation Scale

According to Miller, the general guide on question
scales is to use an existing scale if it has validity,
reliability, and utility (11). Linstone and Turoff pro-
vide a Likert type impoftance scale that has been used
with success in other Delphi studies. It uses the
appearance of equél intervals to minimize scale errors.
The scale is provided in Fig. 8, with the scale defini-
tion modified slightly té relate it directly to auditor
data processing knowledge requirements (12).

Scale Reference Definition

1. Very Important This knowledge is essential. Must
be thoroughly understood and
applied. First order of priority.

2. Important This knowledge is relevant. Must
be sufficiently understood to
apply. Second order of priority.

3. Moderately This knowledge is usually relevant
Important A general knowledge is acceptable
Third order of priority.
4., Unimportant Should be familiar with area.
Seldom relevant. Last order of
priority.

5. Most Unimportant Knowledge desirable but not
required. Rarely relevant. No
priority.

6. Not Relevant Should be dropped from considera-
tion.

Fig. 8. Questionnaire Scale and Definition.
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Analysis of the Survey Results

The analysis of the survey results addressed three
major areas. The first was a comparative analysis of
the results of the three phases of the Delphi process.
The second was the construction of the internal, external,
and composite audit knowledge profiles. The third con-
cerned the analysis of differences between the internal
and external audit populations.

The Delphi concept was developed as a result of
an Air Force sponsored Rand Corporation study in the
early 1950s. The objective of the study was to "obtain
~theimost reliable consengus,of opinion of a group of
experts . . . by a sefies of intensive questionnaires
interspersed with controlled opinion feedback" (13).

The process was developed due to the unreliability
experienced with the responses to single-phased surveys.
According to the theory, each succeeding stage of the
survey process should provide a more considered judgment
because of the time for reflection and feedback. Each
succeeding phase should also result in more consensus
among the experts. Three phases were selected because
experience from other Delphi studies has established that

movement toward consensus falls off sharply after three
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iterations. 1In statistical terms this tendency toward
consensus should be reflected in less variance from the
mean. The researcher decided that it would be useful

to measure the movement toward consensus. Since no
statistical test could be identified to measure the
changes in variance for related samples, the number of
questions were counted for which there was a reduction
in variance based on the standard deviation. A simple
percentage was computed and used to compare the three
phases. Since the samples are drawn from the same
populations, it was assumed that changes in variances
wouid be equally as likely to increase or decrease, if
there was no tendency toward consensus. A sign test was
then uSed with a ninety-five percent level of significance
to measure more clearly the reduction in variance. The
number of decreasing standard deviations was used for
the computation. Only the major questions were used
since the sign test requires question independence.

The second type of analysis concerned the construc-
tion of the internal audit, external audit, and composite
data processing knowledge requirements profile. The
knowledge areas and items that compose the profiles are

the same as those constituting the Phase I, II, and III
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surveys. No items were added during Phase I, the open=-
ended portion of the survey. Two criteria were used
to construct the profiles. The group mean was used as
the measure of importance for each knowledge area or
items for which the group reached consensus. Consensus
was defined as 'the condition when all members of the
group evaluated the knowledge area or item within a
range of two on the survey scale.'" The mean less the
standard deviation or lowest level of importance assigned
by a group member (whichever was higher) was used for the
items for which the group did not reach consensus. The
composite profile was constructed by using the highest
1e§e1 of importance assigned by either group.‘ This analysié
provided the answers to subsidiary research questions one
and two.

The third type of survey analysis addresses sub-
sidiary research question number three, difference
between the internal and external audit data processing
knowledge requirements. A multivariate analysis of
variance (MANOVA) was used to determine if the audit
populations were significantly different based on the
ma jor knowledge area questions. The MANOVA was used even
though the data were generated from selected samples,

the sample sizes were small, and the experts used a
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Likert scale to make their judgments. The tests pro-
vided an analysis of population differences that was not
available through non-parametric tests. The Wilcoxon two-
sample test was used to determine where the populations
were different and the magnitude of the differences. The
ninety-five percent level of significance was also used
for this analysis. The Statistical Analysis System pro-

grams were used for the MANOVA and Wilcoxon tests (14).

Comparative Review of Five Year Accounting Programs

The final phase of the study consisted of an analysis
of seven five year professional accounting curricula
"with respect to the data processing knowledge require-
ments established by this study (subsidiary research
question number four). The American Assembly of Colle-
giate Schools of Business provided a list of all members
of their Accreditation Council, and the AICPA provided
a list of schools that offer a five year program of
accountancy. Letters were sent to each of the seven-
teen schools that were accredited at the masters level
and had a five~year program. The curricula of the seven
responding schools were then reviewed for the coverage

given to the data processing knowledge requirements.
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CHAPTER 1V

THE ANALYSIS OF SURVEY RESULTS

Introduction

This chapter contains an analysis of the results
of the Delphi survey process. The discussion of the
survey results falls logically into four areas: the
qualifications of the experts, the results of the three
survey phases, the construction of the knowledge pro-
files, and the analysis of differences between the final

internal and external auditor responses.

Qualifications of the Internal and External Audit Experts

The qualifications of the survey participants
are critical in a Delphi study or any normative study
that has the objective of establishing professional
knowledge requirements. The credibility of the study
results is substantially dependent upon the education
and experience of the study participants. The writer
was fortunate in obtaining the cooperation of a group
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of internal and external auditors wh§ were knowledge-
able and experienced in the areas of auditing and data
processing. Their audit experience was predominantly
EDP audit, and their data processing experience was
predominantly in thz areas of programming and systems
devélopment. Most members of both groups had bacca-
laureate degrees and about half of each group had
masters degrees. A summary of their education and
experiences is provided in Figs. 8 and 9. The experts

and their firms are listed in Appendices C and D.

The Survey Process

" The three phase survey process took five months
to complete. The audit experts were very cooperative
and constructive throughout the study. Their interest
is evidenced by the high number of participants com-
pleting all three phases. Eighteen surveys were sent
out to begin Phase I. After as many as ten responses
were received, the surveys for the next phase were
prepared and mailed. This practice was necessary in
order to complete the surveys in a reasonable length
of time. It was also believed that the further
extension of the study would decrease the benefits of

using the Delphi technique due to loss of continuity
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1. Average years of audit experience.

Audit 7.5 = EDP Audit 4.5 Audit Management 4.0

2. Average years of data processing experience.
DP operations 0.7 Programming 1.7
System Development 4.0 DP Management 1.0

3. Average Number of college courses taken.
Introductory DP 1.1 Advanced DP 0.7
Programming 1.6 Data Base Management System 0.1
Distributed Processing 0.2 Communications 0.1
System Development 0.6 Audit 0.5

EDP Audit 0.4

4. Average number of related professional, technical,
seminar, and conference courses taken.
Introductory DP 1.1 Advanced DP 2.0
Programming 3.3 Data Base Management System 1.3
Distributed Processing 1.2 Communications 0.8
System Development 1.8 Audit 2.2
EDP Audit 3.6

5. Professional attainment (percentage of group).
CDP 18% CISA 59% CPA 247 CIA 237%
6. Baccalaureate and Masters degrees (percentage of
group)
Bachelors degree 947 Masters degree 53}

Fig. 9. Education and Experience of Internal Audit Experts
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1. Average years of audit experience.
Audit 9.5 EDP Audit 6.9 Audit Management 3.4

2. Average years of data processing experience.
DP operations 0.5 Programming 2.0
System Development 2.2 DP Management 4.5

3. Average Number of college courses taken.
Introductory DP 0.5 Advanced DP 0.8
Programming 0.9 Data Base Management System 0.1
Distributed Processing 0.1 Communications 0.1
System Development 0.3 Audit 1.2

EDP Audit 0.1

4. Average number of related professional, technical,
seminar, and conference courses  taken.
Introductory DP 0.7 Advanced DP 2.5
Programming 2.9 Data Base Management System 1.0
Distributed Processing 0.7 Communications 1.0
System Development 1.3 Audit 6.1
EDP Audit 3.7

5. Professional Attainment (percentage of group).
CDP 20% CISA 67% CPA 67 CIA 10%
6. Baccalaureate and Masters degrees (percentage of
group)
Bachelors degree 93% Masters degree 337

Fig.19., Education and Experience of External Audit Experts
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caused by the long delays between the phases. The
'number and the percentages of responses received for
each phase are provided in Fig. 11 for each audit group.

One Phase II external audit survey was lost in the mail.

Survey Phases I I1 I1I
Internal Audit 17/94% 15/83% 15/83%
External Audit* 13/72% 14/78% 14/78%

Fig. 11 The Number and Percentage of Survey Responses
Received (N=18) *NOTE: One list in mail.

The Delphi process was designed to facilitate con-
sensus among a group of experts who are dealing with
a complex problem. The researeher, therefore, believed
it appropriate to evaluate ehe'epplication of this
research methodology to this study. If the Delphi
process worked as expected, the responses from phase
to phase would move toward consensus. The variance for
responses to individual knowledge areas and items would
become smaller. If the Delphi process did not work as
anticipated, one would expect the changes in variance
for individual responses to be approximately equally
divided between increases and decreases since they are
from the same population. The remaining question was
at what point does decreasing variance for individual

questions become significant. No statistical tests
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could be identified that were developed to measure
differences in related, selected samples. The survey
results greatly simplified the measurement problem
because the movement toward consensus was substantial.
Fig. 12 provides a phase-by-phase analysis of this
phenomenon in terms of the number and percentage of the
295 responses for which the variance became smaller.

Using the sign test, the 1eve1 of significance exceeded

ninety-nine percent for both audit groups.

Survey Phases I-I1 II-III I-I11
Internal Audit 261/88.57% 205/69.5% 271/91.9%
External Audit 269/91.2% 211/71.5% 283/95.9%

Fig. 12, The Number and Percentage of Survey Responses
for Which the Variance Became Smaller (N=295)

The Analysis of the Survey Results

The analysis of the survey results is first directed
at the construction of the data processing knowledge
profiles for internal and external auditors. Second,
the analysis addresses the construction of a composite
profile for both internal and external auditors.

The construction of the internal audit and external
audit profiles was based on the means of the responses

where the respective group reached consensus. Consensus
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was defined as the condition where all individual
responses fell within a range of two, based on the
questionnaire, evaluation scale (Fig. 8). In cases
where the group did not reach consensus, the group mean
was lowered by one standard deviation in level of
importance. The profiles should therefore be considered
conservative estimates of the data processing requirements
of internal and external auditors. TFig. 13 provides
a summary of the levels of consensus reached for each
audit group. The researcher did not hypothesize the
level of consensus that the two audit groups would reach,
but did expect a greater difference. It was anticipated
that the broader responsibilitieé of internal auditérs
and the unique industry data processing requirements
would make consensus more difficult to achieve, hence

arriving at a lower level of consensus.

Group Number /Percentage
Internal Audit 242/827%
External Audit 253/867%

Fig. 13. The Number of Questions for Which Consensus
was Reached (N=295)
The construction of the composite profile differed
from the construction of the profiles for the internal

and external auditors. The highest level of importance
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assigned to either the internal or external auditor
profile was used. The profiles are provided on the
following pages in a comparative context. The evaluation
scale used in the surveys applies. A value of one
indicates that the knowledge is essential and a value
of six indicates that the knowledge is not relevant.

The descriptions of some knowledge items necessarily
have been abbreviated. The full descriptions are
provided in Appendix E. The bar graphs have been
constructed with "I's" to represent the required level
of data processing knowledge for internal audit, with
"E's" to represent external audit knowledge requirements,

and with "C's'" to represent the composite profile.
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Item Description

Level of Importance

more important

]
|
Internal/External/ |

Composite Profile |[6 5 4 3 2

[ITIIITIIITITIIIIIIITIITITIIIIIIIINIINILI 2.4

Area I: Hardware |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.7

| CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe 2.4

1.

Major types of |IIIIIIIITITIIIIIIIIITIIIIIIIIIIL 2.9 |
computers | EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.9 |
| €CCCCCCCCCCCCCCCCCCCCeCeeeeecee 2.9 |

ITITIITITIIIEIIIT 4.4 | |
A. Analog | EEEEEEEEEEEEEEEE 4.4 | |
|CCCCCCCCCCCCCCCC 4.4 | |

|ITIIIITITITILITITIIITIIIITIIINIIII 2.9
B. Digital | EEEEEEEEEEEEEEEEEE 4.2 |
jcgeceecececececeecccececeeccececcecee 2.9 |

2. Major types of JIIIIIIITIIIIITIIIIIIIIIIIITITITIIIIIII '2.3
digital | EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.4
computers |cceeeeecceecececeececeeeececceececeecececcce 2.3

ITIIITTITIIIITIIITIIIIIIIII 3.5 |
A. Micro | EEEEEEEEEEEEEEEEEEEEREEEEEEEE 3.1 |
| cececeececeeceeceeeccecceeccecee 3.1 |
JITIIIIIIIIIIIIIITITITIITICIITIIIINIIINII 2.2
B. Mini | EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.4
| CCCCCCCceceeceececeeceececcccccccccccececeececee 2.2
|ITITIIITIIIIIIITITIITIIIITITTITIIIIIIIINIT 2.2
C. Conventional |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.4
jcececececececceccceceeceeccececcececcceeccececce 2.2

3. Different JIITTIITIIXIIIIIITITITTITIIITITITIIIIIIIIIINTE 1.9

computer | EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.3

configurations |CCCCCCCCCCCCCCCCCCCCCCCCCccceceecececcccccce 1.9

A, Stand alonme |ITITIIITITIITIIIITIIITIIITIIITITIITIIINI 2.3
No remote | EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.1
1/0 | ccececccccccccecccececceccceccececceccececcce 2,1
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B. Central--
remote
on=-line I/0

(IITIIITIIIIITIIIITIIIIIIINIINIIITIITININIIL 1.8
{ EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2,2

1ccccceececccececccceecceccecccceceeccecececcceeccecec 1.8

C. Distributed

yIITIIITITITITITIIININIIITIIIIITITIIINNIIIII 1.8

networks {EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.2
1CCCCecececececececeececececeeeeeceececeeceecceeee 1.8
4, Types of (IZITITTITITITIIIIIITITIIITIIIIIIII 2.7 |
operating { EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.0 !
systems j CCCCCeeccceccececececececeeeeeecccee 2.7
A. No 0/S-- (ITIIITIITITITIIIIIIT 4.2 i i
operator |\EEEEEEEEEEEEEEE 4.5 ! i
controlled [CCCCCCCCCCCCCCCCCC 4.2 i i
B. Sequentially|IITIIIIIITIIIIIIIIIIIIIII 3.5 |
scheduled |EEEEEEEEEEEEEEEECEEEEEEEEEEEE 3.1 !
{CCCeceeeceecececeececeeceeceeee 3.1 i
C. Multi- (ITITITITITITITITITIITIIITIIIIIIINIIII 2.3
programming |EEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.1
{CCCCCLeLeeceeecececeeceececeeceecceceecee 2.3
D. Multi- (IITITIITIITITIITIIIIIIIITITIIIIIINIIIII 2.2
processing |EEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.1
jCCCceeceecceecceeeceeceececeaeecceeceecceee 2.2
(ITTITITIIIITIITITITIITIITIIIIIIIIIITIIIIT 2.1
E. Virtual 'EEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.2
{ CCCCCCLeeceecceeeceeeeceeceeeceeecceeeeecce 2.1
(IIITIIIIITIII 4.9 i i
F. Emulation |EEEEEEEEEEEEEEEEEEEEE 3.9 ! !
jccceeceecececeeeecceecce 3.9 ) |
5. Storage VITITIITITITIITIIITIIIIIIIIIIINIIIIL 2.6
mediums in use |EEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.1
j CCCCeeeeeccececceccccceeecceecceecce 2.6
A, Primary (ITIIITIITIITIITITIIITITIIIIIIIIIITI 3.0 i
memory 'EEEEEEEEEEEEEEEEEEEEE 3.9 !
(types) jccceecececececececececcecceccccceccececc 3.0 H
B. Secondary  |IIITIIIIIIITITIIIIIITITITIIIIITIIIINI 2.5
memory |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.9
(types) j CCCCCCeeeceeececeeecceeceeeeceeecee 2.5
6. I/0 and (ITITIITIITIITITITITIITITITIIIIIIIIIT 2.5
storage |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.9
devices 1 CCCCceecececcececececeeeecececeeece 2.5

o A e e M et e e e m e e e TR A mee S ST TE e G Am mes S AL =S Gm e T . = o S - T S o —— Y E A e m e e em = — —an 0. oAb G e o - e amom
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(IITITITIIITITITIIIININIIIIINI 3.2

]
A. Printers \EEEEEEEEEEEEEEEEEEEEEEEEEEE 3.3 E
{CCCCceeeeceeeecceeceeceeceece 3.2 i
{IITITITIITIIIITIITIIITIITIININIII 2.8 |}
B. Tape drives |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.0 !
{CCCcceeeececceceeeeceecececeeeccecece 2.8
(ITITITIIIIIIIIITIINIIIIIIIINIIIIILI 2.8 |
C. Disk drives |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.0 |
1CCCceeececeeceeecceeeececeeeceee 2.8
D. Mass (IITIITIIITIITITIIIITITIIINIIII 3.0 i
storage {EEEEEEEEEEEEEEEEEEEEEEEEEEE 3.3 i
units {CCcceeeeecececeeeccecececcececceeeecce 3.0 i
E. Readers—- {IITITIIIITITIITITITIIIIINIIIIL 3.1 i
car‘d, MICR, \EEEEEEEEEEEEEEEEEEEEEEEEEEE 3.3 !
OCR. . . 1CCCCceececcecceeeeceeeeceeececee 3.1 i
F. Card {IIITIIIIIIIIIIIIIIIII 4.0 | i
punches {EEEEEEEEEEE 4.9 i i
{CCCccceeecceeceeecceee 4.0 i i
G. Intelligent [IIITIIIITIITIIIFIITIITIIIIIIIIIIIIIIIIII 2.1
terminals. |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.6
{CCCCCceecceecceeceecceceecceeececceeceece 2.1
{IIITIIIIITIIIITIIITIIIIIIIITI 3.4 !
H. Microfilm {EEEEEEEEEE 5.0 H
jCCCCCCCeeeeeceeeceeceecece 3.4 i
{IITITIIIIIITITIIIIITIINIIIIIIIIIIII 2.6
I. CRTs |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.6
jCCccceceeceeecceececeececeececeecee 2.6
{ITIIITIIIITITIIIIIIIIIIIIIIIIT 3.2 i
J. Keyboards {EEEEEEEEEEEEEEEEEEEEEEE 3.7 !
1CCCCceceeceeeecceeeececceeececce 3.2 i
K. Point-of- {ITIITITIIIIIITITIIIIIIIITIIIIIIIIII 2.5
sale \EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.0
{CCCccceeceeeecceceececeeeceeeeceeeecee 2.5
{IITIIIIIII 5.0 i i i
L. Audio {EEEEEEEE 5.2 i i !
1CCcceeeece 5.0 d ; i
{ITTIITIIITIZIII 4.7 i i
M. Converters |EEEEEEEEEEEEEEEEEE 4.2 ! |
1 ]
i t

iccceeceeceeeeececce 4.2




|JIIITTIITIIITIIIIIIICTIIIIIIIIITIINIIINII 2. l
7. Communications |EEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.2
| CCCCCCCCCCCCCCCCCCCeCececeeeeeeeeeececece 2.1

A. Modems/ ITITITITIIIIIIIINIIIIINII 3.6 |
data sets | EEEEEEEEEEEEEEEEEEEEEEE 3.7 | |
|ceeeceeeeccececceececececce 3.6 I

B. Line JITITITITIITITIIIIIIIINIIY 3.7 | |
controllers |EEEEEEEEEEEEEEEEEE 4.2 i |
jcceececceccececeeccecccece 3.7 | |

C. Multiplexers |TIIIIIIIIIIIIIIIIIIII 3.9 | l

selector |EEEEEEEEEEEEEEEEEE 4,2 | |
channels jcceceececcceccececece 3.9 | |

D. Concen- JITITIITITIIIIITINIIY 4.0 | |
trators |EEEEEEEEEEEEEEEEEE 4,2 | |
lcceceecceccceeceecccee 4.0 | |

E. Types of [IIITTIITITLITLITLIIIIIIE 3.9 | |
channels |EEEEEEEEEEEEEEEEEE 4,2 | |

lcceeccocecccecccececccecece 3.9 I I

F. Front-end |IIIIIIIIITIIIIIIIIIIIIIII 3.61 |
processors |EEEEEEEEEEEEEEEEEEEE 4.0 | I
: |CCCCeCeeeecceceeccccceece 3,61 “Iw

G. Crypto- ITIIIIIITIIIILITIIIIIIIIII 3.6 |
graphic |EEEEEEEEEE 5.0 | I
devices [CCCCCCeCcceceeccecececcece 3.6 |

8. Hardware |TITIIIXIIIIIIITILIIIIIIIIL 3.5 |
related code |EEEEEEEEEEEEEEEEEEEEEEEEEEE 3.3 |
structures ]CCCCCCCCCCCCCCCCCCCCCCCCCCe 3.3 |

JITITITITIIITIIII 4.6 | |
A. Hollerith |EEEEEEEEEE 5.0 I |
lccecccecceccecee 4.6 | I

|IZIIIITIITIIIIIIIIIIIIII 3.8 I
B. ASCII codes |EEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.2 |
] €cCCCCeeeecececcececececceccecceecce 3,2 |

JITIIIITITIIITIIIITIIIINIIY 3.5 |
C. EBCDIC |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.0 I
lccececcececcceccececcccceccccececece 3.0 |

D. Binary |ITIITIITITITITITIINII 4.0 | |
coded | EEEEEEEEEEEEEEEEEEEEE 3.9 | |
decimal |ccececececececcececccccecee 3.9 | !




|IITITITIITIIII 4.9 | |
E. BAR codes |EEEEEEEEEE 5.0 | l
lcccececcceee 4.9 | I

Punched card |IIITIIIIIIIIIIIIIIIII 4.0
accounting |EEEEEEEEEEEEEEEEEEEE 4.0 |
equipment |CCCceeceeeceeceeceee 4.0 I

IITIIIIIIITITIITIIIIIIINIY 3.5
A. Keypunch |EEEEEEEEEEEEEEEEEEEE 4.0
| £CCCCCCCCCCCCCCCCCCCCCCCC 3.5

[ITIITITIIIIIIITIIIIIIINII 3.5
B. Verifier |EEEEEEEEEEEEEEEEEEEE 4.0 ‘
|CCCCCCCCCCcceecececeececce 3.5

JITTIITITIITITIIIIIIIIIIIIII 3.6
C. Sorter |EEEEEEEEEEEEEEEEEEE 4.1
| CCCCCCCCCCCCCCCCCCCCCCCe 3.6

JITITIIITIIIIIIT 4.5 |
D. Interpreter |EEEEEEEEEEEEEEEEEEE 4.
1CCCCCCCCCCCCeececeee 4

E. Reproducing |[ITIITIIIIIII 4.8 I
punch . | EEEEEEEEEEEEEEEEEEE 4.1 |
| CCCCCCCCCCCCCCCCCCe 4.1 |

Hardware [IIITIIITITITIIIIIITIIIIIIIIIDE 3.2
related | EEEEEEEEEEEEEEEEEEEEE 3.9
techniques |CCCCCCCCCCcccecececccceccceece 3.2

IZIIIIIIIITIIIITIIIXIIIIIIIIIIIIIII 2.8
A. Parity | EEEEEEEEEEEEEEEEEEEEEEE 3.7
|ccecececcecccceccececcecccecceccecccce 2.8

IIIIIITITITITIIITIIIIIINIINYI 3.3
B. Buffering |EEEEEEEEEEEEEEEEEEEE 4.0
' | CCCCCCCCCecceeeeeeceeceeeceece 3.3

JITIIITIITIITITIIIINIIIINIINIIY 3.3
C. Modularity |EEEEEEEEEEEEEEEEEEE 4.1
|CCCCeceeceececceceececcccecceccce 3.3

[IIITITITIITITIIIIIIIIINIIIII 3.4
D. Protocols |EEEEEEEEEEEEEEEEEEEE 4.0
| CCCCCCCCCCCCCCCCCCCCCCCCCC 3.4

E. Acknow- [IIIITIITITIIIIILITITITIIINIIL 3.1
ledgement  |EEEEEEEE 5.2
| CCCCCCCCCCCCCCCCCCCCCCCCCCCCC 3.1
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F. Packet ITITITITIIIIITITILIIIIIINIIIE 3.4 |
switching |EEEEEEEE 5.2 |
] CCCCCCCCeCceCCCCCCCCCCCCCCC 3.4 |

11. Specialized JTITIIXIITITIIIIIIIIIIIIIIINIIIIINI 2.6
systems | EEEEEEEEEEREEEEEEEEEEEEEEEEE 3.2 :
] €CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe 2.6

IIITITIITIITIITITIIIIITITIIIIIIIIINIININIL 2.4
A. Data entry |EEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.1
|€CCCeeceeeeeeececeececcecCcCCCCCcCCeece 2.4

B. Word |IIIITIITIITIITILIIIINII 4.1 | |
processing |EEEEEEEEEEEE 4.8 | |
| CCCCCCCCCCCCCCCCCCe 4.1 | |

12, The operation |IIIIIIIIIIIIIIIIITITIIIIIIIIIIIIIIIIIIIII 2.0
of components |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.7
as a system |cCeceeeeeeeececeeececcetecCcCcCCccccccecece 2,0

A. Data JIITIITITIITIIIIIINITIIITIIIIIIIIIIINIIIII 2.0
transmission|EEEEEEEEEEEEFEEEEEEEEEEEEEEEEE 3.0
| GCCCCCCCCCCCCLCCCCCCCeceeeceecceececcccecce 2,0
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B. Data JIIITITITIITIIIIICITIITIIIIITIIINIIIIIINIIL 1.8
control . |EEEEEEEEEEEEEEEEEEEEEEEEEE 3.4
' '_|CCCCCCGCCCCCCCCCCCCCQCCCCCCCCCCCCCCCCCCCCC 1.8
C. Data [TIIIIITITIITIIIIIIIIIIITIIIITIIINIIIIINIL 1.9
manipula- |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.7 :
‘tion |€CCCCceceeeceeccececcecccceccceccecccceccece 1.9
13. Security and IIIITITTIITIITITITIIININIL 1.1 ITIIIITIIITIIIIIIIIIIIL{
control | EEEEEEEEEEEEEEEEEEEEEE 1.6 EEEEEEEEEEEEEEEEE I
features lcceeccececcececeecceecece 1.1 CCCCCCCCcccccceCCeceece|

ITITITITIIIIIIIICITIIITIIIIIIILITIIIIIINIYE 2.0
AREA II: Software |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.2
lccceeccecccccccccecceccececceccececcececcccecce 2,0

I
I
|
|
1. Available [TIIIITITIIIITITITICICILIITCTIIIICIINININIL 1. 9 i
languages | EEEEEEEEEEEEEEEEEEEEEEEEEE 3.4 l

| €CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe 1.9 :

|
|
|

|TITITITITTTILITITIITINITIIIITITIIINNNNIIL 1, 9
A. High level |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.0
[ CCCCCCCCCecececececcccccccccccecccccececce 1.9




B. Data base
management
system

J IIIITIIIIITIIITIIIIIITIIIITIIIIIIIIIIIINIII 2.0
\EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.6
jCcceceeeccceececceccecccececeeecceccecceececece 2.0

C. Specialized

fIIITTITITITIIIIITITIIITITIINIIIIIIIIINIII 1.9

inquiry/rpt.|EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.8
generation [CCCCCCCCCCCCCCCCCLCcceeccccceeceeecceeceee 1.9

D. Special fIITTTITTITIIITITITIINITIITIINIIIIII 2.5
purpose {EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.8

jCCcceeecececeeeceeceeeeceeeeceeecece 2.5

E. Modeling/

{IITIIITIITIIIITIIIIIII 4.0

[} 1
! [
simulation |EEEEEEEEEEEEEEEEEEE 4.1 ! !
1cceceecececceeceeceecce 4,0 i i
2. Language fITITITITITIITITIIINITI 4.0 i i
classifications |EEEEEEEEEEEEEEEEEE 4.2 i {
jccceececeeceececeeccce 4,0 | i
A, Machine/ (ITIIITITITIIIII 4.6 | i
PAL/HLL/ 'EEEEEEEEEEEEEEREEE 4.2 i i
natural CCCcceeeeceececece 4.2 | i
B. Procedural/ {IIIIIIIITIIIIIIIIIII 4.0 5 |
non=- |\EEEEEEEEEEEEEEEEEE 4.2 | i
procedural |CCCCCCCCCCcccceececce 4.0 H i
3. Types of {IITITIITITIIIITIIIINIT 1.7 IIIITITITIIIITIIII
programs {EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.0
jCCccceeceeccececececececeece 1,7 cceceeececceccceccc
, VITITITITITITIITIIINIIIT 1.4 IITTIIIIIIIIIIIIINIT
A. Application {EEEEEEEEEEEEEEEEEEEEEE 1.6 EEEEEEEEEEEEEEEEE
jCCCcceececceecceceeceece 1.4 ceceeecececececceececccce
(IIITIIITIIIIIITIITITITIIIITIINIIIIIIIIIIL 1.9
B. Utility |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.8
jCCCCCCeeceecceeceecccecececeeeccecececeeceee 1.9
C. Operating {IIITITITITITIIIITIIITITIIIIINIIINIIIINIII 2.1
system | EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.6
jCCCccececeecceeececececcecceceeceeccecce 2.1
(IIIITITITIIIIIIIIIIIT 3.9 i ?
D. Translator |EEEEEEEEEEEEEEEEEEEEE 3.9 i I
jccceeceecceececceececeecce 3.9 i |
4, Understand {ITITITIITITITITITITITIIITITITINIIIIIIIINIIII 1.8
software |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2,1

interfaces

tCCCCeeeeeeececececccceeccececceeceeceeeceee 1.8
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Application |IIIIIIIIIITIITIIITIIIIY 1.6 ITITIIIIIIIIIIIII
programs |EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.0
[CCCCCCCCCCCCCCCCCCCCCe 1.6 CCCCCCCCCCCCCeeee

B,

[IIIIIIIIIIIIIIIIIIIIIIIIINEIIIIIININIINL 2.0
DBMS | EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.2
| CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe 2.0

C.

Distributed |ITIIIIIIIIIIIILIIIIIIIIIIIIIIIIIIIIIIINLI 2.0
systems | EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.1
lcceeececccccccececcececeecccccecececeecccccece 2.0

D.

Electronic |IIITIIXIIIIIITIIIIIITITIIIIIIIIIIIIII 2.6
funds trans—|EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2.0
fer system [CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe 2.0

E. Electronic |IIIIIIXIIXIITIIIXIIIIIIXIIIII 3.3 |
mail | EEEEEEEEEEEEE 4.7
systems ] CCCCCCCeeeceecccCccccCeCcececce 3.3 |
5. Understand JIITITITIITITIIITIITIIIIINIIIITITIIINY 2. 5
programming | EEEEEEEEEEEEEEEEEEEEEEEE 3.6
techniques | CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe 2.5
6. Operation of JIIITIIITIIXIIITIIITITIIIITIIITIIITIIIIII 2.2
major types of |EEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.1
DBMS systems |CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe 2 2
A. Modification|IIIITIITIITITIITIIITITIXIIIIIIIITIIIIINII 2.3
of operating|EEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.1
system (0S) |CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCe 2.3
B. Interfaces |ITIXITIIIIIIIIITIITIIITIIIIIIIIIIIIINI 2.5
with exist- |EEEEEEEEEEEEEEEEEEEEEEEEEEEEE 3.1
ing 08 ] CCCCCCCCCCCCCCCCCCCCcCCCCCCCCCeeeece 2.5
C. Used with [IIIIIIIITIITIIITIIIIIIIIIII 3.5 |
back-end | EEEEEEEEEEEEEEEEEEEEEEEE 3.6 |
processor ]€CCCeeeTeccCeeeeececceccct 3.5 |
7. Structure of  |IIITIIITIIIXITIITIIITIITIIIIIIIIIIIII 2.6

software | EEEEEEEEEEEEEEEEEEEEEE 3.8

| CCCCCCCCCCCCCCCCCCCCcCcccCccCceccee 2.6

A.

System [IIITITITIIITIIIIIIIIITITITIIIIIINIY 2.6

architecture |EEEEEEEEEEEEEEEEEEEEE 3.9
| cceececcccceececcccececcceccecceee 2.6

B.

Instruction |IIIIIIITIITIIIIIITIIIIIIII 3.5 I
formats |EEEEEEEEEEEEEEEEEEEE 4.0 |
| cCCCCeceeecececcecccecececcet 3.5 |
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C. Program VIITITIIIITIIITIIIIIINIIIIIIITIINNIIT 2.7
construction|EEEEEEEEEEEEEEEEEEEEE 3.9
{CCCCeeeeeceeeceeececceceeeeceeceeee 2.7

D. Translator |{IIIIIIIIIIIT 4.8 !
construction|EEEEEEEEEEEEEEEEEEE 4.1 H
}ccceeeeecceeceeceeecee 4.1 !

E. Operating {IITIITITIIIIITITIIIIIIIIINNIIIII 3.0
system |EEEEEEEEEEEEEEEEEEEE 4.0

structure  {CCCCCCCCCCCCCCCCCCCcceceeeceeece 3.0

— —————

i

|

i

i

i

|

i

i

i

i

|

i
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Analysis of the Survey Results

Analysis of the Significant Differences Between the
Internal and External Audit Responses

The analysis of the differences between the
internal and external auditors was completed on the
basis of the Phase III1 survey results and the assessment
of the researcher. The major analysis consisted of a
. Man-Whitney/Wilcoxon test of paired data to identify
differences at the question level. This was followed
by an examination of the knowledge requirements for which
the two populations were significantly different.

Initially a multivariate analysis of variance
V(MANOVA) was used, empléying the six overéil area ques-
tions to determine if there was a significant difference
between the internal and external auditor data processing
requirements. A one-tailed test was used since it was
hypothesized that the internal auditors would need a
higher level of data processing knowledge than the
external auditors due to their broader audit responsi-
bility. The MANOVA results supported the hypothesis
at the ninety-three percent level of significance. This
result is supported by the fact that both groups reached
consensus oA each of the six questions and the internal

audit level of importance was higher for each question.
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The Man-Whitney/Wilcoxon test was used to identify
the specific questions for which the level of importance
assigned by internal and external auditors was signifi-
cantly different, as well as the magnitude of the
difference. The analysis results indicate that there
are significant differences in the responses of 146 of
the 295 survey questions. This represents fifty-one
percent of the questionnaire. The level of importance
assigned by external auditors was higher than the level
of importance assigned by the internal audit for six
of the 146 questions or four percent of the 146 questions.
The test results are consistent with the differences
in audit responsibilities between internal and external
auditors and also consistent with the MANOVA results.

The questions on which the audit groups differ
do form a consistent and coherent pattern. The questions
are listed along with the corresponding alpha level
and the direction of the difference--(I>E) when the
internal audit level of importance is higher than the
external audit level of importance. Conversely, the
direction of the difference is shown as (E>I) when the

external audit level of importance is higher.



Question Nr./Knowledge Description | Difference | Alpha

1. A, Major types of computers--analog | I>E { .02

" c. Oper. sys.--multiprogramming |  I>E | .002
"D, oper. sys.--Multiprocessing i  I>E 1 .003
" E. oper. sys.--Virtual I DE 1 .001
5. Storage mediums 1  IXE 1 .0h
AL Primary memory -- core, | I 1 .03
6. 1/0 and storage devices |  I>E 1 .05
. Mierofilm 1 DE .03
" K. Point-of-sale 1 I | .04
7. Communications 1 DE 1 .001
" A. Modems/data sets 1. IX | .02
"B. Line controllers 1  IX 1 .002
"7 C. Multiplexers/selector chanmels |  IE | .003
"D, concentrators 1 DX 1 .01
" E. Types of chammels 1 I 1 .003
" G. cryptographic devices 1 IXE 1 .01
TTK. Keypuneh 1 DE | .05
T UB. vVerifier 1 DE 1 .05
10. Hardware related techniques |  IXE | .01
A rarsty U TTDE w2
" B. Buffering 1 IDXE | .08
TCL Modularity TV e 1 e



E. Acknowledgement ] I>E i .01
" F. Packet switching 1 I | .02
11, Specialized systems 1  ISE 1 .02
AL pata entry 1 DxE 1 .01
" B. Word processing 1 I 1 .001
12. Operation of components as a system |  I>E | .02
" A. pata tramsmission 1 I 1 .001
" 7B. pata control 1 I | .02
" 7c. Data menipulation 1 IS 1 .01

1. Available languages | I>E i .03

" 'B. Data base management system . |  I>E  1..05
" C. specialized inquiry/report 1 I 1§ .01
" E. Modeling/simulation 1 I>E 1 .04
2. Language classifications 1  I>E 1 .01
"~ B. Procedural/non-procedural | I | .02
3. B. Types of programs--utility  {  E>I | .01
~D. Translator | IDE | .02
4. D. Electronic funds transfer system |  E>I | .02
" E. Electronic mail systems 1 IXE 1 .001
5. Understand programming techniques |  I>E | .001
6. Operation of the major types of DBMS|  I>E | .01
" TK. Modification of operating system |  I>E | .01

B. Interfaces with existing 0S i I>E 1 .02



C. Used with back-end processor | I>E i .01
7. Tk: .cructure of software | ISE 1 .001
" h. System architecture 1 I>E | .002
" B. Instruction formats | I>E 1 .002
" c. Program construction | ISE 1 .002
" E. Operating system structure |  I>E | .002
9. Software trends . | ISE 1 .01
AREA III: Systems Analysis and Design |  I>E | .01
1. Systems development methodologies |  ISE | .004
2. Systems study procedures |  IXE | .02
"C. Feasibility study 1 I>E 1 .01
"D, systems study 1 IXE . { .01
" F. Systems testing 1 I 1 .01
" H. Conversion techniques |  IXE | .10
" 'I. systems/program maintenance |  IE | .02
3. Ability to design a simple system |  I>E | .01
. Baten U mE 1 .02
" B. On-line -- few interfaces |  I>E | .02
5. Able to program 1 I | .001
K. Program assembly language | I | .02
" 7'B. High level language 1 I | .002
T7Tc.DBMS language 1 I 1 .02
" E. At least one language 1 I | .01
6. B. Design/use--multiple organ. sys. |  I>E | .03



C. Spec. files--indices, tables, etc| I>E i .003
" D. coding systems | I>E 1 .02
"~ E. Multimode processing systems |  I>E | .004
" F. Recovery/restart procedures |  I>E  { .001
" G. operating systems 1  I>E | .0003
7. D. Integrated data base--batch proc.i  I>E | .04
" E. Integrated data base--real time |  I>E | .03
" F. shared files 1 I>E 1 .01
" G. special reports files | I>E | .01
" H. operating system records/files |  ISE 1 .002
9. Diagnostic aids |  IDE | .01
"B Hardware monitors |  I>E | .04
10. B. Applications—-decis. sup. models |  IE | .003
bl Production--data acquistion |  ISE | .05
T c. Electronic mail 1 I>E | .01
11. Types of documentation 1  I>E 1 .002
~a. program 1 1E | .002
B, system 1 IE | .003
" 7C. Data processing operations !  IE | .004
b user T TTE 1 02
12. D. Charts--statistical |  IE | .04
13. Specific types of charting |  I>E | .05
k. Program logic 1 I>E ! .004
"C. systems flowehart 1 I>E | .01



E. Gantt ! I>E i .03
14, Solution alternatives 1 I>E | .04
7. Softu. dev.--in-house, contract..| . ISE ] .01
" E. Time sharing, purchase, lease . |  I>E | .04
15. C. c. Processing control--oper. sysi  ISE 1 .02
T d. (1). Time sharing - 3rd party |  I>E | .02
T Ty oewss 4 e 1 .03
T 77T(3). communication networks | INE  § .01
" E. Documentation 1 I | .003

3. Data base administration { I>E I .04

" E. Event driven on-line man. record.|  ISE  § .05
6. Data tramsmission 1 I 1 .05
" h. pata conversion 1 I>E 1 .05
" B. Tramsmission 1 Ix 1 .02
7. E. Recovery/restart |  IXE | .01

1. D. Personnel management ! I>E | .05

“CL Training 1 I 1 .03
2. B. Relationships with other departm.|  E>I | .04
3. Facilities management |  I>E | .04
k. Enviromment | IE 1 .05



5. General knowledge of trends H I>E | .01

" hL software 1 DE 1.0
" B. Hardware 1 DE  1.01
" C. systems development | I 1 .002
Dl Mpplications 1 I>E | .00
" E. Programming techniques 1 I>E 1 .004
6. Evaluation and contracting for [  I>E 1 .01
AU sottware 1 DE 1 .01
" B. Hardware 1 DE 1 .02
" c. consultants 1 DE 1 .04
7. Implications of 1 I 1 .02
" B. Purchase versus lease/rental |  ISE | .01
" C. In-house vs contract instal. mgt.|  I>E 1 .003
8. Current laws and regulations |  ISE 1 .002
© Al Privacy TV TTTDE 1 .00t
T B. Reporting requirements 1 ISE 1 .02
" C. Trade secrets, pat., & copyright |  I>E | .002

1. Understand and be able to use ! E>I | .01

" B. Test data generators |  IE | .002
7. Tagging and tracing | I>E 1 .005
""BT'E;EZ;FSE;5'2222'52211225"'_-'-"T-"'EEE"'"'T'TEE"



G. Code review and comparison | I>E | .02
© 2l application programs 1 I>E 1 .05
T c. Operating system programs |  I>E | .05
" H. Flowcharting software packages |  I>E | .02
"TTJUDBMS data/record retrieval | 1 ISE 1 .02
K. Parallel simulation 1 IE 1 .01
M. Program custom audit software |  I>E ! .01
2. C. Internal control/vulner. organiz.{  E>I | .03
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The analysis of the significant differences
between the surVey questions reﬁealed a coherent pattern
in two aspects. First, the evaluations for a giﬁen know-
ledge area were consistent, except for knowledge items
that represented obsolete technology or techniques.
Second, the evaluation differences were generally con-
sistent with the nature and practice of internal and
external audit. The external auditor's objective is
to make an examination of the computer installation
and data processing activities in.accordance with
generally accepted auditing standards in order to form
an opinion as to whether the financial statements fairly
reflect the financial position, results of operations,
and changes in financial position in conformity with
consistently applied generally.accepted accounting
principles. In contrast, the internal auditor's
objectiVe is to examine and evaluate the firm's organ-
izational componentis in terms of the quality of their
performance and the efficiency and effectiveness with
which they use assigned resources to fulfill their
responsibilities. In addition, internal auditors must
recommend improvements and changes in operations when

needed to bring the firm's operations into acceptable
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procedures and practiées consistent with the firm's
policies and objectives. The internal auditor's exam-
ination of data processiqg activities is from two
perspectives. The first perspective concerns the
ramifications of data processing as a facilitating
activity for all entities of the firm. The second per-
spective is an evaluation of data processing as an
organizational entity.

The differences in audit responsibility and modus
operandi account for many of the significant differences
identified in the analysis. In the hardware and related
software.areas, internal.auditors evaluated several areas
as more'i@portant due fo tﬁéif apﬁlication andviﬁpoftance
in the daily operation of businesses. Analog systems
were assessed as moderately important by internal auditors
(mean = 3.7) and unimportant by external auditors (mean =
4.4). Analog computers have been used by the process
industries for several years and analog to digital con-
verters have become more economical in recent years.

The resulting increase in the number of these analog-
based devices, which are often integrated into digital
systems, has increased their importance to internal

auditors. These analog applications have little impact
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upon external auditors since the data generated has no
material impact upon the financial statements of the
firm.

The survey results indicate the need for internal
auditors to have a more thorough understanding than
external auditors of the more sophisticated computer
operating systems. These systems perform many manage-
ment and control functions that are important to the
daily operation of the firm as well as being important to
the management of the data processing installation. The
effectiveness of the more sophisticated audit transaction
sampling techniques is dependent upon the modification of
the operating system. The consensus of the external audit
experts was that a general knowledge of these systems
was sufficient. The thrust of two of the external
auditor-shared comments was that the operating system
should be left up to specialists because of its com-
plexity. The determination of the researcher was that
the area should be of equal importance to both audit
groups due to the potential for accidental and designed
distortion of financial and other operating data. The
operating system is an area of increasing concern because
more businesses are modifying their computer operating

systems in order to improve their processing facility.
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The modification process can inadvertently disarm
control features that were designed into the system.
In addition, remodifications often have to be made
when subsequent vendor program enhancements and fixes
are received. The latter further increases the chances
of error and fraud.

There were several significant diffefences between
questions relating to data preparation, entry, communica-
tion, and storage. The internal audit experts generally
rated these areas one level above the external audit
experts. Data entry is a human resource intensive area
that must be given continual attention to assure that
the firm's operational and‘financial data is accurate.
Technological advances have been less dramatic in this
area than in the processor and storage areas. The
results of the computer fraud analyses indicated that
data entry is the area that requires the lowest level
of data processing knowledge to perpetrate computer
fraud. The accuracy and safety of the firm's opera-
tional and financial data is dependent upon effective
hardware, software, and management controls. The
researcher's preconception of the data entry area was

that it was of equal importance to internal and external
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auditors due to the potential for introducing inadvertent
and false information into the management information
system.

Data communications is an area of growing impor-
tance. The survey results indicate that internal auditors
need a general knowledge of the area while external
auditors need only be familiar with the area. These
results were expected since distributed systems and other
electronically connected applications are not yet wide-
spread. These systems are logically complex and difficult
to implement. They are more important to internal
auditors since many businesses are in various stages
of implémenting this reiatively new system technology.

The area should become more important to externai
auditors as more operational and financial data flows
over communication networks. During the survey phase
a few internal and external experts indicated that the
area was very important for auditors involved with
financial institutions where electronic funds transfer
systems were in use.

There were significant differences in the majority
of questions in the software and systems analysis and

design areas. These differences are particularly easy
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to understand since the participation of internal auditors
in these activities result in long-term benefits for the
firm. Controls can be initially designed into a system
much more effectively and economically than they can
be retrofitted at a later date. The external audit
experts recognized the importance of understanding this
process as is evidenced by their evaluations which were
generally a level lower than the internal auditors. The
external auditors evaluations of the importance of pro-
gramming was lower than the researcher anticipated and
also less important than indicated by the Roy and McNeill,
and the Jancura studies. The other evaluations of both
groups closely réflected the assessment of the reseércher.

With one major exception, the significant differ-
ences in the data processing operations, data processing
management, and the specialized audit knowledge areas
followed the general pattern of the other three areas.

The level of importance assigned to organizational
relationships by the internal audit group was consistently
lower than that assigned by the external audit group.

Much of the control achieved organizationally in a manual
system is lost in computer systems due to the functions

assumed by the computer and the data processing staff.
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This loss of separation should increase the audit impor-
tance of the relationships of data processing with other
organizational elements as well as other organizational
relationships within the firm. The increased use of
data base management systems and distributed processing
should further increase the importance in the future,
since these systems provide the capability for users
to add, delete, and modify operational files and data.
The researcher felt that these areas should be as impor-

tant to internal auditors as they are to external auditors.

The Analysis of Areas Where Consensus Was Not Reached
There were two knowledgé items for whiChthe
expected consensus was not achieved. The extefnal
auditors did not reach consensus on the required know-
ledge level for digital computers, but did reach
consensus with a slightly higher mean for the required
knowledge of major types of computers. The digital know-
ledge item received judgments of four and five which
indicated respectively that auditors should be generally
familiar with the area or that the knowledge was desir-
able but not required. This is surprising in that all
of the studies identified in the research phase of the

study supported a higher level of knowledge for this
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area. Shared rationale asserted that audit trails and
controls are generally independent of types of hard-
ware and dependent upon software. The researcher's
Jjudgment was that an understanding of software requires
an understanding of the operation of the hardware.

The other knowledge item where consensus was
expected, but did not occur, was the requirement that
internal auditsrs have a sufficient knowledge of utility
programs to be able to use them in their audit work.
These programs provide capabilities that are very useful
to aﬁditors including data searchers, manipulation,
retrieval, computation, reports and other uses. No

fationale was provided for the low judgment.



CHAPTER V

A REVIEW OF THE DATA PROCESSING CONTENT OF

FIVE-YEAR ACCOUNTING PROGRAMS

In Chapter IV internal, external, and composite
profiles were developed from the survey results. The
composite profile provides a conservative representation
of the data processing knowledge requirements of internal
and external awlitors bgsed_oh the reasoned judgments
of internal and external auditors who are expert in the
areas of data processipg and auditing. The important
data processing knowledge requirements should be reflected
in the curricula of the schools of accountancy. The
American Accounting Association and AICPA joint task
force reviewed four-year accounting programs in 1974
and concluded that there was minimal emphasis on EDP
in undergraduate auditing curricula. The recent emphasis
has been on the need for five year programs for auditors
due to the inability of the four year programs to ﬁre—
pare students adequately for entry into the profession.

151
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At this time there are seventeen colleges which have
five year programs that are accredited by the American
Assembly of Collegiate Schools of Business (AACSB). Since
these seventeen programs are in the earl& stages of
development and other schools are in the process of
being established, a review of how well these programs
meet the data processing knowledge requirements of auditors
is timely.

Letters were sent to each of the seventeen schools
requesting information concerning the academic require-
ments of their program, a course outline, the textbook
used for courses having data processing content, and
planned changes. Seven schools provided information
about their programs. Five of the schools provided the
full complement of materials; one provided its published
catalog and special program information; and one pro-
vided a listing of courses offered, and an outline of
required and elective courses, and a brief description
of the required introductory data processing course.
Eighteen current, introductory data processing textbooks
and eight auditing textbooks were reviewed to provide
a better understanding of the breadth and depth of data
processing course content. The CPA examination was

mentioned frequently in the information provided by the
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schools. Therefore, to get a‘better understanding of
the curricula, the CPA examinations for four recent years
were reviewed, along with Irvin N. Gleim's solutions.
The analysis of the curricula was based on the composite,
data processing knowledge questions for which the level
of importance was established as a value of one to three
on the survey scale. A determination of the adequacy
of the programs for data processing knowledge was made,
comparing the materials received from the seven schools
to the applicable survey area. The analysis is thus
limited to comparisons and conclusions which can be made
on the basis of_the forty-one percent of the schools
résponding, énd the variety of materials received.

The overall conclusion was that the required courses
of the five year accounting programs do not meet the data
processing knowledge requirements of internal and external
auditors. The programs are better suited to meeting the
data processing requirements of external auditors since
their levels of required knowledge are in general lower
and are directed at the areas impacting financial data.
Most of the five year programs provided the student the
opportunity to emphasize data processing subjects in their
elective courses. However, approximately half of the

schools had a very restrictive selection of elective
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data processing courses. These were more oriented to
external auditors, since they were usually financially,
as opposed to operationally, oriented.

All but one school required an introductory com-
puter course that included some programming experience.
The courses were usually the equivalent of three semester
hours and were structured to provide coverage of the
hardware, software, and introductory programming subject
areas. They did not cover data processing operations
(Survey Area IV), data processing management (Survey
Area V), and advanced concepts such as special files,
recovery, and production data acquisition. They also
provided little. or no coverage of data base management,
distributed processing, data entry, electronic funds
transfer and other specialized systems. It should be
pointed out that there would not be time in an intro-
ductory three semester hour course, to introduce the
student adequately to these advanced subjects.

Four of the seven schools required a course in
accounting systems. An additional school indicated that
it planned to require the course sometime in the near
future. All of the other schools had an equivalent course
that could be taken on an elective basis. The course

outlines and textbooks reviewed suggested that these
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courses heavily emphasized the separatibn of reéponsi-
bility, document flows, accounting controls, and a
sampling of applications such as production, personnel,
marketing, and inventory. Brief coverage was given
occasionally to subjects such as systems development,
data base management, and distributed processing.

Six of the seven schools had programs that per-
mitted students to emphasize data processing on an
elective basis. One school had a wide selection of
elective data processing courses, three schools had four
to five data processing courses, and two schools had
two to three data processing courses. Only two or three
schobls had sufficienf.data proceééiﬁg courses and pré-.
gram time to meet the composite profile data processing
knowledge requirements.

The comparison of the composite data processing
knowledge profile and the materials supplied by the seven
schools would indicate that a core of four three-semester
hour courses should be required to meet the minimum
composite data processing knowledge requirements. The
present introductory computer course is needed and should
be continued. The course provides the basic introduction
to computer hardware, software, and programming (Survey

Area I, II). The introductory course should be followed
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by a course that instructs the student in advanced data
processing concepts, such as data processing operations,
and data processing management (Survey Areas IV and V).
The introductory and advanced concepts course would lay
the foundation for the third course, which should address
the systems development process (Survey Area III). The
fourth course should provide the student the specialized,
computer related, audit knowledge and tools that are
needed to function effectively in the business environ-

ment (Survey Area V1),



CHAPTER VI

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS

FOR FUTURE RESEARCH
Introduction

The rapid rate of technological advances has greatly
increased the processing capability, data storage capac-
ity, and complexity of computer systems. At the same
ftime,,continual red@qpions in the cost of processing -
data have substantially increased the number of systems
in use to the point where relatively small businesses
are dependent upon computers for daily operation. Com-
munication and software advances accompanying these
events have increased the vulnerability of the data and
assets managed through the use of these complex systems.
Major computer frauds over past years have highlighted
this vulnerability. These developments have underlined
the importance of having internal and external auditors
with the data processing expertise necessary to audit
these systems adequately in order to assist business
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management and to protect the public interest. 1In recent
years several studies have identified the need for
internal and external auditors to improve their knowledge
of data processing. At this time no minimum data pro-
cessing knowledge requirements have been established
by the IIA or the AICPA. Thus, there was a need for
a study to define the data processing knowledge require-
ments of internal and external auditors. Since the
curricula for the five year accounting programs are in
the early stages of development, a review of how well
these curricula meet the data processing knowledge needs

of auditors was timely.
Summary

The major purpose of this étudy was to define the
data processing knowledge requirements of internal and
external auditors. Four subsidiary research questions
were used to guide the research. Answers to these ques-
tions were obtained by identifying eighteen internal and
eighteen external auditors who were expert in the areas
of auditing and data processing. These experts partici-
pated in a three-phased Delphi survey using an open-ended
questionnairé containing 295 questions. They used an

evaluation scale with a range of one to six to assign a



level of importance to each of the 295 questions. A
value of one indicated the knowledge was essential and a
value of six indicated the knowledge was not relevant.
The internal and external audit experts used the eval-
uation séale in conjunction with the current technology
computer installation characteristics and appropriate

audit scope (IIA or AICPA) as a basis for their judgments.
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The installation characteristics provided a known basis for

the knowledge determinations and the specification of the

audit scope standardized the audit responsibility of the

expert judgments. The latter was particularly important for

the internal audit group, since audit responsibilities
véry from firm to firm. Fifteen of the infefnal and
fourteen of the external auditors completed all three
survey phases. No questions were added by the study
participants. The Phase II1 survey results were used to
construct internal, external, and composite auditor data
processing knowledge profiles. The guidelines for con-
structing the profiles were designed to provide a con-
serﬁative statement of data processing knowledge require-
ments. In casés where the group reached consensus, the
group mean was used as the importance level. Consensus
was defined as applying only to those questions on which

all respondents eValuated the importance within a range
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of two. 1In cases where consensus was not reached, the
group mean less the standard deviation was used as the
importance level. The composite profile was constructed
using the highest importance assigned to each question.
The composite profile was.used as the basis for evaluating
the coverage provided by seven of seventeen AACSB accre-
dited five year accounting programs. The four subsidiary
research questions are used as a guide for summarizing
the study results.

1. What data processing knowledge is required by
internal auditors to audit current technology computer
systems?

The internal audit experts reached consensus on
242 or 82} of the 295 gquestions. Their judgments defined
a data processing knowledge requirements profile that was
consistent with the IIA audit responsibility and the tech-
nology found in computer-based management information
systems. The system analysis area was the most important
area, with individual ratings ranging from very important
to important. The data processing operations, data pro-
cessing management, audit techniques, and software areas
were all rated as important. The lowest importance was
assigned to hardware. The individual ratings ranged

from moderately important to important.
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2. What data processing knowledge is required by
external auditors to audit current technology computer
systems?

The external audit experts reached consensus on
253 or 867 of the 295 questions. Their judgments also
defined a data processing knowledge requirements profile
that was consistent with their audit responsibility and
the technology relevant to the processing of financial
data in computer based management information systems.
The data processing operations, data processing manage-
ment, software, and the systems analysis areas were all
rated as important. The computer hardware and audit tech-
niqueé areas were rated'as'moderately important.

3. What are the differences in the data processing
knowledge required by internal and external auditors?

Analysis of the internal and external profiles
revealed that the data processing knowledge requirements
of internal auditors are generally higher than the data
processing knowledge requirements for external auditors.
According to the MANOVA, the survey results for the two
groups were statistically different at the 937 level of
significance. This means that under the hypothesis that
there are no differences between the data processing
knowledge requirements of internal and external auditors,

the probability of getting the Phase 111 survey differences
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or even greater differences is 7%. The MANOVA was based
on the six major knowledge area questions. The internal
audit group rated each knowledge area as being more
important than did the external audit group. According
to the Man-Whitney/Wilcoxon test of paired data, the
survey results were statistically different for 146, or
517 of the 295 questions at the 95% level of significance.
Again, under the hypothesis th@t there are no differences
between the data processing knowledge requirements of
internal and external auditors, the probability of getting
these differences or even greater differences is 5%. The
knowledge level for~the internal audit experts was higher
than the knowledge level for the.external audit experts
~for 140, or 96% of the 146 questions. The system analysis
and aﬁdit techniques were the major areas of differences
between the two audit groups. The internal auditors
evaluated the areas respectively as very important to
important and important. The external audit experts
evaluated the areas respectively as important and mod-
erately important.

4., Do the curricula of the selected five year
accounting programs recognize the data processing know-

ledge required by internal and external auditors?
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The analysis of the seven accounting programs indi-
cated that the required courses do not meet the data pro-
cessing knowledge requirements contained in the composite
profile. Most of the programs proVided students the
opportunity to emphasize data processing in their selec-
tion of elective courses. One school proVided a wide
range of elective courses, three schools provided four to
five courses, and two schools pro&ided two or three
courses. Only three of the schools had the combination
of elective courses and sufficient elective hours that
would meet the data processing knowledge profile require-

ments.
Conclusions

The study results determined that there is suffi-
cient agreement among internal and external audit experts
to establish the data processing knowledge requirements
of internal and external auditors. The results also
indicate that the internal auditor data processing know-
ledge requirements are higher generally than the require-
ments for external auditors. The study found that the
required courses of the five-year accounting programs
do not meet the data processing needs of the audit pro-

fessionals. The conclusions suggest some actions that
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should be formally stated:

1. The IIA and AICPA should formally establish
minimum data processing knowledge objectives for their
respective professions. A formal statement would indi-
cate a recognition of the importance of data processing
and provide useful information to schools for educational
programs, to firms for the professional development of
their auditors, and to auditors and students for guiding
individual study.

2. The IIA and AICPA should work with the schools
of accountancy to improve the data processing course
offerings and align the course requirements with the
needs of the profeSsién. This action is;particularly
important for the IIA, since current course requirements
appear to be more financially oriented.

3. The IIA, AICPA, EDP Audit Foundation, and other
organizations involved in the certification of auditors
should review their certification programs and assure
that they require a realistic level of data processing
knowledge to pass. Accounting schools, students, and
employers value the existing certification programs and
rely on them as an indication that the individual who
passes them has at least a minimum level of the required

professional knowledge.
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4. Schecols of accountancy should critically review
their programs to see if they prepare their internal
and external audit graduates to cope effectively in the
computer—orieﬁted business environment.

5. Businesses should make a careful assessment of
the data processing qualifications required for their
internal audit openings and make the qualifications known

to the accounting schools.
Recommendations for Future Research

The study results suggest two major areas that need
furthér research. The first is a study of accounting
school curricula with respect to the balance of required
courses between accounting, auditing, data processing,
and general business. The curricula reviewed were inten-
sive in the accounting area but generally were inadequate
in the data processing area. Some of the required
accounting courses appeared to have less utility than
the data processing knowledge requirements identified
in this study.

The second area in which research is needed con-
cerns the data processing knowledge requirements of
government auditors. During the curricula review it

was noted that two schools had separate programs for
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government auditors. The data processing requirements
for these two programs were the same as those for the
business internal audit programs. A Delphi study should
be conducted of government internal auditors to see if
the data processing knowledge requirements are the same
as for the business internal audit programs. The study
should be conducted using separate surveys for the

Federal, state, and local levels.
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Dr. Martin L. Bariff, Professor, Department of Management
Studies, Case Western Reserve University. Also
Director for Research and Chairman of the Body
of Knowledge Project for the EDP Auditors Founda-
tion. Dr. Bariff has presented several papers
on the research subject and is in demand as a
speaker.

Professor Mary Lou C. Gammo, Department of Accounting,
East Tennessee State. Also was a member of the
recent AICPA study group on auditor knowledge areas.

Dr. Elise G. Jancura, Chairperson, Department of Accounting
and Business Law, Cleveland State University. Also
chairs the AICPA Computer Education Committee,
is a member of the AICPA Computer Curriculum Develop-
ment Committee, and chaired the recent AICPA study
of auditor knowledge areas. Author of book Audit
and Control of Computer Systems and co-editor of
the book Computers; Auditing and Control. She
has authored numerous articles on the research
subject (see the bibliography for a partial list).

Dr. Joseph J. Sardinas, Professor, Department of Accounting,
Un1vers1ty of Massachusetts. Also Coordinator
of the University's annual Information Systems
Program and editor of the proceedings. Co-author
of book Computer Control and Audit: A Total Systems
Approach and author of the book Computing Today.
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APPENDIX B

- COMPUTER FRAUD ANALYSIS

The computer fraud cases were analyzed for the
purpose of insuring that the study questiopnaire con-
tained the data processing knowledge areas required to
understand computer fraud. Cases were selected to repre-
sent each of the following computer manipulation methods.

1. Transactions added, deleted, or altered

2. Files changed-~-records added, deleted, or
altered

3. Program changes--instructions added, deleted,
or altered

4. Improper operation to add, delete, modify,
or copy data, programs, oOr program steps.

The cases are presénted chronologically based on
the dates the frauds were exposed. The reader may be
familiar with some of the cases with different names,
since some of them appeared in the literature under as

many as three different names.
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CASE 1: The ABC Produce Company--1962-69 (1)

Case Description

The chief accountant and administrastive officer
had worked for the ABC Produce Company and was enticed
to come back to straighten out their records with a.pro-
mise of a percentage of the profits. He convinced the
company management that the use of a computer was neces-
sary to handle the volume of transactions in a timely
and accurate manner. The company started using a time-
sharing service that the accountant had begon and
operated. Neither the management nor the company
auditor knew that the.time-sharing service was owned
by the accountant. At the end of the year, the account-
ant received a smaller bonus than was promised. He then
developed an algorithm thét allowed him to simulate and
alter the accounts in varying patterns. The algorithm
was used in conjunction with dummy accounts to steal
over one million dollars over the next six years. The
accountant decided that he had enough money and con-
cluded there was no longer any need to work in an
environment where he was not treated fairly. He could
not quit his job because whoever took over the accounting

would easily discover his fraud. He therefore purposely
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drew attention to the scheme by overdrawing the checking

account of one of his dummy companies, with the expecta~

tion that he would draw only an eighteen month sentence.

He received a ten year sentence due to his lack of

remorse and refusal to return the money~--serving five

and one-half years before being paroled.

Suggested Auditor Data Processing Knowledge Areas:

1. Hardware--a working knowledge of digital computers

A.

B.

I/0 and storage devices

PCAM equipment

2. Software--a working knowledge of application programs

A.

B.

Types of programs

Structure of prozyrams

3. Systems analysis and design--working knowledge

A.

B.

Cl

D.

E.

Ability to design a simple system
The programming process

Ability to program batch applications
File organizations

Documentation--system, program, and user

4., Data processing operations--general knowledge

A.

Card oriented batch
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B. Processing concepts--working knowledge
(1) Program and file loading

(2) Recovery/Restart

CASE 2: Metropolitan Life and Honeywell--1971 (2)

Case Description

Three key Honeywell employees were on loan to Metro-
politan Life for the purpose of running a weather fore-
castiﬁg service for Metropolitan Life's subscribers.

The three were members of a data processing union that
was having a dispute with Honeywell. Their objective
was to discredit Honeywell_ﬁy causing failﬁré'of the
expensive Honeywell 1800. They were responsible for

the operation of the system which collected weather data
from 900 stations, computed Weather statistics, and then
provided weather information to subscribers. The system
was designed so that the computer would direct the sta-
tions to rewind the paper tape drives. A second call
collected the weather information that had been recorded
on tape. The process was then repeated for control pur-
poses and the data from the two readings compared for
accuracy. The three Honeywell employees eliminated the

flow of data by deleting the first rewind command from
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calls to twenty-two of the stations for which they knew
the telephone numbers. This resulted in the data from
the first call being matched against no data from the
second call. The cause of the resulting system failure
was not determined until an emplo&ee noticed an irregular
program entry on the system log. The three men were
caught while in the union hall deleting additional tape

rewind commands.

Suggested Auditor Data Processing Knowledge Areas:

1. Hardware--working knowledge
A. Operating system--working knowledge
B. I/0 and storage‘devices--working knowledge
C. Communications--working knowledge
D. Hardware related techniques--protocols and acknow-
ledgement
E. Security and control features
2. Software--working knowledge
A. Types of programs--working knowledge
B. Structure of software
3. Systems analysis and design
A. Ability to program

B. Control techniques--working knowledge
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4. Data processing operations--working knowledge
A, Data entry procedures--working knowledge

B. Data acquisition and control--working knowledge

CASE 3: University Computing Company--1971 (3)

Case Description

Hugh Ward was employed by University, which, along
with Information System Design Corporation, provided
computer services to Shell Development Corporation. The
two service bureaus provided a common identification
number to Shell for operating convenience. Ward was
able to legrn-the unlisted number for Information's dial-
up port and also the program access numbers, which were
published in a customer newsletter. He gained access
to Information's computer and instructed it to punch
out a proprietary engineering program at his location.
Ward was not aware that Information's system did not
have the access method to punch cards at a remote site.
Unknown to Ward, the cards were punched out at the host
site. He then directed that the program be printed at
his location and this was accomplished. The next day
the deck was delivered to Shell and an investigation

eventually traced the call to University.
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Suggested Auditor Data Processing Knowledge Areas:

1. Hardware--working knowledge

A.

E.

Operating systems--working knowledge

I/0 and storage devices

Communications--general knowledge

Hardware related techniques--protocols and acknow-
ledgement

Security and control features--general knowledge

Software--working knowledge

A.

B.

Types of programs--working knowledge

Structure of software-~-general knowledge

Systems analysis and'deéign-—general knowledge

A.

B.

C.

Ability to program
File access techniques

Control techniques--general knowledge

Data processing operations--working knowledge

A.

B.

C.

Data entry procedures
Processing modes--host and timesharing

Data transmission--working knowledge
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CASE 4: Pacific Telephone and Telegraph--1971-72 (4)

Case Description

Jerry Schneider started picking up discarded manuals
and equipment from the Pacific Telephone trash on the
way to and from high school. By the time he began
college, he had a complete set of Western Electric and
Pacific manuals. These manuals provided system and user
ordering procedures, account structures, budgetary
limits, delivery procedures, and other operational
information. He obtained the access and order entry
codes through discussions with Pacific employees by
posing as a writer or using some other false pretense.
He purchased a key to a Pacific storage area from a
friend, an o0ld Pacific truck with the markings still
intact, and a touch-tone data entry device used for
order entry. TFor the next six to seven months he
ordered equipment for delivery to authorized delivery
sites and made the pickups using the truck. It is esti-
mated that a million dollars worth of equipment was
stolen prior to his activities being disclosed by an
employee whom he had recruited to heip because of the
increasing volume. The employee became upset and quit
when Schneider refused to give him a thirty dollar a

week raise.
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Suggested Auditor Data Processing Knowledge Areas:

1. Hardware--touch-tone data entry device

2. Order entry procedﬁres

CASE 5: Equity Funding--1964-~73 (5)

Case Description

The top management of Equity was functioning as a
team to create the largest U.S. conglomerate by showing
fast growth, increasing profitability, and the systematic
acquisitions of highly profitable businesses. Their
end objective appeared to be to acquire highly profit-
able combanies through exchanges of stock, in order to
phase out gradually the bogus policieé. Instead, an
increasing portion of their reported growth wés generated
through the creation and resale of additional bogus
'insurance policies and other illegal activities. The
appearance of fast growth and increasing profitability
was necessary to keep the price of Equity stock high
enough to attract investors. The valued stock could
then be used for acquiring highly profitable companies
through an exchange of stock. Operating cash was
generated from draining the acquired companies, rein-

suring the bogus policies, as well as from legitimate



178

operations. The number of fictional policies pyramided
over the years until it reached 64,000 at the time the
fraud was exposed by ‘Ronald Secrist, a past employee
who had been dismissed in an economy move. The computer
was not the prime tool for the fraud but did play a
critical enabling role. It was used to generate large
volumes of needed documentation, to explain the over-
night delays required to produce the documentation
requested by auditors and examiners, and to explain
management's inability to provide the complete informa-

tion in the format desired by auditors and outsiders.

Suggested Auditor Data Processing Knowledge Areas:

1. Hardware--working knowledge
A, Printers and tape drives
B. Security and control features
2. Software--working knowledge
A. Utility programs
B. Operating system
3. Systems design--working knowledge
A. Batch file structure
B. Ability to program

C. Control techniques--able to understand and evaluate
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(1) Job scheduling
(2) Records management--working knowledge
6. Specialized audit knowledge and techniques--understand
computer internal control and vulnerabilities
A, Hardware
B. Software
C. Organizational
D. Data processing procedures
E. User procedures

F. Documentation

CASE 6: Union Dime Savings Bank--1970-73 (6)

Case Description

The Union Dime Savings Bank's chief teller felt he
was overworked, and underpaid. He used the bank's
error correction system to withdraw one and a half
million dollars over a three year period. He used
daily printouts to identify large deposits and dormant
accounts. He then withdrew cash up to the FDIC insurance
limit from those accounts to meet his cash needs. The
shortages were then adjusted prior to the posting of
quarterly interest. The cover-up was easy because the

bank had two types of accounts that had posting dates
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that were three days apart, allowing'him time to switch
the shortages from one type of account to the other
prior to the posting of interest. Any discrepancy
reports generated by the depositor or auditor were
referred to him for correction. This was done even if
he was on vacation. He was careful to take short vaca-
tions. He was caught when the police raided a bookmaker
and found records that indicated that he bet daily sums
of up to 30,000 dollars on an annual salary of 11,000

dollars.

Suggested Auditor Data Processing Knowledge Areas:

1. Data entry procedures--user knowledge
2. Separation of responsibility

3. Security and control procedures

CASE 7: Security Pacific National Bank--1980 (7)

Case Description

Stanley Riffin was a self-employed computer consul-
tant. He was given access to the wire room due to his
consulting responsibilities with a bank contractor. The
daily workload of the wire room involved approximately

1800 transactions amounting to four billion dollars.
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After learning the operatioﬁ of the system and the day's
authorization code, Riffin called the bank using the
current code and a fictitious name of a bank officer at
a level high enough to order transfers, and directed
that 10.2 million dollars be transferred to a New York
bank. The funds were then transferred to Switzerland
where Riffin purchased diamonds through an intermediary.
He was caught when he tried to sell the diamonds to a

friend who became suspicious and notified authorities.

Suggested Auditor Data Processing Knowledge Areas:

1. Systems design--security and control features

2.  Data procesSingband communiéétions operations—-accéss
control

3. Data processing and communications management
A. Facilities Management--access control
B. Evaluation and contracting for consultants

C. Access control

CASE 8: TELENET--1980 (8)

Case Description

Four eighth grade students from Dalton High School
wanted to see if they could get Pepsi delivered without

being charged. They obtained the unlisted dial-up
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telephone number and used the password initially assigned
to a cement company to gain entry into the Telenet system.
Through trial and error they gained access to the master
program that contained the passwords for other programs
and then gained access to the files of twenty-one com-
panies and universities. They reviewed numerous records,
iocked-out other users, and used time for programming.
Telenet did not notice any irregularities until some

of their subscribers started comﬁlaining about the dif-
ficulty they were having gaining access to the system.
The four students' activities were detected by Telenet
operators when they tied up - a singie entry telephong
line, attempting to learn security access codes. The
origin of the call was easily determined and the students
caught. Unfortunately, they were not discovered until
after one-fifth of the computer's secondary memory

contents had been destroyed.

Suggested Auditor Data Processing Knowledge Areas:

1. Hardware
A. Digital computers--working knowledge
B. I/0 and storage devices
C. Hardware related techniques--protocols and acknow-

ledgement



Software--general knowledge

A. High level languages

B. Structure of software

System design--~general knowledge

A, Able to program

B. File structures--limited knowledge

Data processing operations--data entry procedures

Data processing management--access control

183
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Date
Name/Address
Dear

Thank you for taking the time to participate in this impor-
tant study. You were selected on the basis of your exper-
tise in the fields of data processing (DP) and auditing.
You, along with other selected experts, will assist in
further defining the DP knowledge requirements for internal
auditors charged with the responsibility for auditing com-
puter-based management information systems.

The Delphi research methodology will be used to guide the
survey process, since the definition of auditor DP know-
ledge requirements does not lend itself to precise analyt-
ical techniques. This methodology provides an effective
system for structuring a group communication process that
allows a group as a whole to deal with a complex problem.
Specifically, the technique provides for the following:

1. Structured communication

2. Feedback of individual contributions of informa--
‘tion and knowledge

3. Assessment of the group judgment

4, Anonymity for the responses of individuals

The following pages contain:

1. The survey procedure and organization of the
survey instrument are provided as Attachment 1.
2. The survey instrument is Attachment 2.

You will be provided a summary of the survey results after
they have been finalized and approved by the Research Com-
mittee at The George Washington University.

Your cooperation is essential and greatly appreciated.
Please complete the questionnaire as quickly as possible
and call me collect at (513) 529-7343 if you have any
questions.

Sincerely yours,

Donald L. Dawley
Researcher



191

ATTACHMENT 1

THE SURVEY PROCEDURE

The survey procedure you will be following is

organized into three phases.

Phase

I: 1Initial evaluation of knowledge areas, major
and minor Kknowledge items

1. Complete biographical information

2, Review the audit scope and model computer
installation

3. Complete initial evaluation of the importance
of the DP knowledge areas and items

4., Recommend additions/modifications to the

questionnaire

II: Evaluation of Revised Survey Instrument

Phase

1. Consider the group results from Phase I; that
is the group range, median, and mean for each
knowledge evaluation.

2. Re-evaluate based on the feedback of results
and any reflective insights gained since Phase

3. Compare your evaluations to the group mean for
each knowledge evaluation. If the difference
is greater than 1, provide a brief rationale
that can be shared anonymously with the group
during Phase III.

III: Final Evaluation

Phase

1., Consider shared anonymous rationale from Phase
2. Finalize evaluation based on shared rationale
and insights gained since Phase II

SURVEY INSTRUMENT ORGANIZATION

Section I: Biographical information. This will be used

only to construct a profile of the participating
experts.

Section II: Instructions for completing the survey

instrument.

II

Section III: Summary of pertinent audit standards. These

standards provide the audit scope that you are
to use when evaluating the importance of the DP
knowledge items.
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Section IV: Current technology computer installation’
model. The model incorporates many of the latest
hardware and software processing features in terms
of processing power, complexity, and vulnerability.
It also incorporates many of the high vulnerability
internal data processing operations increasingly
found at DP installations. The model is not
intended to characterize a typical computer instal-
lation, but instead is to be used in conjunction
with the audit standards in Section III to estab-
lish a common basis for determining the DP know-
ledge requirements of internal auditors.

Section V: Questionnaire. The questionnaire is open-
ended to allow any additions or modifications
necessary for an accurate determination of auditor
DP knowledge requirements.
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RESTRICTED

Your individual responses will be treated confidentially.
Only the group results will be released and published.

SURVEY INSTRUMENT
FOR
DETERMINING THE DATA PROCESSING KNOWLEDGE AREAS FOR AUDITORS
RESPONSIBLE FOR AUDITING CURRENT TECHNOLOGY COMPUTER SYSTEMS

Name

Title

Organization:

Office Phone: -

Address:

Date

Please refer any questions to:

Donald L. Dawley

Department of Production and
Decision Sciences

Miami University

Oxford, Ohio 45056

Telephone: (513) 529-~7343

(Call Collect)
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SECTION I: BIOGRAPHICAL INFORMATION

The responses to the following questions will be used
only to describe the characteristics of the selected
professionals as a group.

1. Years of audit experience.
Audit EDP Audit Audit Management

2. Years of data processing (DP) experience.

DP Operations Programming

Systems development DP Management

3. Number of related college courses taken. Mark the
number of courses by category, such as 1, 2, 3. . . .

____ Introductory DP __ Advanced DP
—__ Programming ______ DBMSs

__ Distributed processing _ __ Communications
____ System development Audit

EDP Audit Other

4. The number of related professional, technical, seminar,
and conference courses taken.

__ Introductory DP ____ Advanced DP
___ Programming ___DBMSs

____ Distributed processing __ Communications
__ System Development Audit

EDP Audit Other

5. Professional attainment--check as appropriate.

CBA CDhP CISA CIA
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SECTION II: SURVEY INSTRUCTIONS

After completing the biographical information in
Section I, review the audit scope and the computer installa-
tion model provided in Sections IIi and IV.

It is extremely important that the audit scope and
computer installation model be used as the basis for your
judgment of the importance of the DP knowledge areas and
items identified in Section V. Past studies have
addressed DP knowledge requirements without specifying the
audit scope or system characteristics. The result has
been the identification of DP knowledge requirements with-
out a known or common basis. The currency and credibility
of the results are therefore difficult to assess. This
study is attempting to minimize the difficulty by estab-
lishing a common basis against which respondents can
apply their knowledge and experience.

After you feel comfortable with the audit scope and
model computer installation, evaluate each of the know-
ledge areas and items in Section V using the importance
scale provided below. At the end of each knowledge area
there is space for adding any knowledge items that you
believe should be considered. Evaluate any added items
and return the completed survey in the envelope provided.

1. Very Important This knowledge is essential. Must
be thoroughly understood and applied.
First order of priority.

2. Important This knowledge is relevant. Must be
sufficiently understood to apply.
Second order of priority.

3. Moderately This knowledge is usually rélevant.
Important A general knowledge is acceptable.
Third order of priority.

4, Unimportant Should be familiar with area. Seldom
relevant. Last order of priority.

5. Most Unimportant Knowledge desired but not required.
Rarely relevant. No priority.

6. Not relevant Should be dropped from consideration.
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Provided as Appropriate

SECTION III: TIIA AUDIT SCOPE

(Summary of Relevant Portions)

The internal auditing department is an integral part

of the organization, and functions under the policies
established by management and the board. The statement
of purpose, authority, and responsibility (charter) for
the internal auditing department, approved by manage-
ment and accepted by the board, should be consistent
with these Standards for the Professional Practice of
Internal Auditing. The audit charter should be unres-
tricted. The internal auditor should:

Section

250 Possess the knowledge, skills, and disciplines
essential to the performance of internal audits.
.01l.1 Proficiency in applying internal auditing
standards, procedures, and techniques is required
in performing internal audits. Proficiency means
the ability to apply knowledge to situations
likely to be encountered and to deal with them
without extensive recourse to technical research
and assistance.

280 Exercise due professional care in performing audits.
+01 Due professional care calls for the applica-
tion of the care and skill expected of a reason-
ably prudent and competent internal auditor in
the same or similar circumstances. Professional
care should be appropriate to the complexities
of the audit being performed. In exercising
due professional care, auditors should: (1) be
alert to the possibility of intentional wrong-
doing, errors, and omissions, inefficiency, waste,
ineffectiveness, and conflicts of interest;

(2) be alert to those conditions and activities
where irregularities are most likely to occur;

(3) identify inadequate controls and recommend

improvements to promote compliance with accept-
able procedures and practices.

300 Encompass the examination and evaluation of the
adequacy and effectiveness of the organization's
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system of internal control and the quality of
performance in carrying out assigned responsi-

‘bilities.

+02 The purpose of the review for adequacy of
the system of internal control is to ascertain
whether the system established provides reason-~
able assurance that the organizations' objectives
and goals will be met efficiently and economically.
<03 The purpose of the review for effectiveness
of the system of internal control is to ascertain
whether the system is functioning as intended.
+05 The primary objectives of internal control
are to ensure:
.1 The reliability and integrity of information
.2 Compliance with policies, plans, procedures,
laws, and regulations
.3 The safeguard of assets
.4 The economical and efficient use of resources
.5 The accomplishment of established objectives
and goals for operations or programs

Review the reliability and the integrity of finan-

cial and operating information and the means
‘used to identify, measure, classify, and report
"such information.

<01 Information systems provide data for decision
making, control, and compliance with external
requirements. Therefore, internal auditors
should examine information systems and, as appro-
priate, ascertain whether:

.1 Financial and operating records and reports
contain accurate, reliable, timely, complete,
and useful information.

.2 Controls over record keeping and reporting
are adequate and effective.

Review the systems established to ensure compli-
ance with those policies, plans, procedures,
laws, and regulations which could have a signifi-
cant impact on operations and reports and should
determine whether the organization is in compli-
ance.

Review the means of safeguarding assets and, as
appropriate, verify the existence of such assets.
Auditors should review the means used to safe-
guard assets from various types of losses such as
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theft, fire, improper or illegal activities,
and exposure to the elements.

Appraise the economy and efficiency with which
resources are employed.

Review operations or programs to ascertain whether
results are consistent with established objectives
and goals and whether the operations or programs
are being carried out as planned.

Plan the audit, examining and evaluating informa-
tion, communicating results, and following up.

Collect, analyze, interpret, and document informa-
tion to support audit results.

.01.2 Information should be sufficient, competent,
relevant, and useful to provide a sound basis for
audit findings and recommendations.

Sufficient information is factual, adequate,
and conviucing so that a prudent, informed person
would reach the same conclusions as the auditor.

Competent information is reliable and the
best attainable through the use of appropriate
audit techniques.

Relevant information supports audit findings
and recommendations and is consistent with the
objectives for the audit.

Useful information helps the organization
meet its goals.

Follow up to ascertain that appropriate action
is taken on reported audit findings.
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SECTION III: AICPA PROFESSIONAL STANDARDS

(Summary of Relevant Portions)

This study concerns only the DP knowledge require-
‘ments with respect to the financial audits required by
the securities laws and the SEC. It does not address the
DP knowledge requirements necessary for management
advisory services.

The independent auditor's objective is to make an
examination of financial statements in accordance with
generally accepted auditing standards in order to form an
opinion as to whether or not the financial statements
present fairly the financial position, results of opera-
tions, and changes in financial position in conformity
with generally accepted accounting principles consis-
tently applied.

The examination is influenced by the possibility of
material errors or irregularities. The audit is conducted
with an attitude of professional skepticism, recognizing
that the application of auditing procedures may produce
evidential matter indicating the possibility of errors
or irregularities.

The examination must include a proper study and
evaluation of the existing internal control as a basis
for reliance thereon, and for the determination of the
resultant extent of the tests to which auditing proce-
dures are to be restricted. Tor computer based systems,
the study includes two phases: (a) knowledge and under-
standing of the procedures and methods prescribed, and
(b) a reasonable degree of assurance.

The auditor's concern for accounting control involves
the organizational plan and the procedures and records
that are concerned with the safeguarding of assets and
the reliability of financial records and consequently
are designed to provide reasonable assurance that:

a. Transactions are executed in accordance with
management's general or specific authorization.

b. Transactions are recorded as necessary (1) to
permit preparation of financial statements in
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conformity with generally accepted accounting
principles or any other criteria applicable
to such statements, and (2) to maintain
accountability for assets.

c. Access to assets is permitted only in accordance
with management's authorization.

d. Recorded asset accountability is compared with
the existing assets at reasonable intervals
and appropriate action taken with respect to
any differences.

The auditor must be able to collect evidential matter
through the use of two general classes of auditing pro-
cedures:

a. Tests of details of transactions and balances,
and

b. Analytical review procedures applied to finan-
cial information.

Since this study assumes complex EDP applications,
the auditor is required to apply specialized expertise
in EDP in the performance of the necessary audit pro-
cedures. ‘

General controls comprise (a) the plan of organiza-
tion and operation of the EDP activity, (b) the procedures
for documenting, reviewing, testing and approving systems
or programs and changes thereto, (c¢) controls built into
the equipment by the manufacturer (commonly referred
to as '"hardware controls'), (d) controls over access
to equipment and data files, and (e) other data and pro-
cedural controls affecting overall EDP operations.

Application controls relate to specific tasks per-
formed by EDP. Their function is to provide reasonable
assurance that the recording, processing, and reporting
of data are properly performed. There is considerable
choice in the particular procedures and records used
to effect application controls. Application controls
often are categorized as "input controls," 'processing
controls," and "output controls."

a. Input controls are designed to provide reason-
able assurance that data received for processing
by EDP have been properly authorized, converted
into machine sensible form and identified, and
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the data (including data transmitted over com-
munication lines) have not been lost, suppressed,
added, duplicated, or otherwise improperly
changed. Input controls include controls that
relate to rejection, correction, and resubmission
of data that were initially incorrect.
Processing controls are designed to provide
reasonable assurance that EDP has been performed
as intended for the particular application;

that is, all transactions are processed as
authorized, that no unauthorized transactions
are omitted, and that no unauthorized trans-
actions are added.

Output controls are designed to assure the
accuracy of the processing result (such as
account listings or displays, reports, magnetic
files, invoices, or disbursement checks) and

to assure that only authorized personnel

receive the output.

The auditor must address the unique accounting con-
problems presented by EDP systems.

Qe

Incompatible functions--where DP and other per-
soninel are in a position to perpetrate and
conceal errors and irregularities in the normal
course of their duties

Functions that would be considered incompatible
if performed by a single individual in a manual
activity are performed through the use of an
EDP program or series of programs. A person
having the opportunity to make unapproved
changes to any such programs performs incom-
patible functions in relation to the EDP activity.
EDP data files frequently are basic records

of an accounting system. They cannot be read
or changed without the use of EDP, but they

can be changed through the use of EDP without
visible evidence that a change has occurred.
Supervisory programs are used in some EDP
systems to perform generalized functions for
more than one application program. Supervisory
programs include (a) '"operating systems,'" which
control EDP equipment that may process one or
more application programs at a given time, and
(b) "data management systems,' which perform
standardized data handling functions for one
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or more application programs. An individual
who can make unapproved changes in supervisory
programs has opportunities to initiate unautho-
rized transactions that are like those of a
person who can make unapproved changes in
application programs or data files; he there-
fore performs incompatible functions.

SECTION IV: THE HYPOTHESIZED CURRENT TECHNOLOGY

Computer Installation Model

(Provided in Chapter III)

SECTION V: AUDITOR KNOWLEDGE QUESTIONNAIRE

(The questions are the same as Appendices H-M)
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Date
Name/Address
Dear

Thank you for the timely response to the Phase I survey.
Since most of the Phase I surveys have been returned we
will proceed with Phase II, without further delay. The
knowledge items remain unchanged since no new items were
submitted. The group statistics of some knowledge areas
may change during Phase II, since everyone did not evalu-
ate them during Phase I. Brief phrases have been added
to clarify what is being evaluated.

The Phase II survey results depend upon an independent
second evaluation. If you copied your Phase 1 responses,
please do not refer to them until after you complete the
Phase II procedure provided as attachment 1. The know-
ledge requirements we are establishing are those required
to audit the model installation using the given audit
scope independent of your company's audit organization.

The education and experience of the group is impressive.
The descriptive profile is provided as attachment 2 for
your information. Update this if appropriate. [NOTE:
Profile is provided in Chapter IV.]

Please complete and return the survey as soon as possible
but by June 19, if at all possible. If you have any
questions, do not hesitate to call me at (513) 529-7343.

Sincerely,

Donald L. Dawley
Researcher

DLD/jr

Enclosures
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PHASE 11 SURVEY PROCEDURE

Review and use the audit scope enclosed. Since the
study results will be generalized (not reflect upon
your firm) it is important that a generally known
and accepted audit scope be used to establish the
knowledge requirements.

Review the hypothesized current technology computer
installation model enclosed. This should be used
for the same reasons given for the audit scope. It
is not a typical system but does represent the capa-
bilities and vulnerabilities of current technology
based systems. The use of the model does not pre-
clude a knowledge item from being judged important
on the basis of required professional knowledge.

Make second judgments on knowledge items after
reflecting on any insights gained since Phase I and
considering the group statistics.

Compare your second judgment to the group mean. If

your assigned value is more than the mean plus one,
or less than the mean minus one, briefly outline
your rationale so that it can be shared anonymously
with the other participants during Phase II1I.

As you will notice, the group mean, high value, low
value and standard deviation have been provided for
the Phase I evaluations. The standard deviation is
provided because it gives useful information on the
spread of values around the mean. Specifically, the
range of values obtained from adding and subtracting
the standard deviation to/from the mean will account -.
for roughly 68% of the evaluations.

A. If the value you assigned an item is higher than
the mean plus the standard deviation, it is likely
that your ranking of the item is higher than
80% of the group.

B. If the value you assigned an item is lower than
the mean minus the standard deviation, it is
likely that your ranking of the item is lower
than 80% of the group.
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SHARED RATIONALE
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Date

Name/Address
Dear:

Thank you for the fine effort in Phase II. Sufficient
responses have been received and processed to start
Phase III. The shared rationale has been inserted into
the questionnaire for your thoughtful consideration.

You will note that a few did not provide rationale where
required and others provided rationale in a few cases
where it was not required. A data entry description

has been added to the model installation.

The final phase is extremely important so be sure to
keep an open mind when reviewing the group statistics
and the shared rationale. A few comments still reflect
a company perspective rather than the internal audit
profession. Please review the attached guidance and
procedure carefully before completing Phase III.

Thank you for taking the time to go through this Delphi
survey process. I hope you have found it to be interesting
and stimulating. Please return the surveys as early

as possible, but no later than the end of the month.

You will receive a summary of the research results some-
time in September.

Sincerely,

Donald L. Dawley
Researcher

Enclosure
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PHASE III SURVEY GUIDANCE AND PROCEDURES

Review and use the enclosed audit scope and hypoth-
esized model computer installation.

REMEMBER, the study results are to reflect the DP
knowledge requirements for the internal audit pro-
fession.

COMMENT: Your judgments should reflect the know-
ledge required to fulfill the audit responsibility
without regard to the use of specialist.

Make final judgments on all knowledge items where
group statistics are provided.

COMMENT: The major area and major questions (where
there are subquestions) need not be the mean of the
subquestions falling under it, unless all items are
given the same level of importance. The use of the
mean would only be correct if the subquestions were
collectively exhaustive and of equal importance.
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RESTRICTED

Your individual responses will be treated confidentially.
Only the group results will be released and published.

THE PHASE III SURVEY INSTRUMENT
FOR
DETERMINING THE DATA PROCESSING KNOWLEDGE AREAS FOR AUDITORS
RESPONSIBLE FOR AUDITING CURRENT TECHNOLOGY COMPUTER SYSTEMS

Name

Title

Organization:

Date
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*I would like to acknowledge the participation of you and *
*your company in this study. If this is satisfactory, *
*please indicate below. *
* *
* Use your name Yes No *
* *
* Use company name Yes No *
* *

sk

***¥*This permission is for use of names only and does not
* alter confidentiality of individual responses. Neither *
* your name nor the name of your firm will be used with- *

* out your permission. *
k ok ok ok ke sk ok ok ke o o oK 3K K 5K oK 3K o 3K oK 3 ok 3 oK oK 3k ok ok 3k 3 3 3K o ok ke s e o e sk sk ok sk ok o sk sk ok oK ok ok oK ok ok ok ko ok ok

Please refer any questions to: Donald L. Dawley
Department of Production
and Decision Sciences
Miami University
Oxford, Ohio 45056
Telephone: (513) 529-7343
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(Phase I Results)

Area/Item | Low |High | std | | Impor-
Knowledge Description |value|Value| Dev | Mean |tance

AREA I: Hardware - Knowledge of equipment | | |
in use, their functions and I 1 1 3 | .71 2.00
operating concepts | | | - :

1. Major types of computers -— general

knowledge . b1 1 5 1 1.031 2.76 |
A. Analog L2 1 6 | 1.46 | 4.53 |
B. Digital ]l 1 | 5 | 1.03 4 2,76 1

2. Major types of digital computers —— | | | | |

general knowledge 1 | & | .72 ) 2.47 |
A, Micro | 2 6 1 1.01 | 3.53
B. Mini | 2 4 <61 1 2.65
C. Conventional 1 1 | 4 72 1 2,47
3. Different computer configurations —— | I | ] |
general knowledge 1 | 3 | .64 ] 1.82 |
A. Stand alone —— no remote I/0 2 6 1.20 | 2.76_]
B._Central -— remote on—line I/0O 1 6 1,11 { 2.12 |
C. Distributed networks J 1 1 3 1 .60 1] 1.88 |
4. Types of operating systems —- gemeral | | | I |
knowledge 1 | 3 | .64 1] 2.18 |
A. No operating system —— operator | | | | |
controlled I 1 1 6 ] 1.71 | 3.94 |
B. Sequentially scheduled 1 2 | 6 1 1.46 1 3.35
C. Multiprogramming 1 | 3 1 -.72 1 2.47
D. Mulctiprocessing 1 6 1 1.17 1 2.65
E., Virtual 1 | 6 1.22 { 2.65
F, Emulation 2 | 6 1.34 {1 4.06
5. Types of storage mediums in use == | | | | |
general knowledge I 1 | 4 | .94 | 2.59 |
A. Primary memory =-- core, | | | | |
semiconductor, . . . I 1 4 5 1 .97 ] 3.24 |
B. Secondary memory - tape, disk, | 1 | 4 {1 .94 ] 2.53 |
6. I/0 and storage devices -- general | | I I |
knowledge P 1 | 3 1 .78 ] 2.12 |
A. Printers | 2 | 4 | .56 | 3.24 |




B. Tape drives | 2 | & | .70 | 2.88 |
C. Disk drives I 1 1 4 1 .8r 1 2.82 |
D. Mass storage units . 1 1 5 | .93 1 2.88 |
Ea Readers - card' MICR; WRQ o o & I g__J 6 I 094 I 3053 I
F. Card punches_ 2 1 6 1.01 | 3.82
G, Intelligent terminalg 1 1 3 - .70 1 2,12
H. Microfilm 2 6 1.15 { 3.76
I. CRTs 1 5 | 1.07 | 2.47
J. Keyboards 2 1 6 ~<99 1 3.12 |
K. Point-of-sale 1 | & 94 { 2.41 |
L. Audio ]2 | 6 11.33 | 4.41 {
M. Converters 2 {1 6 ] 1.221 4.00 {
7. Communications —- general knowledge | 2 | 5 | .87 | 2.59 |
A. Modems/data sets 2 5 .87 | 3.53
B. Line controllers 2 1 6 1.00 { 3,65
C. Multiplexexrs/selector channels 2 5 ‘.93 | 3.65
D. Concentrators 2 | 5 <92 { 3.71_|
E. Types of channels 2 1 6 .99 { 3.88
F. Front—-end processors 2 5 .93 1 3.12
G. Cryptographic devices 2 6 1.13 | 3.18
8. Hardware related code structures —— | | | | |
general knowledge [ 1 | 6 | 1.47 | 3.18 |
A, Hollerith | 2 1 6 11,221 4,35 |
B. ASCII codes 12 4 6 11.201 3.94 {
C. EBCDIC |- 1 | 6 }1.45 | 3.29 |
D, BCD 2 6 1.13 | 4.18 |
E. BAR codes 3 6 1.05 1 4.29 |
9. Punched card accounting equipment —— | | | | |
general knowledge | 2 1 6 | 1.06 | 3.59 |
A. Keypunch 2 6 .99 | 3.71
B. Verifier 2 6 1.06 | 3.65
C. Sorter | 3 6 -.88 1 4.18 |
D, Interpreter .. 3 | 6 .92 | 4.29 |
E, Reproducing punch | 3 | 6 .80 1 4.41 |
10. Hardware related techniques —— | | | | |
general knowledge i 2 1 6 | 1.051] 3.12 |
A. Parity [ 2 6 ] 1.01 | 3.53 |
B. Butfering | 2 6 | - .94 1 3.47 |
C. Modularity |2 6 11,01 | 3.53 1
D. Protocols | 2 6 1.00 { 3.65
E. Acknowledgement | 2 6 1.07 | 3.53
F. Packet switching 12 6 - .93 | 3.88 |
11. Specialized systems —- general I | | | |
knowledge ] 1 | 6 | 1.28 | 2.59 |
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A. Data entry L 1 | 6 ]1.23 | 2.47 |
B. Word processing .2 | 6 11.33 1 3.41 |
12. The operation of components together | | | | |
as a system I 1 1 3 | .70 ] 1.88 |
A. Data transmission 1 1 3 56_] 2.24
B. Data control 1 15 1.03 { 2.06
C. Data manipulation 1 1.3 <61 1 2.00 |
13. Security and control features —-— | | } | ]
general knowledge it 1 1 2 | .33 1.12 |}
AREA II: Software ~— general knowledge | 1 | 3 | .62 | 1.53 |
1. Available languages =-- significant | | | | |
features and operating concepts I 1 | 3 | .66 | 1.94 |
A. High level 1 3 | .60 | 2.12 |
B. Data base management system 1 3 | .56 1 2.06 |
C. Specialized inquiry/report | | I A
generation L1 | &4 | .80 ] 2.41
D. Special purpose [ 2 | 6 | 1.17 1 3.12
E. Modeling/simulation .2 | 6 | 1.29 1 3.82 {
2. Language classifications - significant| | | ] l
features and operating concepts |l 2 | 5 | .86 1| 3.35 |
A. Machine/PAL/HLL/natural [ 2 | 6 1.22 | 3.88 |
B. Procedural /non—procedural | 2 - <87 1 3.47 |
3. Types of programs - general knowledge | 1 | 3 | .64 | 1.82 |
A. Application | 1 3 | .64 ] 1.82 ]
B. Utility 1 3 |60 | 2.12 |
C. Operating system [ 1 4 | .79 1 2.35 {
D, Transiator [ 1 6 11.27 { 3.35 |
4, Understand and evaluate the software | | | | |
interfaces of | 1 ] 3 | .69 1.71 |
A. Application programs 1 31 .73 1 1.82
B. DBMS 1 3 «79 1 2.00
C. Distributed systems | 1 3 86 1 2.12
D, Electronic funds transfer system 1.1 6 1.98 ] 3.18 |
E, Electronic mail systems 1 6 1.83 | 3,88 |
5. Understand programming techniques =- | | | | |
top down, modular, structured . . . | 1 | 6 | 1.30 | 2.94 |
6. Operation of the major types of DBMS | 1 | 5 | .94 | 2.59 |
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"A. Modification of operating system | 1 5 1 .99 ] 2.71
B. Interfaces with existing 0S | 1 5 1 .99 1 2.71
C. Used with back—-end processor i1 5.1 .97 | 3.06
7. The structure of software =- general | ] |
knowledge I 1 6 | 1.55 | 2.82
A. System architecture ' |1 6 1,46 | 3.4)
B, Instruction formats L1 6 1.37 ] 3.59
C. Program construction 1 6 1.49 | 3.29
D. Translator comstruction | 1 6 1 1.25 1 4.06
E. Operating system structure 1 61 1,41 | 3.35
8. Sottware evaluation techniques | 1 6 | 1.29 | 2.82
9. Sottware trends I 1 5 | .99 | 3.29
10. Available packaged software | 1 4 | .78 | 3.12
A. Vendors 1 4 75 ] 3.06
B. User groups 1 4 .83 1 3.06
AREA III: Systems Analysis and Design ==~ | | |
general knowledge I 1 2 | 44 ) 1.24
1. Systems development methodologies —— | | |
top down, bottom up . . . 1 5 | 1.07 | 2.53
2, Systems stud& proéedures - general | I -
knowledge | 1 3 | .72 1 1.53
A. Project origination and approval 1 5 1.03 | 2.06
B. Problem definition/documentation 1 5 1.06 2.00
C. Feasibility study 1 5 1.06 ] 2.35
D. Systems study 1 4 1.00 | 2.41
E. Systems development 1 3 78 1 2.12
F, Systems testing | 1 3 .79 1 1.65
G. Systems implementation methods 1 4 .87 1 2.00
H. Conversion techniques 1 4 1.05 1 2.12
I. Systems/program maintenance 1 3 | -.7511.94
3. Ability to design a simple system I 1 4 | .80 | 2.41
A. Batch : | 1 4 | .86 | 2,35
B. On-line -- few interfaces [ 1 4 | .80 { 2.47
4. Programming process from | | |
authorization to maintenance i1 4 | .83 1| 2.06
5. Able to program | 1 6 | 1.22 ] 2,00
A, Program assembly language | 1 61 1.32 | 4.00
B. High level language |1 6 | 1.25 1 2.24
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C. DBMS language [ 1 | 6 ] 1.34 ] 3.06 |
D, Modeling/mathematical language 11 6 1.20_ | 4.06
E. At least one language 1 6 1.46 2.65
6. Able to understand and evaluate the | | | | |
design and use of I 1 1 3 | .70 ] 1.88 |
A. Forms and reports = | 1 1 3 | .83 | 2.06_ |
B. Multiple organization systems .. 1 ] 3 64 | 2.18 |
C. Special files =-- libraries, | | 1 -
indices, tables 11 1 3 | o561 2.24
D. Coding systems 1 2 1 6 1.22 1 3.00
E. Multimode processing systems 1 5 1.12 {1 3.00
F. Recovery/restart procedures 1 3 461 1 2.00 {
G. Operating systems 1 | 3 72 1 2.47 {
7. File organizations -— general o | | | |
knowledge b1 | 3 {1 .64 1 1.82 |
A. Sequential 1} 1 1 3 | .61 | 2.00 |
B. Index sequential L1 1 3 | <561 2.06 |
C. Random processing, I | | 1 1
non~integrated files | 1 [ 4 | .73 1 2.18 1
D. Integrated data base -- batch | | ] T
processing |1 1 &4 | .78 | 2.12 |
E. Integrated data base —- I 1 I
real-time processing (| 1 1 3 1 .61 ] 2.00]
F. Shared files 1 1 3 | .75 11.94 1
G. Special reports files 1 4 | .80 1 2.53
H. Operating system records/files L1 1.6 1 1.10 1 2.71
8. File access techniques —— general I | | | |
knowledge I 1 1 4 1 .94 ] 2.41 |
A. Sequential L1 | 4 .87 | 2.53
B. Index sequential 1 4 277 .1 2.71
C. Direct 1 4 .86 1 2.65 1
D. Indices | N - 1.09 { 2.76 |
9, Diagnostic aids - general knowledge | 1 | 5 | 1.09 | 3.24 |
A. Software monitors | 1 5 1.09 | 3.24 |
B. Hardware monitors |1 5 1.05 ] 3.29 |
10. Computer applications —~- general | | | | |
knowledge I 1 1 3 1 .69 1] 1.71 |
A. Range of applications | I S .87 1 2.00 |
B. Decision support techniques ~- | | - 1
models/simulation I 1t 6 J 1.35 | 3.24 |
C. Specialized applications ] 1 | 6 1,11 | 2.35 |
a, Electronic funds transfer | 1 | 6 1.67 1 3.18 |
b, Production —— data acquistion | 1 | 6 1.10 {1 2.29 |
c. Electronic mail | 1 ] 6 1.61 1 3.71 |
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11. Types of documentation -- general | | | | |

knowledge I 1 1 3 | 621 1.47 |
A. Program 1 4 | .81 | 1.82
B. System 1 3 | .62 | 1.47
C. Data processing operations 1 3 .70 4 1.65 |
D. User [ 3 | .62 4 1.59 |
12, General categories of charts —- ] | | | |
general knowledge | 1 4 66 | 2,24 {
A. Activity L 1 | &4 | .87 | 2.47 |
B. Layout | ¥ 1.5 {1. 12 1.2.59 1
C. Personal/organizational | | | - |
relationships I 1 | &4 | .86 ] 2.35 |
D. Statistical | 2 | 5 1 .90 | 2.94 |
13, Specific types of charting —- | | | | |
- general knowledge 1 1 1 3 | .791 1.65 |
A. Program logic | 1 1 &4 1 1.07 | 2.47 1
B. Hierarchical input, processing, | [ -1
and_output R I | b .97 | 2.24 |
C. Systems flowchart 1 3 .71 1 1.59 |
D, Process flowcharts 1 4 .90 | 1.76 |
E. Gantt 11 5 1.17 1 3.00 {
14. Solution alternatives =— understand | | ] | |
and evaluate 1 | 4 1 .78 1 2.12
- A, Types/sizes of computers | 1 5 1 .93 | 2.88 |
B. Computer configurations 1 5 1,05 1 2.71 |
C. Sottware development == in-house, | | - : R
contract, . . . 1 4 .83 | 2.24 |
D. Special services —— vendor 1 5 1.05 { 2.71 |
E, Time sharing, purchase, lease . 1 5 11.06 ] 2.59 |
15. Control techniques -- understand | | | | |
and evaluate Il v | 2 | .33 1 1.2 ]
A, Access to facilities, hardware, | | | | |
software, and data 1 | 3 .53 11.18 |
B. Input -- hardware, software, and | S IR
procedural 1 1.3 .61 | 1.35 |
C. Processing 1 | 3 .53 1 1.18 |
a, Application programs L1 1 3 | .56 ] 1.24 |
b, Utility programs 1 3 .62 1 1.53 1|
c. Operating system 1 3 .88 1 1.82 |
d. Special applicatioms | 1 2 .49 | 1.35 |
(1). Time sharing - 3rd party 1 3 62 | 1.53 |
(2). DBMSs 1 1 2 49 {1 1.65 |
(3). Communication networks 1 1 | 3 66 1 1,76 1
(4). Error correction L1 1 2 1 .47 4 1.291
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implementation 1 | 3 62 | 1.53
E, Documentation 1 3 .72 1 1.53
F. Output 1 3 .71 1 1.59 1
AREA IV: Data Processing Operations | i I | I
(DP & Departments) I 1 ] 3 | .5911.71 |
1. Tape management/control I 1 | 3 | .64 1] 2.18 |
2. Forms management/control | 1 | 4 | .86 1 2.65 |
3. Data base administration I 1 | 3 | .66 1 2.06 |
4. Data entry procedures —- general | | | | |
knowledge 1 1 3 | .73 1.82]|
A, Access 1 3 .75 | 1.76
B. Machine readable documents 1 6 1,10 { 2.71
C. Off-line manual recording 1 6 1,18 1 2.53
D. Scheduled on~line manual | ' -
recording f 1 1 3 1 .78 ] 2.12 |
E. Event driven on~line manual | | | I
recording 1.1 1.3 1| .78 1 2.12 |
F, Automatic on-line recording 1 1 1 3 1 .7311.821
5. Processing modes —— host and | | | | [
timesharing -~ general knowledge I 1 1 4 | .90 | 1.94 !
A. Card oriented batch 1 6 1 1.60 | 3.06
B. Reyboard oriented batch 1 6 1.23 | _2.41
C. Interactive computing 1 4 .70 1 2.12
D._On-line inquiry 1 4 .83 ] 2.06
E. Data acquisition and control 1 1 1 4 1 .90 1 1.94 1 -
6. Data transmission —— general | | | | |
knowledge 1 1 1 4 | .95 1 2.18 |
A. Data conversion 1 | 5 1.09 | 2.76 |
B. Transmission 1 | 6 1.29 | 2.82 §
C. Data control . 1 |1 & § .97 1 2.06 |
7. Processing concepts ~— general | | | |
knowledge I 1 | 4 | .83 1 2.06 |
A. Program loading 12 1 5 | .93 ] 3.35 |
B, File loading 1.2 1| 5 | .99 1 3.29 |
C. Instruction execution . 2 | 5 1 .92 ] 3,29 |
D. Program and record fixes L1 | &4 .79 | 2.35 |
E. Recovery/restart | 1 1 4 .79 | 2.00 |
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AREA V: Data Processing Management =-—

general knowledge I 1 | 2 | .51 ] 1.41 |
1. Personnel management -- understand | | | | |
and evaluate I 1 | 4 | .87 1 2.41 |
A. Staffing 1 | 4 |1.03] 2.94 |
B. Fvaluation 1 5 1.05 § 2.88 |

C. Scheduling 1 5 1.01 | 2.47

D. Training 1 5 1 -.93 1 2.88
2. Organizational management —- ] | | | |
understand and evaluate I 1 1 2 | .51 1 1.41 |
A. Data processing organizational | | | | |
structure | 1 3 | .75 1 1.94 |
B. Relationships with other | | NN IR
departments | 1 1 3 .73 1 1.82 |
C. Separation of responsibility 1 1 ] 2 .49 1 1.35 |
3. Facilities management —— understand | | | | |
and evaluate I 1 I 2 | .51 1.53 |
A. Enviromment 1 1 ] 3 | .64 ] 1.82 |
B. Access control | 1 1 2 | .51 1 1.47 |
4. DP operations management == I bl | [
understand and evaluate ° [ 1- | 31 .72 ] 1.53 |
A. Systems development/control 1 | 3 .85 1 1.71 |
B. Programming development, | - 1
maintenance, and control 1 1. 3 .78 | 1.88 |
C. Job scheduling 1 | 4 .86 1 2.35_]
D._Charge-back methods i 1 1 6 11.22 1 2.88 |
E, Planning | 1 ] 5 {1.06 1 2.59 |
F. Records management —- retention | D | I |
and_control 1 | 3 | .61 1 2.00]|
a. Forms 1 4 .77 1 2.29 1§
b. Reports 1 3 .73 | 2.18 |
c._ Source documents 1 3 | .60 | 2,12 |
5. General knowledge of trends I 1 1 & | .87 | 2.59 |
A. Sottware I 1 | 4 | .87 ] 2.59 |
B. Hardware | 1 | &4 | .83 1 2.94 |
C. Systems development L1y | 4 | .80 ] 2.59 |
D. Applications | 1+t &4 { .87 41 2.53 |
E, Programming techniques | 1 | 4 | .86 ] 2.88 |
6. Evaluation and contracting for Il 1 1 6 | 1.24 | 2.82 |
A. Software 1 | 6 |1.25 | 2.76 |
B. Hardware 1 | 6 11,17 | 3.00 1
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C. Consultants L1 | 6
7. Implications of Il 1 1 5 | 1.07 | 2.53 |
A. In~house versus out—house | | | | ]
software development | 1 5 1.1.07 ] 2.53
B. Purchase versus lease/rental | 1 5 J 1.11 { 2.65
C. In-house versus contract | | I - i [
installation management i 1 | 6 _11.38 | 2.82 ]
8. Current laws and regulations -~ | | | ] |
general knowledge 1 1 1 3 | .71} 1,59 ]
A, Privacy ] 1 | &4 | .88 | 1.82 |
B. Reporting requirements | 1 1.3 1 .73 11.82 |
C. Trade secrets, patents, and | 1 | o i
copyright 1 1 &4 1 .97 1 2.06 |
AREA VI: Specialized Audit Knowledge [ | | | |
and Techniques. General I 1 | 3 | 72 ] 1.47 |
knowledge of area. | l | 1 -
1. Understand and be able to use 1 | 3 1 69 ] 1.71 1
A. Test decks | 1 | & .90 | 2.06 |
B. Test data generators 1 4 .87 2.59
C. Tagging and tracing 2 4 70 1 2.65
D, Integrated test facility ] 1 4 .94 {1 2.59 ]
E. Live on-line sampling techniques | 1 | 3 | .75 | 2.06 |
F. Logic tracing software packages |2 1 & | .66 1 3.06 {
G. _Code review and comparison 1 | 6 11.18 1 2.53 1
a. Application programs 1 | 6 1,16 | 2.71 |
b, Utility programs 1 | 6 | 1.25 1 3.06 1
c. Operating system programs 2 1 6 | 1.12 ] 3.47 ]
H. Flowcharting software_packages | 1 | 6 1.23 | 3.47 |
1. Data/record retrieval using I | : - -
utility programs 1 | & .88 1 2.18
J. DBMS data/record retrieval 1 1 3 .66 1.94
K. Parallel simulation | 1 5 .97 1 2.76
L. Generalized audit software | 1 4 .87 1 1.59
M. Ability to program custom audit { | -
software | 1 | 5 J 1,13 | 2.18 |
2. Understand computer internal | | | | |
control/vulnerabilities I 1 | 3 | .62} 1.41 |
A. Hardware 1 4 .88 2.18
B. Software 1 3 .62 | 1,53
C. Organizational 1 3 .71 1.59
D. DP procedures 1 3 .80 | 1.59
E. User procedures_ 1 3 72 | 1.53
F. Systems design, development and i -
implementation | 1 | 3 J .71 1.59 |
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H. Forms

I. Data entry

1 62 | 1.47
1 .90 | 2.06
1 .79 | 1.65
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(Phase II Results)

Area/Item | Low |High | std | | Impor-
Knowledge Description |Value|Value| Dev | Mean |tance

AREA I: Hardware — Knowledge of equipment | | | |
in use, their functioms and | I | |

|
|
operating concepts L2 {1 3 | .41 i 2,201
i
i

Shared Rationale: Due to constant change in technology only a°

general knowledge can be expected. 3
1. Major types of computers-—-general | | | | |
knowledge | 2 | 5 1 .83 1 2.87 |
Shared Rationale: The distinction between analog and digital - f{
computers is rarely made in an audit enviromment. Very |
seldom would an auditor encounter the use of an analog |
computer. Therefore, the distinction is of little importancel &
A. Analog_ 1.2 | 6 11.25 | 4.47 |
Shared Rationale: Is more important than mean indicated because |
real-time systems often involve analog measured feedback | 2
Shared Rationale: Important because micros are often used in |
manufacturing distributed systems. Their functions include |
controlling energy demand, machine functioms and other |
measurement functions. 1.3
Shared Rationale: Very seldom would an auditor encounter an |
analog computer. |6
Shared Rationale: The major computer vendors market digital |
gystems——analog svstems are not relevant. 1l 5
B. Digital | 2 | 4 | .80} 2.73 1
Shared Rationale: It is nice to know information that is not - |
required for EDP audit work |4
Shared Rationale: (see l. above) | 6
2. Major types of digital computers =- | | | | |
general knowledge | 1 | 4 | .83 1 2.60 |
Shared Rationale: (applies to 2., and all sub—items) This" SR
knowledge is not important to the understanding of computers |
and the distinction is not important to auditors. 1 &
A. Micro | 1 | 5 1 1.06 ] 3.40 |
Shared Rationale: These computers are an important part of an |
increasing number of distributed processing networks 1
B. Mini |1 | & .83 ] 2.53 1
C. Conventional I 1 1 3 .68 ] 2.20 |

3. Different computer configurations — | | | | I
general knowledge I 1 | 4 | .72 | 2.03 |
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considered essential.

A, Stand alone -- no remote 1/0 | 1 | &4 } .83 | 2.53 |
Shared rationale: Important because of the increasing use for |
on-site batch, low priority processing, and large jobs. |
Shared Rationale: Unimportant business applzcat1ons today |
employ remote I/0 processing. 1l 4
B. Central —— remote on-line I/O 1 1 3 1 .64 1.87 |
C. Distributed networks 1 | 3 | .59 1]1.731
4. Types of operating systems —- | | | | |
general knowledge ot 2 1 4 | .63 1| 2.60 1|
A. No operating system -— operator ] | | | |
controlled .2 J 6 | .96 1 3.93 |
Shared Rationale: The majority of operating systems in use in-- |
business are multiprocessors using virtual storage concepts. |
The only application of knowledge could be in micro or some |
mini computers. The simple nature of these types of |
operating systems does not require full knowledge of their |
capabilities, | 5
Shared Rationale: Not encountered in this day and age to any |
great degree. Concept not hard to imagine. Most auditors |
would have little trouble with this concept. Usually will be |
with conventional computer installation where some type of |
automated scheduling, management technique is_employed. | 6
B. Sequentially scheduled | 2 1 5 | .98 1 3.33 |
Shared Rationale: Still a lot of machines like this in the - -
inventory——especially mini and most micro’s. 4
Shared Rationale: Same as 4.A. The majority of operating .... { 5
.Shared Rationale: Same as 4.A. Not encountered in this.... | _6
C. Multiprogramming 11 1 &4 1 .82 ] 2.67 |
D. Multiprocessing {1 1 1 &4 1 .72 2.67 4
E. Virtual L1 4 .82 | 2.67 1
F, Fmulation 4 6 64 | 4.53_|
5. Types of storage mediums in use -- | | | I |
general knowledge I 2 1 4 | .68 1 2.80 |
A. Primary memory -- core, ] | | | |
gsemiconductor, . . . 1 2 1 5 1 .99 1]3.53 |
Shared Rationale: May be a factar in how various applicatioms - |
are/or should be supported. Also how memory works from ]
standpoint of control weaknesses i.e., in CICS you can ]
examipne core and bypass security. 3
B. Secondary memory — tape, disk, 12 1 4 1 .70 | 2.73
6. I/0 and storage devices -- | | | | |
general knowledge b2 | 5 | W74 | 2.87 |
A, Printers .2 | 5 1 .74 | 3.47 |
B. Tape drives 1 2 1 4 | .65 ] 3.00 |
Shared Rationale: (also applies to 6. C,D,H,K & L) A detailed- |
knowledge of the various peripherals and options is not }
&
]

C. Disk drives | 2 1 4 | .59 ] 2.93




Shared Rationale: (see 6.B.)
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Shared Rationale |
D. Mass_storage units ] 2 ] 4 1 .65 1] 3,00 ]
Shared Rationale: (see 6.B.) o |_4
E. Readers —=— card, MICR, OCR, . . . | 2 | 5 | .74 | 3.47 |
Shared Rationale: Important due to their wide use in point of - |
sale systems, 1.2
F, Card punches | 3 1 6 | .76 ] 4.00 |
G._Intelligent terminals { 2 3 | .46 1 2.27
H. Microfilm 1 3 6 1 .86 ] 3.80
Shared Rationale: (see 6.B.) o 5
. CRTs ' - | 2 | 3 .51 ] 2.60 |
J. Keyboards _2 6 .91 | 3.40 |
K. Point-of-sale 1 4 .94 | 2.80 |
Shared Rationale: (see 6.B.) 4
L. Audio f 3 1 6 1 .90 | 4.67
Shared Rationale: (see 6.B.) i 1_6
Shared Rationale: Not widely used. | 6
M. Converters .3 1 6 ] .80 1] 4.07 |
Shared Rationale: Not an important control feature. - - 1.5
7. Communications -—- general knowledge | 1 | 4 | .68 | 2.80 |
Shared Rationale: (applies to 7. and all sub~items) Frequent and |
high volumes of critical and sensitive company information is ]
transmitted over distributed communications networks. 11
A. Modems/data sets | 1 4 .80 | 3.27 |
B. Line controllers 1 4 <77 | 3.20 |
C. Multiplexexs/selector channels 2 4 63 1 3.40
D. Concentrators 2 |5 74 | 3.47
E. Types of channels 2 5 .70 | 3.73
F. Front—end processors {1 4 74 1 3.13
G. Cryptographic devices | 1 | 6 | 1,18 | 3.40 |
Shared Rationale: Do not see need for specialist skill im this
situation. 6
8. Hardware related code structures =— | ! | | |
general knowledge | 2 | 5 | .94 | 3.80 |
Shared Rationale: (applies to No 8. and all sub-items)- : |
Internal auditors have no need for this knowledge because there |
is no need to review the hardware code structure or the |
debugging of the operating system. 1 5
Shared Rationale: (applies to A,B,D and E below) |
A general knowledge of hardware related code structure is not i
necessary. | 5
A. Hollerith 1 3 | 6 1 .77 | 4.20 |
B, ASCII codes ] 3 1 6 1 .85 1 4.00 |
Shared Rationale: More important because most terminals use the |
ASCII code. 13
C. EBCDIC .2 | 5 .83 | 3.53 |
D._BCD 3 1 6 74 1 4.13 |
E. BAR codes 2 61 .96 | 3.93 |
Shared Rationale: More important because of the wide and - -
increasing use in point of sale systems. 1.3
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9. Punched card accounting equipment -= | | | | |
|

general knowledge Il 3 1 5 | .56 1 3.80

Shared Rationale for 9. and all sub—items: Still useful--becoming - |
|

less important 3
A. Reypunch .3 1 5 1 .70 1 3.73 |

B. Verifier | .3 1 .5 1 .68 1 3.80 ]

C, Sorter 3 5 1 .59 | 4.27

D. Interpreter 3 6 | .72 | 4,33

E. Reproducing punch | 3 1.6 ] .72 4.33 1

10. Hardware related techniques =-— | | | |
general knowledge | 2 | 5 | .74 | 3.40

Shared Rationale: (applies to 10. and all sub-items) These are all
techniques that are basic to an understanding of how computers
operate. They must also be understood to talk intelligently

with data processing people. 3
Shared Rationale: (applies to 10. and all sub~items) A knowledge of
controls over parity, buffering, switching, etc., is required in
order to properly measure needed application controls. 3
A. Parity l 2 1 5 | .94 | 3.20 |
Shared Rationale: A basic hardware control that must be : ]
understood. 12
Shared Rationale: See 10. A knowledge of controls over . . . . | 2
B. Buffering | 2 | 5 | .74 | 3.47
Shared Rationale: See 10. A knowledge of controls over . . . 3 3
C. Modularity : |2 1.5 | .83 13.53
Shared Rationale: See 10. A knowledge of controls over . . . . 3
D, Protocols | 2 1 5 | .83 | 3.47
Shared Rationale: See 10. A knowledge of controls over . . . s 3
E. Acknowledgement [ 2 | 5 | .90 | 3.33 |
Shared Rationale: A basic hardware control that must be- - - -~ |
understood. 1 2
Shared Rationale: See 10. A knowledge of controls over . . . . | 2
F, Packet switching | 2 | 5 | .83 {1 3.60 |
Shared Rationale: See 10. A knowledge of controls over . . . % | 3
11. Specialized systems ~— general | | | | I
© knowledge 1 21 4 1 .521 2.87 1
A. Data entry | .2 1| 4 | .62 ] 2.67 |
B. Word processing | 2 | 6 1 1.18 1 3.60 1
Shared Rationale: Glorified typewriters. -1 5
12. The operation of componments together | | | | |
as_a_system 1 1 1 4 1 .70 ] 2.07 ]
Shared Rationale: (applies to 12. and all sub-items) These areas - |
must be understood in order to assess system vulnerabilities, | 2

A. Data transmisgion ] 4 | .74 1 2.13 |

1
B. Data control | 1 4 | 74 | 2.13 |
C. Data manipulation ] 1 1 4 1 .70 | 2.07 |
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Shared Rationale: DBMS is the wav of the future.

13. Security and control features -—- | | | | |
general knowledge I 1 1 2 | .26 | 1.07 |
ARFA II: Software —— general knowledge | 1 | 3 | .59 | 1.93 |
1. Available languages ~- significant ] | | | |
features and operating concepts I 1 1 3 | .54 2.10 |
A. High level 11 1 3 1 .70 2.07 |
Shared Rationale: A good understanding is necessary. Most -
systems now use high level languages. In application systems |
there are times the auditor needs to look at codeji.e., if |
pricing is critical, if a problem is found, the code must be |
reviewed to see what technique or formula was_actually used. 2
B. Data base management system L 1 | 3 |1 .46 | 2.07
Shared Rationale: Widely used to process transactions and- -1
manage the data base. 1 1
C. Specialized inquiry/report | | | [ N
generation | 1 { 3 | .641 2,13 |
D._Special purpose ‘ | 2 | &4 1 .59 ] 2.93 |
Shared Rationale: Do not see need for specialist skill im this~ |
area, 4
E. Modeling/simulation | 1 | 6 ] 1.16 | 3.73 |
Shared Rationale: Important because it-is often used for tuning |
and testing the data base. - I 1
2. Language classifications - significant| | " | |
features and operating concepts | 2 | 5 | .83 1 3.47 |
Shared Rationale: (applies to 2. and sub-items) This knowledge is - |
not applied directly in an audit but is basic to an |
understanding of software. | 2
A. Machine/PAL/HLL/natural 3 5 1 .70 | 4,07 |
B. Procedural/non~procedural 2 15 | .77 1 3.80 1
3. Types of programs - general knowledge | 1 | 3 | .46 | 1.93 |
A, Application (L 13 1 .59 1173 |
B. Utility 1 | 3 | .46 | 2.07
C. Operating system 1 | 3 | .62 1 2.33 |
D, Translator 11 1 & | .88 1 3.27 |
4, Understand and evaluate the software | 1 | 3 | .80 | 1.93 |
interfaces of l ] l ol I
Shared Rationale: (applies to 4. and all sub~items) Auditors should |
be able to review all interfaces to assure authorized i
procedures. ] 1
A. Application programs 1 | 3 | .77 ]1.80 |
B._DBMS L r 1 3 1 .70 ] 1.93 }
- . - 1
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C. Distributed systems 1 3 .70 | 1.93
D. Electronic funds transfer system 1 6 1.31 { 3.00
Shared Rationale: Important because large sums are being - -
transferred and the system is extremely vulnerable. 2
Shared Rationale: This_ knowledge is not prerequisite for audit. 6
E. Electronic mail gystems 1 | 6 [ 1.05 | 3.67
Shared Rationale: This knowledge is not prerequisite for audit. 6
5. Understand programming techniques == | 2 | 5 | 1.08 | 2.80 |
top down, modular, structured . . . | | Lo -1
Shared Rationale: A knowledge of programming techaniques is |
important to provide the auditor the capability to verify that |
adequate controls are built in and that no codes or procedures |
exist to bypass edits. |2
Shared Rationale: The review of system documentation requires a |
good understanding of the concepts under which the system and i
its components are developed. | 2
Shared Rationale: Important because auditors are often involved in
development i.e., PRIDE. | 2
6. Operation of the major types of DBMS | 1 | 3 | .62 | 2.33 |
A. Modification of operating system | 1 | &4 | .83 | 2.60 ]|
Shared Rationale: Modification of any type is of interest to - |
the auditor because of the potential impact on accountability|
or controls, A familiarity with the operating system is l
sufficient to determine such changes. 4
B. Interfaces with existing 0S f 1 1 4 | .80 ] 2.73 |
Shared Rationale: The auditor needs to know what interfaces - |
exist, when they occur and why they occur. A familiarity |
with the interfaces coupled with a sufficient knowledge of |
software capabilities in general permits the auditor to |
verify proper use. 1 4
C. Used with back-end processor 1.1 1 & 1 .83 ] 3.13 |
7. The structure of software -- | I I l |
general knowledge |l 1 1 &4 | .92 | 2.87 1
Shared Rationale: (applies to 7. and sub-items A;,B,C, and E) Must - |
be understood in order to do_ code review. | 1
Shared Rationale: (applies to 7. and all sub-items) Auditors must | -
have a good working knowledge of all of these areas in order to |
properly evaluate needed controls I 3
A. System architecture .1 | 6 1 1.25 | 3.00 |
B. Instruction formats 1 1 6 1.16 | 3.27
C, Program construction 1 6 1.13 { 3.13
D. Transglator comstruction | 2 | 6 | .96 | 4,07
Shared Rationale: No audit need for this knowledge. S - 6
E. Operating system structure 2 | 6 1 .96 | 3.27
8. Software evaluation techniques 1 1 4 | .96 | 2.73

controls over the use and capabilities of software. The
evaluation and related methodology rests with data processing

l
Shared Rationale: The auditor”s concern with software applies to - |
|
1



operations. The auditor should be familiar with the techniques |

employed in evaluating software. | &
9. Software trends . 1 1 4 1 .88 | 2.93 |
Shared Rationale: Auditors only need general information -1 4
10. Available packaged software [ 1.1 &4 | .76 1 3.00|
Shared Rationale: (applies to 10. and sub-items) This is a DP* - - |
responsibility, the auditor only needs general information, 1 4
A. Vendors L1 | 4 | .80 | 3.07 |
B. Usexr groups | 1 | &4 | .83 1 3.13 1
AREA III: Systems Analysis and Design —— | ] i | |
general knowledge I 1 | 2 | .52 1| 1.53 |
1. Systems development methcdologies ~- | | | | |
top down, bottom up . . . I 1 | 4 | .72 | 2,33 |
2. Systems study procedures - general | | ! | !
knowledge | 1 ] &4 ] .80 | 1.93 |
Shared Rationale: (applies to No. 2 and all sub-items)" SR
System development is an important management and control 1
process that auditors must understand and carefully evaluate, i 1
A, Project origination and approval | 1 | 5 | ..94 | 2.20 |
B. Problem definition/documentation | 1 [ 5 - 94 | 2,20
C. Feasibility study | 1 | 5 96_| 2,27
D. Systems study [ 1 | &4 ) .82 ] 2.33
E. Systems development 1 3 | .65 ] 2.00 |
F. Systems testing 1 3 .63 { 1.60_ |
G, Systemgs implementation methods 1 4 .85 | 2.00
H. Conversion techniques 1 4 | 77 1 2.20
I. Systems/program maintenance 1 | 3 1 .72 1 1.67
3. Ability to design a simple system Il 2 | 3 | .49 1 2.33 |
A. Batch | 2 | 4 63 | 2.40 |
B. On-line -~ few interfaces 1 2 1 3 51 1 2.40 |
4. Programming process from 1| 3 | .76 | 2.00 |
authorization to maintenance ] [ | } R
|

Shared Rationale: Programming procedures are extremely important in
verifying that programs and changes are proper and authorized. | 1
Shared Rationale: The major portiom of many DP budgets is spent on |
maintenance. There is more chance for erroneous code iu |
maintenance changes than in new systems development due to the |
timing constraints on some changes. It is very important to ;

completely understand the entire process. 1

5. Able to program | 2 1 3 | .46 | 2,27 ]
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A. Program assembly language

Shared Rationale: Important as a basis for understanding the

|
|
operation of higher level languages. | 2
Shared Ratiomale: Must be understood to the degree necessary |
for reviewing code. | 3
Shared Rationale: It is not necessary to be able to program |
assembly or DBMS languages. ©ne can understand enough about |
the code to review programs written by others without the |
capability to program. The ability to program a higher |
level language is important. | 6
B. High level language L. 2 | & .59 | 2.27 |
C._ DBMS language [ .2 1 6 1.01 | 3.2
Shared Rationale: The DBMS language is probably the most -
effective way to_access and test the data maintained, 2
hared Rationale: (the last rationale grov1ded in_5.A. above) 6
. Modeling/mathematical language L .3 5 | .55 1 3.97 |
E. At least one language i1 L, 3 | .70 | 2.07 |
6. Able to understand and evaluate the | ] | | i
design and use of I v 1 3 | .53 1 2.00|
A, Forms and reports 1 3 63 | 2.40
B. Multipie organization systems 1 3 62 | 2,33
C. Special files -~ libraries, | | |
indices, tables {1 1 3 1 .521 2.13 |
D. Coding systems 1 1 | 4 .70 | 2.93 |
E, Multimode processing systems 1 4 .70 1 2.93 |
F._ Recovery/restart oxo:edures 1 3 .70 1 1.93 |
G. Operating systems 11 1 5 1 .92 4 2,53 ]
7. File organizations —-- general | | | | |
knowledge 1 2 1 3 | 351 2131
A. Sequential | 2 | & | .56 ] 2.20 |
B. Index sequential | 2 4 1 .56 1 2.20 i
C. Random processing, | I |
non-integrated files | 2 1 3 1 .35 2.13 |
D. Integrated data base -- batch | | ] ] 1
processing | 2 3 | .26 | 2.07 |
E. Integrated data base —— | | R -
real-time processing 1 | 3 1 .46 ] 1.93
F. Shared files 1 3 | .46 1.93
G, Special reports files 2 3 46 1 2.27
H. Operating system records/files 2 1 3 49 | 2.33
8. File access techniques —- general | | | | |
knowledge b 2 | 3 | 461 2.27 |
A. Sequential 1 2 | 5 | .83 ] 2.53 ]
B. Index sequential 2 ] 4 63 1 2.40 |
C. Direct 2 3 49 1 2.33 |
D. Indices 2 4 64 | 2,53 |
9. Diagnostic aids — general knowledge | 1 [ & | .82 | 3.33 |




Shared Rationale applies to No. 9 and both sub-items:

Important tools for system tuning and detection of unauthorized
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use, operations or coding. | 1
A. Software monitors 1 4 | .83 | 3.40
B. Hardware monitors 1 4 | .83 1 3.40
10. Computer applications —— general | | | | |
knowledge I 1 1 3 | .59 2.07 |
A. Range of applications 1 1 1 3 | .53 12,00]
Shared Rationale: It is important to know about all - - -
applications in order to be able to identify the best areas |
to allocate the EDP audit effort. 1.1
B. Decision support techniques =- 1 | 5 | .90 | 3.33 |
models/simulation | ] ] S R
Shared Rationale: Important due to use in designing, modifying, |
and managing the data base——need for audit review. | 1
C. Specralized applications 2 4 .56 | 2.80 |
2. Electronic funds transfer 2 4 .70 1 3.07
b. Production —— data acguisition 2 4 64 1 2,53
¢, Electronic mail 3 5 .63 | 3.60
11. Types of documentation -- general [ | | | |
© knowledge I 1 1 2 | .51 | 1.40 |
A. Program 1 1 2 | .5211.47 |
B. System . 11 1 3 1 .64 1.47 1
C. Data processing operations ] 1 1 2 | .52 | 1.47 |
D. User I 1 | 3 | .64 1 1.47 {
12. General categories of charts -- | | | | |
general knowledge I 1 1 3 | .621 2.33 |
A. Activity ) S 64 | 2.47
B, Layout 1 1 3 .64 2.13
Shared Rationale: Auditors must understand file layouts . 2
C. Personal/organizational | | | | i
relationships 11 4 70 | 2,27 |
D. Statistical 2 4 .24 1 3,13 |
13. Specific types of charting — | | | | |
-~ general knowledge I 1 | 3 | .46 1.93 |
A. Program logic J1 1 & | .80 ] 2.07 |
B. Hierarchical input, processing, | | | l -
and output |1 | &4 | .80 ] 2.27
C. Systems flowchart I 1 1 3 | .64 1 1.47
D. Process flowcharts ] 1 3 | .64 ] 1.53 |
E. Gantt 1 2 4 | .74 ] 3.13 |
14, Solution alternatives —— understand | | | | |
and evaluate [ 2 | 3 1 521 2.53 1|
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A. Types/sizes of computers 2 | 4 | .59 1 2.73
Shared Rationale: Auditors need only be familiar with area. - 4
B. Computer configurations | 4 +59 | 2.73 |
Shared Rationale: Auditors need only be familiar with area. - | 4
C. Software development -~ ip-~house, | | | I |
contract, . . . L2 1 3 | .52 1 2.47 |
D. Special services — vendor | 2 | & | .77 | 2.80 |
Shared Rationale: Auditors need only be familiar with area. &
Shared Rationale: (also applies to 14.E. immediately below) |
Authority and accountability for such services rests with DP |
management. The auditor should be familair with the i
policies being followed. 1 &4
E. Time sharing, purchase, lease . | 2 | & | .74 1 2.60 |
Shared Rationale: Auditors need only be familiar with area. = - 4

Shared Rationale: (Same as_last rationale in 14.D. above. 4

15, Control techniques ~- understand | | | | |
and evaluate I 1 | 2 | .35 1] 1.13 |

A. Access to facilities, hardware, | |

I |
software, and data 1 1 ] .00 1] 1.00 |
B. Input —— hardware, software, and | |
procedural 1 2 | .41 ]1.20 |
C. Processing 1 2 1 .35 ].1.13 |
a, Application programs 11 2 t .35 1 1.13 {
b, Utility programs |1 1 2 46 | 1.27
c. Operating system 1 1 ] 2 .51 1 1.40
d. Special applications 1.1 2 o5 1 1.40
(1). Time sharing = 3rd party | -1 2 52 1 1.47
(2). DBMSs : 1 2 .52 | 1,47
(3). Communication networks 1 2 .52 | 1.47
(4). Error correction 11 2 .26 ] 1,07
D, Systems analysis, design, and ] | ] © SR
implementation i 1 | 2 { .52} 1,53 |
E._ Documentation |1 1 2 J .52 1 1.47 |
F, Output 1 1 1 2 | .52 ] 1.47 |
AREA IV: Data Processing Operations | | | | |
(DP & Departments) I 1 | 2 | .26 | 1.93 |
1. Tape management/control Il 2 1 3 | .35 1] 2.13 |
2. Forms_management/control 1. 2 | & | .64 ] 2.53
Shared Rationale: Little exposure. : = 4
3. Data base administration | 1 1 3 | .46 ] 1,93
Shared Rationale: The data base administration function is normally

the central control over all data base applicatioms. It is

SRR T

very important to completely understand this fumction.




233

4. Data entry procedures ~— general | | ] | |
knowledge I 1 1 3 | .46 ] 1,93 |
A. Access |1 3 .63 | 1.60
B. Machine readable documents 1 3 .64 1 2,53
C. Off-line manual recording 2 | & 64 | 2.47
D. Scheduled on-line manual | | | I -
recording 1.1 3 64 | 2.13
E. Event driven on-line manual -
recording | 1 | 3 +56_1 2.20 |
F. Automatic on-line recording | S I .65 {1 2,00 |
5. Processing modes =— host and | | | | |
timesharing —— general knowledge I 2 1 3 | .46 ] 2.27 |
A. Card oriented batch —J4 2 1 5 | .93 ] 3.00]
Shared Rationale: The auditor”s concerns vary with-the - - - - |
processing mode. To apply control criteria to any i
processing mode the auditor must sutficiently understand 1
what is happening to the data. Card oriented batch ]
processing is no_less igportant than other modes. 1 _2
Shared Rationale: This mode is_not used by many businesses today] 5
B. Kexboard oriented batrh 2 | 5 | .83 | 2.60 |
C. Interactive computing 1 | 3 1 .46 1 2.07 |
D. On-line inquiry 1.2 1 3 | .46 1 2.27
E. Data acquigition and control I 1 | 3 | .46 ] 2.07
Shared Rationale: The auditor must be thoroughly knowledgeable- 1
of data acquisition and control in order to render an ]
opinion on the adequacy of internal controls overall. | 1
6. Data transmission —- general | | | | |
knowledge I 1 | 3 | .63 | 2.40 |
A. Data conversion [ 1 | 3 | .64 1 2.47 |
B. Transmission 1 1 3 | .64 | 2.47 {
C. Data control 1 | 3 | .59 | 2.07 ]
7. Processing concepts —-- general | | | | |
knowledge 1 2 1 3 | 521 2,47 |
A. Program loading 2 | & .38 | 3.00
B. File loading 2 1 & .38_| 3.00
C. Instruction execution | 2 | 5 4§ .59 1 3.07 |
D, Program and record fixes 1.1 1 3 | .56 | 2,20 |
E. Recovery/restart 1.1 1 3 ] 651 2.00]
Shared Rationale: This is a very critical area for a business |
and a good knowledge is necessary in order to be able to |
evaluate its adequacy. | 1
Shared Rationale: Necessary to insure application system 1
integrity 11




234

AREA V: Data Processing Management —-— | | [ | |

general knowledge I 1 | 2 | .46 1 1.73 4
1. Personnel management —- understand ] | | ] |
and evaluate | 2 | 4 | .63 | 2.60 |

A. Staffing 2 | & ] .74 ) 2.87

Shared Rationale: (applies to all sub-xtqns)
Personnel matters are the responsibility of management in
data processing. The auditor”s concern should only relate
to a knowledge of persomnel policies and practices and the
impact of changes on the auditor”s ability to perform his

work in a timely, effective manner. 4
Shared Rationale: (applies only to sub-items A and B)

Normally staffing and evaluation in data processing are line

management responsibilities. Some familiarity with the area

is needed. 4

B. Evaluation ! | 4 | .80 | 2.73

C. Scheduling ] .74 | 2.53

. .

] (XY
T

D. Training ] 4 74 1 2.60

2.

Organizational management--understand | | | | |
and evaluate | .51 | 1.60 |

[
N

A, Data processing organizational
structure

|
3 .70 ) 1.93
. I -

degartments

[
|
!
62 | 1.67 |
|

|

|

B. Relationships with other |
: | 3.1

| 2 «51 1 1.40 |

bt [

C. Separation of respon51b111tv

3. Facilities management -— understand | ] | ]
and evaluate ] 1} 2 | .51 1] 1.60 ]
A. Enviromment | 1 | 3 .52 | 1.87 |
B, Access control | 1 1 2 .51 { 1,40 |
4. DP operations management =-— | l | | |
understand and evaluate I 1 1 2 | 446 | 1.73 1|
A. Systems development/control . 1 | 3 1 .64 | 1.53 |
B. Programming development, | | | | R
maintenance, and control 1 1 {13 {1 .70 41.73 1

Shared Rationale: Programming procedures are extremely - -
important in verifying that programs and changes are proper |
and authorized. | 1

Shared Rationale: The understanding and evaluation of program
maintenance and development and the control aspects is an

|
|
important EDP audit function. This knowledge is essential. | 1
Shared Rationale: A thorough understanding of the programming ]
process is essential to the assessment of application system |
integrity. | 1
C. Job scheduling L1 1 &4 1 .72 ] 2.33 |
|

D. Charge~back methods I 1 | 6 1 1.18 | 2.60




Shared Rationale: The auditor should be acquainted with the
method used by data processing for the equitable
distribution of its costs but such methods are seldom

|
|
|
relevant to audit responsibilities. 1 4
E. Planning [ 1 1 5 1 .9 | 2.33 |
F. Records management —- retention | | | | -
_and control | 1 1 3 1 _.70 | 2.07 |
Shared Rationale: (also applies to 4.F.b. and F.c. below): 1
Important because it is oftenm a matter of law, 1
a. Forms f 1 | & 1 .74 1 2,40
b. Reports | 1 4 1 .77 1 2.20 1
c. Source documents | 1 3 | .64 1 2.13 |
5. General knowledze, of trends b1 1 3 | .64 2.53 |
A._Software .1 ]| 3 .63 | 2.60
B. Hardware | 1 | 3 _ .62 1 2.67
C. Systems development | 1 3 | .63 1 2.40 |
D. Applications | .1 3 | .63 12.40 ]
E. Programming techniques | 1 1 3 | .64 4 2,53 {
6. Evaluation and contracting for | ¥ | 5 | .99 1 2.87 |
Shared Rationale: (also applies to all sub items) -
The auditor should be aware of the procedures used by i
management in making such decisions. Relative to audit |
objectives, such activities as these are of minor importance. | 4
A. Software ~ |1 5 1.05 | 2.67
B, Hardware I S I 1.00 | 3.00
Shared Rationale: (also applies to 6.C., immediately below)
Normally the EDP auditor is not involved in these areas |
directly. Hardware evaluation is a specialized area and |
consultants are normally retained by top management., |4
C. Consuitants l | 5 {1.03 ] 2,93 1
7. Implicatioms of I 1 | & | 74| 2.47 |
A. In-house versus out-house ! | | { |
software development P 1 1 & | .74 | 2.40 |
B. Purchage versus lease/rental I 1 | 4 | .74 ] 2.53 |
C. In-house versus contract ] ] | -
installation management .1 | &4 | .74 | 2.60 |
8. Current laws and regulations —-— | | l [ |
general knowledge i1 ] 3 1 46 11,931
A. Privacy .1 1 4 1 .74 ] 1.87 |
B. Reporting requirements ] 1 1 3 {1 .56 1 1.80 1
C. Trade secrets, patents, and | | R B 1
copyright ] 2 | 4 ] .62 | 2.33 |
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AREA VI: Specialized Audit Knowledge | | | |
and Techniques. General | | | |

knowledge of area. Il 1 ] 3 | .59 1.73
1. Understand and be able to use | 1§ 3 1 .52 2.13

Shared Ratiomale: (also applies to all sub items--the assigned

importance varies by sub~item and is provided with the sub-item)
Auditors should be able to use whatever audit techniques are
available during an audit. A general understanding of all
these techniques is necessary in order to select the most

appropriate means. 2
A. Test decks | 1 | 3 1 .62 ] 2.33 |
Shared Rationale: (see text in 1. above) Assigned importance:- 2
B. Test data gene generators | 2 4 74 | 2.53
Shared Rationale: (see text in 1. above) Assigned importance: - 2
C. Tagging and tracing | 2 1 & | .63 1] 2.40 |
Shared Rationale: (see text in 1. above) Assigned importance: | 2
D, Integrated test facility i 2 | 4 | .63 1 2.60 |
Shared Rationale: (see text in 1. above) Assigned importance: |3
Shared Rationale: The problems assocrated with an integrated |
test facility make other approaches more desirable. [
E. Live on~line sampling techniques | 1 | 3 | .68 | 2.20
Shared Rationale: (see text in 1. above) Assigned importance: | .3
F, Logic tracing software packages | 2 | & .59 | 2.93 |
Shared Rationale: (see text in 1. abovez Ass:gned importance: - | 3
G. Code review and comparison 5 | .86 1 2.80 |
Shared Rationale: (see text in 1. above! Asszgned importance: | 2
a. Application programs | 2 | 5 | .90 | 2.67 |
Shared Rationale: (see text in 1.) Assigned importance: -1 .2
b. Utility programs l 2 1 6_11.01 ] 3.20
Shared Rationale: (see text in 1.) Asslgned importance: 2
c. Operating s stem rograms L 2 | &4 | .64 | 3.47
Shared Rationale: (see text in 1.) A351gned 1mportance - 2
H. Flowchart1ng ‘software packages ] .91 | 3.60
Shared Rationale: (see text in 1.) A531gned 1mportance° : - 2
I. Data/record retrieval using | | | | 1
utility programs 1.1 | 3 | .56 1 2.20
Shared Shared Rationale: (see text in 1.) Assigned importance: - 2
DBMS data[record retrieval L. 1 [ 3 ] .53 ] 2.00{
Shared Rationale: (see text in 1.) Assigned importance: - : 1
K. Parallel simutation | 1 1 3 1 .62 ] 2.67
Shared Rationale: (see text in 1.) Assigned importance: 1.3
L. Generalized audit software Il 1 1 .3 | .64 1 1.47
Shared Rationale: (see text in 1.) Assigned importance: - 2
Shared Rationale: Can accomplish the same thing if proficient |
in a high-~level lamguage and programming. 1 2
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software .1 | &4 | .68 | 2.20
Shared Rationale: (see text in l.) Assigned importance: 2
Shared Rationale: Hireable if needed. 1 4
2. Understand computer internal | | i | I
control/vulnerabilities 1 1 1 2 t .51 11,40 |
Shared Rationale: (this ratiomale and the assigned importance - |
applies to 2. and all sub-items) i
All vulnerabilities are extremely important. I 1
A. Hardware 1 3 | .70 | 2.07
B._ Sottware 1 2 | .52 1 1.47
C. Organizational 1 3 .64 | 1.53
D, DP procedures 1 2 .48 | 1.37
E. User procedures - 11 3 .62 | 1.33 |
F. Systems design, development and ] | -
implementation | 1} 2 | .52 1.47 |
G. Documentation .1 1 2 51 | 1.40 |
H. Forms I S .80_] 2.07 |
I. Data entry L 1 {1 3 64 | 1.47 |
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Area/Item
Rnowledge Description

| Low |High | Std

|Vvalue|Value| Dev |

| Impor=
Mean |tance

ARFA I: Hardware - Knowledge of equipment

in use, their functions and | 2 | 3 | .51 1} 2.38 |
operating concepts | I R
1. Major types of computers -- general | | | | ]
knowledge Il 2 | 4 | .51 1| 2.87 |
A. Analog 2 5 .75 | 3.69
B. Digital 2 4 .76 | 2.92
2. Major types of digital computers —— | I’ | | |
general knowledge I 2 | 3 | .47 1 2.35 |
A. Micro 1 | 4 | .69 ] 2.85 |
B. Mini 2 | 3 1 461 2.23 |
C. Conventional | 2 | 3 1 .44 1 2.23 |
3. Different computer configurations —— | ] ] ] ]
A, Stand glone ——- no remote I/O 1 | 3 | .63 1 2.31
B. Central -— remote on-line I/0 1 | 3 1 .551]1.85
C. Distributed networks {1 | 3 | .69 1 1.85 |
4. Types of operating systems —-— general | | I | |
knowledge b 2 | 3 | &4 2,74 1
A. No operating system —— operator | | | | |
controlled 2 | 5 .85 | 3.31 |
B. Sequentially scheduled 3_ 1.5 65 | 3.48 |
C. Multiprogramming | 2 3 | .48 1 2.31 |
D. Multiprocessing 1 2 3 ] 44 ] 2,23
E. Virtual 1 3 55 1 2.15
F. Emulation 2 5 295 | 3.92
5. Types of storage mediums in use --— ! | | | |
general knowledge [ 2 | 3 | .51 1 2.62 |
A. Primary memory -- core, | | | | |
semiconductor, . . . [ 2 1 &4 | .71 | 3.00 |
B. Secondary memory -~ tape, disk, 2 | 3 1 .521 2,54 |
6. I/O and storage devices -- gemeral | | | | |
knowledge I 2 | 3 | .51 1| 2.52 |
A. Printers 2 | & 1 .60 | 3.23 |
B. Tape drives 2 | 3 | .38 1 2.85 |
C._Disk drives 2 1 3 | .38 ] 2.85 |
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D. Mass storage units 2 4 41 ] 3.00

E. Readers —— card, MICR, OCR, . . . 2 4 <55 3.15

F. Card punches 1 4 .87 | 3.62

G. Intelligent terminals 2 3 .38 1 2.15 |
He Microfilm’ 3 4 «51 3.38 1
I. CRTs | 2 | 3 .51 | 2.62 |
J. Keyboards 3 4 1 .44 1 3.23
K. Point-of-sale 2 4 | .66 | 2.54 |
L. Audio ] [ 1 1 5 |1.,12 1} 4.08 |
M. Converters | 2 | 5 | .76 1 3.92 |
Communications -— general knowledge | 1 | 3 | .55} 2.15 |
A. Modems/data sets {1 {1 4 | .83 | 2.77 |
B. Line controllers 1 4 .90 | 2.85 |
C. Multiplexers/selector channels 1 4 .86 ] 3.08 |
D. Concentrators | 1 | 4 | .951 3.08 |
E. Types of channels 1 | 4 | .91 ] 3.00

F. Front—end processors 1 4 | .83 1 2,77

G. Cryptographic devices |1 4 | .80 1 2.85 |
Hardware related code structures —-— | | | | |
general knowledge I 3 | 4 | .52 ] 3.46 |
A. Hollerith L 2 1 5 1 .64] 3.92 ]
B. ASCII codes | 2 {1 4 | .60 | 3.77 |
C. EBCDIC 2 4 | .66 1 3.46 1
D. BCD 1 4 .83 3.77

E._ BAR codes 11 5 .95 1 3.92 {
Punched card accounting equipment —— | | | | |
general knowledge 1 | 4 | .88 | 3.46 |
A. Reypunch | 2 4 ] .66 ] 3.46 |
B. Verifier [ 2 4 | .66 | 3.46 ]
C. Sorter | 2 1 4 .65 1 3.62

D. Interpreter |2 5 .73 { 3.77

E. Reproducing punch 2 5 1 .82 | 4.00 |
Hardware related techniques —- | I | | |
general knowledge i | 4 | .39} 3.20 |
A. Parity 2 1 & .80 ] 2.85 |
B. Butfering 2 | & .75 ] 3.31

C. Modularity 2 4 63 3.31 |
D. Protocols 2 4 .65 1 3.38

E. Acknowledgement | 2 | &4 | .80 4 3.15 |
F. Packet switching |2 1 & | .77 1 3.38 |
Specialized systems —- general [ | | | |
knowledge | 2 | 3 | .51 1 2.62 |
A. Data entry | 2 | 3 | .51 1 2.38 |
B. Word processing 1 2 ] 5 1 .83 ] 3.23 ]
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12. The operation of components together | | | | ]

as a system I 2 1 2 | .00 ] 2.00 |
A. Data transmission | 2 { 2 | .00 2.00|
B. Data control l 1 { 2 | .38 ] 1.85
C. Data manipulation L 3 1 2 {1 .28 | 1,92
13, Security and control features -- ] | | | |
generai knowledge I 1 1 3 1 551 1.15 1
AREA II: Software —- general knowledge | 2 | 2 | .00 | 2.00 |
l. Available languages -~ significant | | | | |
features and operating concepts I 1 1 2 | .28 ] 1.92 |
A. High level [ 1 1 2 | .28 | 1.92 |
B. Data base management sysiem | 1 | 3 | .41 | 2.00 |
C. Specialized inquiry/report | | | | |
generation ] 1 | 3 .49 | 1.92
D, Special purpose 1 2 1 3 .52 | 2.54
E. Modeling/simulation | 1 | 4 1.01 § 3.23 |
2. Language classifications — significant] | | | |
features and operating concepts I 1 1 4 | .97 1 3.15 |
A. Machine/PAL/HLL/natural | 1 ] 5 1 .95 | 3.69 |
B. Procedural/non-procedural 1 1 4 | .87 1 3.38 |
3. Types of programs — general knowledge | 1 | 2 | .43 | 1.74 |
A. Application f 1 ] 2 | .52 1 1.54 ]
B. Utility | 1 3 .49 | 1.92 |
C. Operating system 12 3 | .28 | 2.08 1
D. Translator [ 1 1 4 ] .80 | 3.15 |
4. Understand and evaluate the software | | | I |
interfaces of I 1 ] 2 | 371 1.84 1
A. Application programs [ -1 2 .51 ] 1.62
B. DBMS 1 3 .43 1.96
C. Distributed systems 1 _ | 3 41 |1 2.00
D. Electronic funds transfer system 2 1.3 51 | 2.62
E. Electronic mail systems L. 2 | & .75 1 3.31
5. Understand programming techniques - | | | I [
top down, modular, structured . . . | 2 | 3 | .52 | 2.46 |
6. Operation of the major types of DBMS | 1 | 3 | .60 | 2.23 |

A. Modification of operating system 2 | 3 | .48
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C. Used with back—end processor [ 1 1 &4 1| .73 1 2.77 |
7. The structure of software —— general | | | | |
knowledge Il 2 | 3 | 511 2.62 |
A. System architecture | 1 3 1 .65 ] 2.62 |
B. Instruction formats |1 & | 73 1 2.77 ]
C. Program comstruction .2 1 3 | .48 | 2.69
D, Translator construction 1 6 1.27 | 3.54
E. Operating system structure 2 & .52 | 2,96 |
8. Software evaluation techmiques I 2 1 3 | .51 1| 2.62 |
9. Software trends I 2 | 4 | .50 | 2.90 |
10. Available packaged software I 2 1 4 | 491 2.92 |
A. Vendors 2 1 & 41 | 3.00
B. User groups 2 1 & 41 | 3.00
AREA III: Systems Analysis and Design -~ | | | | |
general knowledge I 1 1 3 | .66 [ 1.54 |
1. Systems development methodologies == | | | | |
top down, bottom up . . . {1 1 3 | .58 1 2.00|
2. Systems study procedures - general | | | | |
knowledge I 1 1 2 | 48 ) 1.69 |
A. Project origination and approval | 1 3 | .55 ] 1.85 |
B. Problem definition/documentation | 1 3 | .55 ] 1.85 ]
C. Feasibility study 1 1.3 49 1 1.92
D. Systems study 1 | 3 .60 | 1.77
E. Systems development | 1 | 3 } .55 1.85 1
F. Systems testing i1 [ 3 | .65 ] 1.38 ]
G. Systems implementation methods ] 1 1 3 | .55 1 1.85 |
H. Conversion techmniques 11 1 3 ] .64 1 1.92 |
I. Systems/program maintenance 11 1 3 1 .661 1.54 |
3. Ability to design a simple system l 2 1 3 1 .38 2.18 |
A. Batch L2 J 3 | .48 | 2.31 |
B, On-line ~— few interfaces .2 1 3 | .48 ] 2.31 |
4. Programming process from I I | | |
authorization to maintenance Il 1 | 2 | .51 1] 1.62 |
5. Able to program I 2 | 3 | .44 ] 2.23 |
A. Program agsembly language | 2 6] 1.04 | 3.62 |
B. High level language | 2 3 1 .37 1 2,17 |
C. DBMS language [ 2 | & .58 | 3.02 |
D. Modeling/mathematical language L1 | 5 1.04 | 3.92 |



E. At least one language [ .1 1 3 1 .49 1 1.92 |
6. Able to understand and evaluate the | I | I |
design and use of I 1 1 3 | .64 ] 1.92 |
A. Forms and reports | 1 | 3 | .76 | 2.08
B. Multiple organization systems 1.1 | 3 ] .58 1 2.00
C. Special files =- libraries, | | |
_indices, tables 1 3 1 .41 1 2.00
D. Coding systems 1 3 | _ .65 1 2.38
E. Multimode processing systems 2 {3 1 .51 1 2.62
F. Recovery/restart procedures 1 | 3 | .69 ] 1.85
G. Operating systems i 2 1 .3 1 .381 2.15 |
7. File organizations —- general | | | | |
knowledge |l 2 | 2 | .00 2.00 |
A. Sequential 2 3 | .28 | 2.08
B. Index sequential 1 2 3 | .28 | 2.08
C. Random processing, ] | | I
non-integrated files l 2 ] 3 ] .38 1 2.15 |
D. Integrated data base —— batch | | T
processing | 2 + 2 | .00 | 2.00 |
E. Integrated data base —-— | | I I
real-time processing 1 j 2 | .28 | 1.92 !
F, Shared files 1 2 | .28 ] 1.92 |
G. Special reports files 1 2 3 .28 | 2.08 |
H. Operating system records/files | 2 1 3 44 12,23 |
8. File access techniques —— general | | | | |
knowledge I 2 | 3 1 .38 2.15 |
A. Sequential 2 | 3 51 | 2.38 |
B. Index sequential 2 | 3 .51 1 2.38 |
C. Direct [ 2 | 3 1 .52 1 2.54 |
D. Indices | 2 | &4 | .65 1 2.62 |
9. Diagnostic aids - general kmowledge | 2 | 4 | .71 | 3.02 |
A. Software monitors 2 | & t .76 12,92 |
B. Hardware monitors 2 | &4 | .69 1 3.20 |
10. Computer applications —— general ] | | | |
knowledge I v | 3 | 411 2.001
A. Range of applicationms .1 1 3 | .55 ] 1.82 |
B. Decision support techniques --— | [ | | |
models/simulation 111 &4 1 .83 1 2.77 |
C. Specialized applications {2 | 3 | .43 ] 2.75 1
a. Electronic funds transfer 2 1 3 | 4414 2,77 {
b. Production -— data acquistion | 2 | &4 | .66 | 2.46 |
c. Electronic mail {2 1 & .78 | 3.46_|
11. Types of documentation -- general I | | I I
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knowledge I 1 | 3 | 631 1311
A. Program 1.1 3 .63 | 1.31 |
B. System | 1 3 60 1 1.23 |}
C. Data processing operations 1 3 65 | 1.38 |
D. User 1 3 65 | 1.38 |
12. General categories of charts —- | | | ] |
general knowledge | 2 | 3 | .44 2.26 |
A. Activity .2 1 3 1 .52 1] 2.54 ]
B. Layout | 2 | 3 | .48 | 2.31 |
C. Personal/organizational I f [ I
relationships | 2 | 3 | .44 ] 2.23 |
D. Statistical 2 | 3 | .44 2.77 4
13. Specific types of charting - | | | | |
- general knowledge Il 1 | 2 | .38 1.85 |
A. Program logic .1 1 2 ] .28 1| 1.92 |
B. Hierarchical input, processing, | | | | -
and output L2 1 2 | .00} 2.00 |
C. Systems flowchart [ 1 | 2 | .48 1.31 §
D. Process_flowcharts | 1 1 3 | 651 1.62 |
E. Gantt | 2 | 5 | .83 13.23 |
14. Solution alternatives —— understand | | [ | |
and evaluate I 2 1 3 | .52 2.54 |
A. Types/sizes of computers L 2 1| &4 | .49 ] 2.92 |
B. Computer configurations | 2 | 4 | .49 [ 2.92 |
C. Software development -—- in-house, | | | I
contract, . . . | 2 | & | .65 ] 2.62 |
D. Special services -~ vendor | 2 1 &4 ] .55 1 3.15 |
E. Time sharing, purchase, lease . L 2 1 &4 | .76 | 2.90 ]
15. Control techniques ~— understand | ] | | |
- and evaluate i1 | 2 | .28 | 1.08 |
A. Access to facilities, hardware, | | | | |
software, and data | 1 | 2 | .28 |1.08 |
B. Input —— hardware, software, and | | | 1 -
__procedural ] 1 | 2 | .28 | 1.08 |
C._Processing 1 | 2 ] .38 1.15 |
a, Application programs 1 | 2 ] .38 ] 1.15 |
b. Utility programs | 1 1 2 1 .48 | 1.31 |
c. Operating system L1 1 2 ] .51 ] 1.38 |

d. Special applications 1 2 <51 1.38

(1). Time gharing = 3rd party 1 2 52 | 1.54

(2). DBMSs : 11 2 48 | 1,31
(3). Communication networks L1 1 2 .51 1 1.38 |
(4). Error correction L1 1 2 .28 | 1.08 |
D. Systems analysis, design, and | | | | IR
implementation | 1} 2 ] .28 |1.08 |
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E. Documentation I 1 | 2 | .28 ] 1.08 |
F. Output ] 1 ] 21 .38 {1.15 |
AREA IV: Data Processing Operations | | | | |
(DP & Departments) b1 I 2 1 .44 ) 1.77 |
1. Tape management/control I 1L 1 3 ] .41 1 2.00 |
2. Forms management/control | 2 | & | .66 | 2.46 |
3. Data base administration 1 | 2 | .47 ] 1.65 |
4. Data entry procedures —- general | | | | I
knowledge 1 | 2 | .28 1 1.921

A. Access 1 2 .52 | 1.46

B. Machine readable documents 2 3 A4 1 2,23

C. Off-line manual recording 2 | 3 Ab | 2.23
D. Scheduled on~line manual ] | |
recording | 2 | 2 | .00} 2.00 |
E. Event driven on-line manual | | | | |
recording | L2 | .38 | 1.85 ]
F. Automatic on-line recording ] 1 | 3 1 .41 | 2,00 |
5. Processing modes =- host and | | | | |
timesharing —- general knowledge I 2 1 2 | .00 1 2.00 |

A. Card oriented batch | 2 5. .85 -1 2.69

B. Reyboard oriented batch ] 2 3 44 | 2,23
C._Interactive computing ] 2 1 2 | .00 2.00 1
D. On-line inquiry 2 1 3 [ .28 1 2.08 |
E. Data acquisition and control 1 1 2 | .44 | 1.77 |

"6. Data transmission -— general | | [

knowledge 1 1 3 | 491 2.08 |
A. Data conversion 1 3 | .69 1 2.15 |
B. Transmission 1 3 J3 1. .2.23 |
C. Data control .1 1 3 .55 1 1.85 |
7. Processing concepts -- general | | | | |
knowledge | 2 | 3 | .38 1] 2.15 |
A. Program loading | 2 | 3 | .44 ] 2,77 |
B. File loading 2 | 3 1 .44 1 2.77 ]
C. Instruction execution 2 3 1 441 2,77 |
D. Program and record fixes 1 3 | .55 ] 2.15 |
E. Recovery/restart 1 3 | .55 1 1.85 1
AREA V: Data Processing Management —- | | | | ]
general knowledge : | 1 | 3 | .60 1 1.77 |
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1. Personnel management —— understand | | | | |

and evaluate | 1 | 3 | .65 1| 2.38 |

A. Staffing | 2 | 4 | .76 ] 2.92 |

B. Evaluation | 2 | &4 | .71 1 3.00 |

C. Scheduling Il 2 | 4 | .69 ] 2.85 |

D. Training | 2 | &4 | .65 14 2.62 |

2. Organizational management -- ] | | | |
understand and evaluate I 1 | 3 ] .60 1 1.77 1|

A. Data processing organizational ] | | | |
structure | 1 | 3 | .55 1] 1.85 1|

B. Relationships with other | | | | |

departments 1 3 +55 1.85
C. Separation of respomsibility 1 3 .65 | 1.62
3. Facilities management ~- understand | | | | |
and evaluate | 1 | 2 | .51 1 1.62 |
A. Enviromment L1 1 2 1 .48 11.69 |
B. Access control 1 1 2 | .52 1 1.54 |
4. DP operations management —-— | l | | |
understand and evaluate I 1 1 2 | .48 1.69 |
A, Systems development/control ] 1 | 3 1 .66 ] 1.46 |
B. Programming development, | | | I o
. __maintenance, and control 1 3 | .65 1.62
C. Job scheduling _ 1 3 | .55 | 2.15
D. Charge~back methods 2 | 4 | .60 ] 2,77 |
E. Planning | 1 | 3 | .64 | 2.09 |
F. Records management -- retention | ! | | -
and control L1 1 3 | .64 1 2.08 |
a. Forms | 1 | 3 .63 ] 2.31 ]
b. Reports 1.1 1 3 49 | 2.08 |
c. Source documents P 1t 3 | .49 1 2.08 |
5. General knowledge of trends | 2 | 3 | .52 1 2.54 |
A. Software 2 | 3 1 .52 1 2.46 |
B. Hardware 1 1 3 .66 | 2.46 |
C. Systems development | 2 | 3 252 | 2.46 |
D. Applications 1 3 .65 2.38
E. Programming technigques 2 3 .52 | 2.54
6. Evaluation and comtracting for |l 2 | 3 | .38 1 2.85 |
A, Software 1.2 1 3 | .52 1 2.54 | _
B. Hardware | 1 | & | .69 | 2.85 |
C. Consultants | 2 | 4 | .58 | 3.00 |
7. Implications of | 2 | 3 | .51 1] 2.38 |
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A. In-house versus out-house

| | I I |
software development 12 J 3 | .52 ] 2.46 |
B. Purchase versus lease/rental | 2 | 3 {1 .51 ] 2.62 |
C. In-house versus contract | | | 1 |
installation management | 2 | 3 | .51 1] 2.38 |
8. Current laws and regulations == | | | | ]
general knowledge I 1 | 3 | .55} 1.85 1
A. Privacy 1 ] 3 | .60 1.77 |
B. Reporting requirements |+ | 3 | .55 ] 1.85 |
C. Trade secrets, patents, and | [ | | |
copyright | 1§ 3 1 .55] 2.15 |
ARFA VI: Specialized Audit Knowledge | | | | |
and Techniques, General I 1 | 3 | .60 | 1.77 |
knowledge of area. | | I | 1
1. Understand and be able to use ' 2 1 2 | .00 ]| 2.00 |
A. Test decks L2 1. .3 1 .44 1 2.23 |
B. Test data generators 2 4 66 | 2.46 |
C._Tagging and tracing _ 2 4 63 | 2.69
D. Integrated test facility 2 4 65 | 2.62
E. Live on-line sampling techniques 1 4 15 [ 2.31 |
F._Logic tracing software packages 2 4 | .58 | 3.00 |
G. Code review and_comparison 2 4 | .75 ] 2.69 |
a, Application programs | 2 | &4 | .87 1 2.62 |
b, Utility programs | 2 | 6 |1.12 ] 3.38 |
c. Operating system programs | 2 | 5 | - .87 1 3.38 |
H. Flowcharting software packages | 2 | 4 | .76 | 3.43 |
1. Data/record retrieval using I | | 1 -
utility programs | 1 1.3 1 .58 | 2.00 |
J. DBMS data/record retrieval 1 2 .38 | 1.85
K. Parallel simulation - 2 3 .51 2.38
L. Generalized audit software | 1 3 .87 | 1.62 |
M. Ability to program custom audit | I | |
software .1 | 3 1 .58 1 2.00 |
2. Understand computer internal | | |
control/vulnerabilities I 1 ] 3 .63 | 1.35
A. Hardware L 1 1 3 | .58 1 2.00]|
B. Software | 1 1 3 1 .65 1 1.38
C. Organizationmal | 1 | 3 | .69 | 1.85 |
D, DP procedures | 1 3 | .65 ] 1.38 |
E. User procedures | 1 3 | .60 ] 1.23
F. Systems design, development and | | | |
implementation 1| 3 1 .65 1 1.38
G._Documentation 1 | 3 | .63 | 1.31
H. Forms | 1 | 3 | .69 1 2.15 |
I. Data entry | 2 [ 3 [ .66 | 1.46 |
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Area/Item | Low [High | Std | | Impor=-
Knowledge Description [Value|Value| Dev | Mean |tance

AREA I: Hardware - Knowledge of equipment | | ] | |

in use, their functions and Il 1 1 3 | .76 1 2.08 |

operating concepts | | | |

1. Major types of computers =- general | | | | |

knowledge I 1 1 6 | 1.21 | 2.85 |

A. Analog 3 61 1.12 | 4.62 |

B. Digital 1 5 1.03 j 2.69 |

2. Major types of digital computers -- | | | | |

general knowledge i 1 | 4 | .88 1 2.54 |

A. Micro 2 | 6 ] 1.11 ] 3.31 |

B. Mini 2 4| .77 1 2.62 |

C. Conventional 1 4 .88 1 2.46 {

Different Computer Configurations I v 1 3 | 11 2.001

A. Stand alone ~— no remote I/0 | 1 | 6 1 1.27 | 2.46.]

B. Central =- remote on-line I/0 . 1 | 3 | .641 2.08 |

C. Distributed networks I 1 1 4 t .86 1 2.08 |

4. Types of operating systems -- general | | | | |

knowledge I 1 1 &4 | .78 2.46 |

A. No operating system —— operator | | | | |
controlled 1 6 1.65_| 3.31

B. Sequentially scheduled 2 5 1.01 | 3.23 -

C. Multiprogramming 1 | 4 .83 1 2.77 1

D. Multiprocessing [ 1 ] &4 .85 1 2.69 1

E. Virtual 1 2 | & .73 1 2.77 |

F. Emulation |l 2 J 6 _11.19 1 3.62 ]

5. Types of storage mediums in use -~ | | | | |

general knowledge i1 5 | 1.17 1 2.77 |

A. Primary memory -=- core, | | I I |

semiconductor, . . . 1 2 | 6 11.121 3.38 |

B, Secondary memory — tape, disk, 1 | 5 | 1.06 1 2.62 |

6. I/0 and storage devices -- general I | | |

knowledge b1 1 & | .96 | 2.38 |

A. Printers 2 | 5 11.14 | 3.15 |

B. Tape drives | 1 | 5 11.07 | 2.85 |
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C. Disk drives 1 5 1.14 | 2.85
D. Mass storage units 2 5 c.95 ] 2.92
E. Readers == card, MICR, OCR, . . . 2 5 1.15 | 3.00
F. Card punches 2 6 1.27 | 3.54
G. Intelligent terminals f 1 | &4 .85 1 2.31 |
H. Microfilm | .2 | 6 1.50 | 3.62 ]
I. CRTs | 1 | 4 | .85 1 2.69
J. Reyboards 1l 2 6 1.39_ | 3.62 |
K. Point-of-sale 1 4 .88 | 2.54 |
L. Audio 2 6| 1.04 | 3.62 |
M. Converters | 2 6 1.28 | 3.85 ]
7. Communications —— general knowledge | 2 | 4 95 1 2.92 |
A. Modems/data sets 2 6 1.11 | 3.69
B. Line controllers 2 5 .77 1 3.62
C. Multiplexers/selector channels . 2 | 6 1,01 | 3.77 4
D. Concentrators 2 6 - .95 1 3.69 |
E. Types of channels | 2 6 1.04 | 3.62
F. Front—end processors 1 1 | 4 .96 | 2.62 |
G. Cryptographic devices 1 2 | 6 1,12 { 3.08 |
8. Hardware related code structures —- | | | |
general knowledge Il 11 5 1.36 | 3.23 |
A. Hollerith | 2 | 6 1.45_ ] 3.62 |
B. ASCII codes . 2 |5 1.32 | 3.31 |
C, EBCDIC 1 5 1l.42 3.23
D._ BCD .2 ] 6 1.30 ] 3.77
E. BAR codes | 2 | 6 1.32 { 4.08 |
9, Punched card accounting equipment -- | | ] |
general knowledge | 2 | 6 1.11 | 3.69 |
A. Keypunch [ 2 | 6 1.20 | 3.54 |
B. Verifier L 2 ] 6 1.12 1 3.62 |
C. Sorter | 2 | 6 1.14 | 4,15 |
D, Interpreter 2 | 6 1.04 | 3.92
E. Reproducing punch 2 16 1.04 | 3.92
10. Bardware related techniques —- | | | |
general knowledge I 2 | 5 1.24 | 3.23 |
A. Parity | 1 | 6 1§ 1.51 | 3.46
B. Butfering 2 6 | 1.26 | 3.92_
C. Modularity 2 6 1.26 | 3.92 |
D. Protocols 2 5 1.25 ] 3.31 §
E. Acknowledgement 2 5 1.19 1 3.38
F. Packet switching 1 | 6 1.41 | 3.85
11. Specialized systems -- general | | | |
knowledge [ | 5 1,09 | 2.77 |
A. Data entry | S - 1.09 | 2.77 |
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B. Word processing 1.3 1 6 | 1.13 | 4.46 ]
12, The operation of components together | | | ] |
as a system i1 1 3 | .82 1} 2.00}
A. Data transmission |1 1 & | .93 | 2.77 |
B. Data control | 1 1 3 | .80 1 1.85{
C. Data manipulation 1 1 1 3 1 .76 11.92 ]
13, Security and control features -— | | | | |
general knowledge I 1 1 3 | .78 1 1.46 |
AREA II: Software —— general knowledge | 1 | &4 | .93 | 1.77 |
1. Available languages —— significant | l | [ R
features and operating concepts Il 1 1 4 | 1.01 ] 2,23 |
A. High level 1.1 | 4 | .83 1 2.23 |

B. Data base management system | 1 4 .77 | 2.62

C. Specialized inquiry/report |

generation | 1 1 4 | .96 | 2.38 |

D. Special purpose 1 4 .83 1 2.77
E. Modeling/simulation 3 5 .90 1 3.85 |
2. Language classifications - significant| | | | {
_ features and operating concepts I 1 | 6 | 1,26 | 3.92 |
A, Machine/PAL/HLL/natural .2 1 6 ] 1.08 | 4.00 |
B. Procedural /non-procedural | 1 | 6 11.28 | 3.85 ]
3. Types of programs — general knowledge | 1 | 4 | .93 | 1.77 |

A. Application | 1 ] & 293 | 1.77

B, Utility 1. 1 1 4 1,03 | 2.31
C. Operating system L 2 | & .76 | 3.08 {
D. Translator I 2 1 6 1.07 | 3.85 |
4. Understand and evaluate the software | | | I |
interfaces of I 1 1 4 | .951] 1.69 |
A. Application programs |1 [ .96_] 1.62 |
B. DBMS 11 4 .99 | 1.85 |
C. Distributed systems | 1 | 4 j1.01 | 1.77 |
D. Electronic funds transfer system | 1 | 4 | 1,08 | 2.00 {
E. Electronic mail systems 1 2 | 6 1 1.33 | 4.46 |
5. Understand programming techniques —-- | | | | |
top down, modular, structured . . . | 2 | 5 | 1.04 | 3.62 |
6. Operation of the major types of DBMS | 2 | 4 | .83 | 2.77 |
A. Modification of operating system | 1 | &4 | 1.04 | 2.62 |
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B. Interfaces with existing 0S 2 4 83 | 2.77 |
C. Used with back—-end processor 2 6 1.09 ] 3.23 {
7. The structure of software -- general | | - |
knowledge | 2 S | 1.03 | 3.69 |
A. System architecture ] 1 | 5 ] 1.25 | 3.69 |
B. Instruction formats | 2 | 5 4 -.86_ ] 3.92 |

C. Program construction 2 5 .93 1 3.77

D. Translator construction 4 5 1 .51 ] 4.38
E. Operating system structure | 2 | 5 |11.08 | 4.00 |
8. Software evaluation techniques I 1 | 5 | 1.33 | 3.38 |
9, Software trends I 2 | 5 | 971 3.46 |
10. Available packaged software Il 2 1 4 | .55 1 2.85 |
A. Vendors | 2 5 1 .82 ] 3.00 |
B. User groups | 1 6 ] 1.28 | 3.15 |
AREA III: Systems Analysis and Design -- | | | | |
general knowledge I 1 | 4 | .95 1| 2.08 |
1. Systems development methodologies —— | | I | [
top down, bottom up . . . Il 2 1 4 | .69 | 2.85 |
2. Systems study procedures - general ] | | | |
knowledge Il 1 | 4 | .91 1| 2.00 |
A. Project origination and agpproval | 1 | 4 1.01 | 2.23 |
B. Problem definition/documentation 1 | 4 .99 1 2.15 |
C. Feasibility study 1 | 4 1,11 | 2.69 |
D. Systems study L 1 j. 4 11,04 ] 2.38 |
E, Systems development | 1 4 90 | 2.15 |
F. Systems testing | 1 4 .95 [ 1.92 |
G._Systems implementation methods L1 1 4 {1.07 | 2.15 |
H. Conversion techniques L1 | 4 1 1.04 1 2,08 |
I. Systems/program maintenance | 1 | 4 }1.01 | 2.23 |
3. Ability to design a simple system 1 1 4 1 .96 | 2.62 |
A. Batch |1 1 4 | 1.04 | 2.62 |
B. On-line —-~ few interfaces | 1 J 4 | .83 1 2.77 |
4, Programming process from | | | | l
authorization to maintemnance | 1 | 3 | .80 1] 1.85 |
5. Able to program I 1 | 5 | 1.36 | 2.77 |
A. Program assembly language L 2 | 6 1.32 | 4.31 |
B. High level language I 1,57 | 2.85_{
C. DBMS language ] 2 1 6 ]1.26 1 3.62 |
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- 8.

D. Modeting/mathematical language | 3 1 6 1 1.26 | 4.62 |
E. At least one language I 2 | 6 11.28 {1 3.85 1
6. Able to understand and evaluate the | | | |
design and use of i1 | 3 | .82 1} 2.00 |
A. Forms_and reports |1 1 &4 | .95 | 2.31 |
B. Multiple organization systems |1 4 ] 1,20 | 2,54 |
C. Special files —- libraries. | |- I
indices, tables 11 4 11,05 1 2.54 |
D. Coding systems | 1 4 .86 | 3.08 |
E. Multimode processing systems P 1 | &4 95 1 3.31 |
F. Recovery/restart procedures 1 | &4 | 1,031 2.31 1
G. Operating systems | 1 1 41 .93 1 2.77 |
7. File organizations —- general | | | | ]
knowledge 1 1 1 4 | 1.08 ] 2,00 |
A. Sequential L1 | &4 | 1.14 ] 2.15 |
B. Index sequential | 1 1 4 {1.14 ] 2.15 |
C. Random processing, l | { IR I
non-integrated files | 1 1 &4 11,09 | 2.23 |
D. Integrated data base ~~ batch | | 1 - i
processing | 1 i 4 1.03 | 2.31
E. Integrated data base —-- | i 1 I
real-time processing | 1 4 | 1.04 | 2.08 |
F. Shared files_ 1 4 195 ] 2.31
G. Special reports files 1 4 299-1 2.85
H._ Operating system records/files L1} &4 }1.01 | 2.77 |
File access techniques ~- general | | | | |
knowledge I 1 | 4 [ 1.18 | 2.31 |
A, Sequential L 1 | 4 ] 1.18 | 2.31 |
B. Index sequential 1 | &4 ] 1.18 | 2.31
C, Direct 11 4 1.18 | 2.31
D. Indices 1 4 1.18 | 2.31
9. Diagnostic aids - general knowledge | 2 | 6 | 1.20 ]| 3.54 |
A. Software monitors 2 6 | 1.27 | 3.46
B. Hardware monitors 2 6_ ] 1.14 | 3.85
10. Computer applications -- general | | | | |
knowledge 1 1 3 | .76 | 1.92 |
A. Range of applications j 1 1 3 | .87 1 1.62 |
B. Decision support techniques -- | | | -1 i
models/simulation | 2 | 6 ] 1.05 | 3.46 |
C. Specialized applications 1 1 ] 4 | -.96 ] 2.38 |
a. Electronic funds transfer L1 1 4 1 .96 1 2.38 |
b. Production —— data acquistion | 1 | 6 | 1.34 | 2.85 |
c. Electronic mail | 3 1 6 1 1.14 | 4.15 |
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knowledge I 1 1 3 | .66 ] 1.54 |
A. Program 1 4 .95 | 1.69 |
B. System 1 3 .77 ] 1.62 |

C. Data processing operations 1 4 1,01 1 1.77
D. User 1 3 | .75 | 1.69 |
12. General categories of charts -- | I | | |
general knowledge Il 1 | &4 | .95 1] 1.92 ]
A, Activity L1 4 .96 | 2.38 |
B._ Layout | 1 6 1.56 | 2.38 |
C. Personal/organizational | | b1
relationships 1 4 .95 | 1.69 |
D. Statistical 1 6 1.52 | 3.15 |
13. Specific types 6f charting — | | | | |
- general knowledge 1 i 1 3 | 601 1,77 1|
A. Program logic | 1 | 5 |1.19 ] 2.92 |
B. Hierarchical input, processing, ] | I - -
and output |1 ] &4 .96 | 2.38 |

C. Systems flowchart ] 1 1 3 .65 | 1.62
D. Process_flowcharts 11 4 1.12 | 2.62 |
E. Gantt 1.1 6 | 1.38 | 3.69 |
l4. Solution alternatives =—- understand | | | | |
-~ and evaluate 2 | 6 |1.29 1] 3.00 |
A. Types/sizes of computers .2 | 6 11.18 | 3.31 |
B. Computer configurations {1 [ 6 [1.32 | 3.08 |
C. Soitware development ~- in-house, | | F 1 -
contract, ., . . 1 1 | 6 ] 1.38 | 2.92 |
D. Special services =— vendor | 2 6 | 1.18 | 3.31 |
E. Time sharing, purchase, lease . 2 6__ ) 1.04 | 3.38 |

15. Control techniques == understand | | | |

and evaluate | 1 | 2 | .38 ] 1.15 |
A. Access to facilities, hardware, | | | | |
software, and data L1 1 3 1 .60 1 1.23 |
B. Input -~ hardware, software, and | | | - {
procedural 1 | 3 1 .63 1 1.31 §
C. Processing 1 2 | .28 | 1.08 |
a. Application programs 1 2 1 .38 1 1.15 |
b. Utility programs | 1 4 11,04 | 1.62 |

¢. Operating system ] 1 4 1,04 | 2.08

d. Special applications 1 4 - .87 1.62
(1). Time sharing - 3rd party 1 | 4 | .9511.92 {
(2). DBMSs | 1.00 ] 2.00 |
(3). Communication networks 1.1 1 4 1.04 | 2.08 1
(4). Error correction | 1 | .3 .65 { 1.38 {

[ . .

D. Systems analysis, design, and |



implementation | 1 ) &4 ] .93 ] 1.77 |
E. Documentation 1 ] 3 266 | 1,46
F. Output | 1 1 2 52 | 1.46
AREA 1V: Data Processing Operations | | | ] |
(DP & Departments) I 1 ] 3 | .65 1 1.62 |
1. Tape management/control t 1 | 4 | 1.00 | 2.00 |
2. Forms management/control I 1 | 4 | .85 1] 2.69 |
3. Data base administration Il 1 1 4 | 1.00 | 2.00 |
4. Data entry procedures —— general | | | | |
knowledge I 1 | 3 | .75 1.69 |
A. Access 1 | 3 ] .63 11.69 |
B. Machine readable documents 1 1 &4 1 .80 1 2.15 |
C. Off-line manual recording {1 1 ] 4 11,09 ] 2.23 |
D. Scheduled on-line manual | | R | |
recording L 1 1 4 |1.09 ] 2.23 |
E. Event driven on~line manual ] i R | |
recording [ 1 4 11,09 | 2.23
F. Automatic on-line recording ! 4 1 1.14 ] 2,15
5. Processing modes -- host and | | | | |
timesharing -— general knowledge I 1 1 3 | 731 1.77 |
A. Card oriented batch 1 | 4 | .97 | 2.46 |
B. Keyboard oriemted batch 1 | 4 | .83 1 2.23 |
C. Interactive computing 1 3 | .86 1 1.92 ;
D, On-line inguiry L1 3 1 .69 ] 2.15
E. Data acquisition and control .1 | 3 } .90 { 1.85 |
6. Data transmission —-- general | | | | |
knowledge 1 | & | 1.19 | 2.08 |
A. Data conversion 1 4 .87 | 2.62 |
B. Transmission 1 4 .95 | 2.69 |
C. Data control 1 | 4 11,35 | 2.00 |
7. Processing concepts —- general | | | | l
knowledge I 1 | & | 1.09 | 2,77 |
A. Program loading 11 | 4 1.04 | 2.92 |
B, File loading [ 1 4 1.04 | 2.92
C. Instruction execution | 2 4 ‘75 | 3.31
D. Program and record fixes | 1 | &4 ] 1,11 | 2.69
E. Recovery/restart 1 1 4 ]1.05 1 2.54
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AREA V: Data Processing Management -- |

general knowledge | 1 3 | .78 | 1.46 |
1. Personnel management =-- understand | | | |
and evaluate | 1 4 | .88 | 2.46 |
A, Staffing L1 4 85 ] 2.69 |
B. Evaluation 1 6 1.41 | 3.00
C. Scheduling 1 5 1,19 | 2.92 -
D. Training | 1 5 1,11 | 2.69 |
2. Organizational management —- | | | |
understand and evaluate | 1 3 | .65 ] 1.38 |
A. Data processing organizational | | ] |
structure 1 1 3_ 1 .78 | 1.46 |
B. Relatiomships with other | | (I
departments 1 3 .78 | 1.46 |
C._ Separation of respomsibility 1 3 .60 | 1.23 |
3. PFacilities management -- understand | | | |
and evaluate | 1 3 | .77 1| 1.62 |
A. Enviromment L1 4 1 .99 | 1.85 |
B. Access control 11 3 | .77 11.62 |
4. ©DP operations management ~-— | | | |
understand and evaluate ] 1 4 1 .83 1 1.77 |
A. Systems development/control 11 & | .93 | 1.77 |
B. Programming development, { | D
maintenance, and control 1 4 .85 1 1.69 |
C. Job_scheduling |1 4 .95 | 2.31 |
D. Charge-back methods 1 6 1.52 ] 3.15
E. Planning 1 5 1,11 | 2.69
F. Records management —- retention [ SR
and control 1 4 86 1 1.92
a. Forms 1 5 1.33 1 2.62
b. Reports 1 4 1.11 2.31
c. Source documents 1 4 | .90 ] 1.85
S. General knowledge of trends | 1 & | .80 | 2.85 |
A. Software 1 4 | .95 ] 2.92 |
B. Hardware 2 4 ] .73 1 3.23 |
C. Systems development |2 4 | .60 | 3,23 1
D. Applications 2 4 .71 1 3.00 |
E. Programming techmiques 3 4 252 1 3.46
6. Evaluation and contracting for I 1 5 | 1.05 | 3.46 |
A. Sottware 1 5 1.12 | 3.38 |
B. Hardware | 2 5 .95 ] 3.69 |
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C. Consultants .2 1 5 | .95 1 3.69 |
7. Implications of Il 1 | 5 | 1.18 | 2.69 ]
A. In-house versus out-house ] | | | |
software development | 1 | 5 | 1.18 | 2.69 |
B. Purchage versus lease/rental f 1 | 6 | 1.33 ] 3.62 |
C. In-house versus contract | i b - 1 ]
installation management [ 2 | 5 1 1.38 1 3.31
8. Current laws and regulations =-— | | | | |
general knowledge | 1 | &4 | .83 1 2.23 |
A. Privacy 1 ] 6 1.24 | 2.77 |
B. Reporting requirements 1 | 6 1.33 | 2.54 |
C. Trade secrets, patents, and ' I R -
copyright L2 | 6 11.33 | 3.46_]
AREA VI: Specialized Audit Knowledge | | | | |
and Techniques. General 1 11 4 {1 .9511.69 1
knowledge of area. i | |
1. Understand and be able to use | 1L | 4 | 1.00 ] 2.00 |
A. Test decks .1 | 5 11.33 | 2.46 ]
B. Test data generators 1 6 | 1.53 | 3.00 i
C. Tagging and tracing 1 6 1.61 | 3.08 |
D. Integrated test facility 1 5 1.04 ] 2.92 |
E. Live on-line sampling techniques 1 4 {1 .95 { 1,92 |
F. Logic tracing software packages [ 1 | 6 11.32 | 3.31 |
G. Code review and comparison | 1 | 6 | 1.38 1 3.31 |
a. Application programs 1 6 1.38 | 3.31
b. Utility programs 1 6 1.17 3.77
c. Operating system programs 1 3 1 6 1 -.931 4.23 {
H. Flowcharting software packages 1 1 1 6 11,201 3.54 1
I. Data/record retrieval using | | |- -
utility programs L 1 | &4 1 .91 1 2.00]
J. DBMS data/record retrieval 1.1 1 & .95 { 2,31 |
K. Parallel simulation 1. 1 | &4 1.12 ] 2.62 ]
L. Generalized audit software L 1 1 3 | .78 | 1.54 |
M. Ability to program custom audit | | | I
software | 1 1 5 ]1.30] 2.23 |
2. Understand computer internal | | | | |
control/vulnerabilities I 1L | 3 | .60 ] 1.23 |
A. Hardware 1 3 .93 | 1.77
B. Software 1 3 78 | 1.46
C. Organizatiomal 1 3 .63 | 1.31
D. DP procedures ] 1 | 3 .65 ] 1.38 |
E. User procedures ] 1 |1 3 .65 1 1.38 |
F. Systems design, development and | | I o |
implementation { 1 1 3 | .65 ] 1.38 |
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G._Documentation 1 3 1| .78 | 1.46 ]
H. Forms 1 4 | .97 | 2.46 {
I. Data entry 1 3 1 .78 1 1.54 {
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PHASE IIT EXTERNAL AUDITOR KNOWLEDGE QUESTIONNAIRE

(Phase II Results)

Area/Item | Low |High | std | | Impor-
Rnowledge Description . 1value|Value| Dev | Mean |[tance

AREA I: Hardware - Knowledge of equipment | | | | |
in use, their functions and | | | | |
operating concepts I 1 | 3 | .62] 2.07 |

1. Major types of computers —- | | | I

general knowledge |+ | &4 | .80} 2.79
Shared Rationale: (applies to 1 and sub-items) Audit trails-and --

l
|
I
controls are generally independent of types of hardware. The |
|
I
|

key to both a well controlled aud efficient system is the
software., Therefore only a generalized knowledge of hardware

is necessary. 3
Shared Rationale: (also applies to A. The assigned importance for A |
is different and given with A) Haven’t seen an analog computer |
in 20 years. | 4
A. Analog 1 4 | 6 | .74 | 4.64 |
Shared Rationale: (see the last rationale in 1 above) 1 6
B. Digital | 1 | & | .93 | 2.36 |
2. Major types of digital computers -- | | | I |
general knowledge 1 1 1 3 | .65 1 2.43 |
Shared Rationale: (applies to 2 and sub—items A and C) - |
Micro and mini computers are becoming widely used by many small, |
medium, and large firms and are used with and without remote |
processing capability. Therefore auditors must be required to |
understand smaller stand—alone_systems, | 2
A, Micro 2 1 5 | .83 ] 3.29 |
B. Mini 12 | 4 | .65 ] 2.57 |
C. Conventional {1 | 3 | .66 2.14 1
3. Different computer configurations -- | | | | |
general knowledge Il 1 | 3 | .53 1 2.14 |
A. Stand alonme -- mo remote 1/0 ] 1 1 3 | .73 2.07 |
Shared Rationale: Auditors must understand all configuratioms- 1
of computer systems because of the increasing importance of |
micro and mini computers as stand-alone systems as well as |
components of larger distributed networks, 1
B. Central —- remote on-line I/0 ] 1 | 3 1 .55 ] 2.00
C. Distributed networks . | 3 ] .62 11.93 |

4. Types of operating systems —-— | I [ I I
general knowledge I 2 | 3 | .50 ] 2.64 |




A. No operating system —-- operator I 2 | 6 | 1.29 | 3.50
controlled | | | -
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Shared Rationale: Again, a large number of businesses have
small scale (mini or micro) computers that are really under

control of the computer operator for processing. 2
B. Sequentially scheduled 2 | 5 1 .94 ] 3.43
C. Multiprogramming | 1 1 &4 | .83 | 2,71 |
Shared Rationale: (applies to C,D,and E) A general knowledge of 1
the technical characteristics of am operating system (e.g., |
multiprogramming, multiprocessing, or virtual) is usually |
not relevant. The assessment of risk or the evaluation of |
control, | &
D, Multiprocessing | 1 4 84 | 2.64
E. Virtual 2 4 70 | 2.79
F. Emulation 2 6 1.01 | 3.64 |
5. Types of storage mediums in use =--— | | | | |
general knowledge I 2 1 3 | .27 ] 2.93 |
A. Primary memory ~- core, | | | | |
semiconductor, . . . | 2 | 6 1 .93 | 3,36 |
Shared Rationale: The engineering requirements for core-storage |
do not have any effect on the condition of control or data. |
This area is not relevant from an audit standpoint. | 6
B. Secondary memory - tape, disk, - Il 2 | 3 | 471 2.71 1
6. I/O and storage devices =- | | | | |
- general knowledge : , | 2 3 | 361 2.86 |
A. Printers L 2 | & | .61 | 3.29 |
B. Tape drives | 2 | & 268 ] 3.00 |
C. Disk drives 2 { & .53 | 3.14 |
D. Mass storage units L2 5 | .80 1 3.21 |
E. Readers —- card, MICR, OCR, . . . | 2 | & | .53 | 3.14 |
F. Card punches | 3 |1 6 | .93 1 3.64 |
Shared Rationale: (also applies to H and M) Hardware - - - - |
alternatives have little or no effect on audit decisions. 1
The I/0 devices that need to be understood are those that |
extend "beyond the computer room" i.e., intelligent |
remote terminals etc., because they affect the evaluation of |
access controls, 6
G. Intelligent terminals L 1 1 3 1 .65 1] 2.57
He Microfilm 1.3 6 | .84 | 3.64 |
I. CRTs 1 3 .65 2.57_ 1
J. Keyboards ] 1 | 5 1.03 | 3.14 |
K. Point-of-sale 2 3 450 1 2.64 |
L. Audio 3 A 51 | 3.57 1
M. Converters 2 6 .91 | 3.71 |
7. Communications -— general knowledge | 2 | 4 | .62 | 3.07 I
A. Modems/data sets | 2 | 4 1 .65 ] 3.50 |
B. Line controllers | 2 5 | .70 | 3.79 1
C. Multiplexers/selector channels 1.2 5 | .93 1| 3.64 |



Shared Rationale: (also applies to E) The types of channels l
used are not usually relevant to the assessment of risk or |
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the evaluation of control. 1.5
D. Concentrators 2 5 .84 | 3.64
E. Types of channels 2 | 5 89 | 3.79
F. Front—end processors 2 5 .80 | 2,79 {
G. Cryptographic devices | 2 | 6 | 1.20 ] 3.71
Shared Rationale: Cryptographic devices are almost never used--
relative to risks that are of concern to financial |
statement auditors. - i 5
Shared Rationale: Cryptographic devices are not widely used ]
with financial systems, auditors may have to research if |
encountered. | 6
8. Hardware related code structures —— | | | | |
general knowledge I 2 | 5 | .94 | 3.43 ]
Shared Rationale: (applies to 8 and all sub-items. The assigned 1
importance varies and is provided with the sub-item) Auditors |
working with computers and reviewing controls should be |
required to be familiar with the basic code structures in order {
to be able to distinguish the hardware differences of various |
computers, This is especially important when auditors are |
developing computer assisted auditing procedures. | 2
A. Hollerith | 2 | 5 «85_1 3.57 |
B. ASCII codes |2 5 294 | 3.50 |
C. EBCDIC [ 1 5 1.20 | 3.29 |
Shared Rationale: EBCDIC knowledge is important for audit |
software | 2
D._BCD [ 3 1 5 1 .74 | 3.64 |
E. BAR codes | 3 4 6 1 .95 | 4.14 |
9. Punched card accounting equipment - | I I I |
general knowledge 1 3 1 5 1 .61 ] 3.71 1
Shared Rationale: (applies to all sub~items) While a knowledge - |
of punched card equipment may occasionally be useful, it has |
no bearing on audit evaluation. | .5
A. Keypunch | .2 1 5 1 .76 1 3.57 |
B. Verifier i 2 1 5 } .713413,71 |
C. Sorter | 6 | .63 | 4.36
D. Interpreter | 3 5 62 | 4.07
Shared Rationale: (also applies to E) Knowledge not needed; |
have not seen for many years. | 5
E. Reproducing punch ] 3 1.5 | .53 ] 4.14 |
10. Hardware related techniques -- | | | [ |
general knowledge | 3 1 & | .50 | 3.64 |
A. Paritvy 2 | 5 .76_| 3.57
B. Butrfering 3_ 1 6 .80 | 3.7y
C. Modularity | 3 6 73 1 3.93 1
D. Protocols | 2 6 .86_1] 3.86
E. Acknowledgement | 2 1 6 1 .86 1 3.86




F. Packet switching ] | 6 1 .68 | 4.00

3
11. Specialized systems -— general | | | | I
knowledge 2 1 4 1 471 3.071
A. Data entry | 2 | & | .73} 2.7% |
B. Word processing [ 3 1 6 1 .86 1 4.14 i
12. The operation of compoments together | | | | |
as a system I 2 | & | .53 1 2.14 |
A. Data transmission | 2 | &4 | .61} 2.71 |
B. Data control 1 5 95 | 2.14 ¢
C. Data manipulation 1 4 66 1 2,14
13. Security and control features —- | | | | |
general knowledge I 1 | & | .85 1 1.57 |
AREA II: Software —— general knowledge | 1 | 3 | .58 | 1.79 |
1. Available languages —- significant ] | | | |
features and operating comcepts I 1 | 4 | .84 | 2.36 |
A. High level 1 4 .86 | 2.14 |
B. Data base management_system | 1 4 J4 1 2.36 |
C. Specialized inquiry/report ] | 1. I
generation - 1 3 74 1 2,36
D, Special purpose L 1 4 .73 | 2.71 ]
E. Modeling/simulation L1 1 5 ] 1.01 | 3.64 |
Shared Rationale: The extermal audit purpose does not oftem - |
include modeling /simulation. Primary purpose is the audit |
attest function. | 5
2. Language classifications - significant| | | | |
features and operating concepts I 1 | 5 | 94| 3.43 |
A._Machine/PAL/HLL/natural 4.1 1 5 1 .94 1 3.57 |
B._ Procedural /non-procedural 1.1 1 5 1 .94 | 3.50 1
3. DTypes of programs — general knowledge | 1 | 4 | .77 | 1.86_ |
Shared Ratiomale: (applies to 3 and all sub-items. The assigned |
importance varies and is provided with the sub-item) A good ]
general knowledge of how programs work and interface is |
essential to the evaluation of controls. While specifics of i
various vendors’operating systems may not be important, the ]
knowledge of how application programs relate to operating |
systems is of utmost importance. | 1
A. Application | 1 | 3 | .65 | 1.43 |
Shared Rationale: (see 3. for rationmale) R B |
B. Utility [ 1 | &4 ' .91 ] 1.71 §
I

Shared Rationale: Auditors must understand the types of utility



programe available. Utility programs can be used to copy
files, delete files, change data, and change file names.
In many cases the utility program provides a minimal audit
trail, if any. Auditors must understand the risks involved
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considered in the software purchase decision.

in this area, 1
Shared Rationale: (see 3. for ratiomale) 1
C. Operating system 1 4 .85 1 2.57
D. Tramslator 1 6 1.16 | 3.50
Shared Rationale: (see 3. for rationale) SR 2
4. Understand and evaluate the software | | | | |
interfaces of 1 1 & } .77 1 1.86 |
A. Application programs 1 | 3 63 | 1.64 |
B. DBMS 1 | 4 83 1 1.71 |
C. Distributed systems 1 4 .80 | 1.79
D, Electronic funds transfer system | 1 4 1.00 | 1.93
Shared Rationale: If you are auditing a bank, EFTS gets a "2%;
as a general knowledge item for every auditor, it is not i
very important, | &
E. Electronic mail systems | 3 1 6 | .83 1 4.29 |
Shared Rationale: Not relevant. o | 6
5. Understand programming techniques —- | | | | |
top down, modular, structured . . . | 2 | 5 | .91 | 3.29 |
6. Operation of the major types of DBMS | 2 | &4 | .58 | 2.7y |
A, Modification of operating system | 1 | 4 | .80 | 2.79 |
Shared Rationale: (applies also to B) 99% plus of all auditors- |
are not, and never will beytechnically qualified to |
understand DBMS related "modification of operating system" i
or "interfaces with the 0S"—these items are no more |
important than any file interface and are not relevant to |
rigk assessment or control evaluation. 4
B. Interfaces with existing OS | 1 1 4 | .77 1 2.86
C. Used with back-end processor } 1 1 5 11.05 1] 3.21 |
7. The structure of software —-— I 2 | 5 | .76 | 3.57 |
A. System architecture Jl 2 1 5 1 .76 13.57 1
B, Instruction formats .2 | 5 | .76 13.57 |
C. Program comstruction 1 2 1 5 | .76 1 3.50 { _
D. Translator comstruction 3 1 5 | .531 4.14 |
E. Operating system structure 3 1.5 1 <701 3.79 |
8. Software evaluation techniques j 1 J 5 1 1.08 | 3.36 |
Shared Rationale: The software evaluation process is just as -
important as the process for developing in-house systems. |
Adequate controls of a proposed software product must be {
2

9.

Software trends ] 3 1 4 | .50 1] 3.36
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10. Available packaged software |2 | 4 1 .47 | 2.93
Shared Rationale: (also applies to both sub~items) Not relevant. -- 4
A. Vendors 2 4 «55 1 3.00
B. User groups 2 4 <47 | 3.07

ARFA III: Systems Analysis and Design -- | | | | |
general knowledge I 2 | 3 | .47 1 2.29 1]
1. Systems development methodologies ~— | o | | |
top down, bottom up . . . b2 1 &4 | 471 2,93 |
2. Systems study procedures - general | | | ] |
knowledge .2 | & | .76 | 2.57 |
Shared Rationale: (also applies to sub-items A to E) External- S |
auditors do not need this knowledge to audit systems and |
provide an opinion, 1 &
A. Project origination and approval | 2 4 65 | 2.50
B. Problem definition/documentation ]| 2 & .76 1 2.50
C. Feasibility study 2 6 1 1.11 { 3.00
D. Systems study 12 5 97 1 2.79
E._Systems development L2 | 4 .65_1 2.50 {
F. Systems testing 1 3 1 .47 | 2,07 |
G. Systems implementation methods 2 3 | .52 1 2.50 |
Conversion techniques | 1t 3 | .631 2.36 |
I. Systems/program maintenance | | 3 1 .61 | 2.29 1
3. Ability to design a simple system | 1 | 5 11.01 ] 2.64 |
Shared Rationale: (also applies to both sub~items) Knowledge not !
required to audit systems. |
A. Batch [ 1 | 5 1 .99 1] 2.71 |
B. On-line -- few interfaces .1 | 5 1 .97 1 2.79 |
4, Programming process from I 1 | 3 | .58 1 1.79 |
authorization to maintenance ] | 1| -1
Shared Rationale: If "programming process from authorization to |
maintenance is a "2", the auditor should "sufficiently |
understand to applyo“ Most auditors do not have to program. |
They only need a general knowledge (scale "3") to be able to |
evaluate risks and controls. | 3
5. Able to program | 1 | 5 | 1.23 1 2.86 |
Shared Rationale: (also applies to sub~items A to D. Assigned -
importance is given with each item) External auditors do not 1
need this knowledge. | 5
A. Program assembly language | 3 1 5 1 .77 1 4.14
Shared Rationale: (see 5 for rationale) : . 5
B. High level language [ 1 1 5 {1.19 1 2.79 |
Shared Rationale: (see 5 for rationale) . i 5
C. DBMS language 1.2 | 5 1 .93 1 3.64




Shared Rationale: (see 5 for ratiomale)
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D. Modeling/mathematical language 3 1.6 | .84 1 4.36

Shared Rationale: (see 5 for ratiomale) 6
E. At least one language | 1 1 5 ] 1.20 ] 3.29 |
Shared Rationale: Understanding of a programming language' is |
rudimentary to anyone in the data processing field—— ]
including auditors of computer based systems, 1 2
6. Able to understand and evaluate the | | | | |
design and use of Il 11 3 | .47 1] 1,931
A. Forms and reports | 1 1 3 | .66 1 2.14 |
Shared Rationale: (also applies to C) Forms, reports, and- -
libraries are integrated parts of a system of internal ]
accounting control. Lack of adequate design, comntrol, and |
use of these areas could cause an otherwise adequate system |
to be evaluated negatively, 11
B. Multiple organization systems 1 2 1 4 1 .65 1 2.43 |
C. Special files -— libraries, | | | - -
indices, tables 1 4 85 | 2.43 |
D. Coding systems 1 2 A .77 | 2.86_1
E. Multimode processing systems 2 | 5 | .831 3.29
F, Recovery/restart procedures 1 | 4 | .74 | 2.36
G. Operating systems . 2 | 4 {4 .73 1 2.93 |
Shared Rationale: Nothing in the required scope of a financial- 1
statement audit requires an auditor to have a general |
knowledge Re the "evaluation of the design" of an operating 1| .
system. Perhaps evaluate controls within the operating |
" system. ' | 4
7. File organizations —— general | | | | |
knowledge 1 1 1 & | .70 | 2,21 |
A. Sequential 1 4 ] .80 | 2.21 |
B. Index sequential 1 4 | .80 | 2.21 |
C. Random processing, 1 -1 |
non—integrated files | 1 4 | .80 [ 2.21 |
D, Integrated data base —— batch | ] : |
procegsing .1 1 4 | .73 ] 2.29 |
E. Integrated data base ~- | | I i |
real~time processing 1 4 | .70 | 2.21 |
F, Shared files 1 4 | .74 1 2.36 |
G. Special reports files | 2 4 | .63 | 2.64 |
H. Operating system records/files 1.2 4 | .62 4 2.93 |
Shared Rationale: Operating systems require an in-depth -
technical knowledge to understand and review--this is often |
beyond the skill level of the auditor. If operating systems |
must be reviewed, it should be the job of a technical EDP I
specialist--not in the financial audit scope. | 4
8. File access techniques —— general | | | i |

knowledge I 1 | &4 | 74| 2.36

A. Sequential 1 .1 | & | .74 1 2.36
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B. Index sequential 1 4 74 | 2.36
C. Direct 1 4 J4 | 2.36 ]
D, Indices 1 4 .76 | 2.43
9. Diagnostic aids - general knowledge | 3 | 5 | .65 | 3.50 |
A. Software momitors | 1 1 5 1 .99 |:3.29.]
Shared Rationale: A good and well used software monitor can I
compensate for certain other weaknesses in internal control. |
Auditors must understand to adequately evaluate controls. ]l 2
B. Hardware monitors I 3 I 5 | .61 1 3.71 |
10. Computer applications ~— general | l l | |
A. Range of applications . 1 2 .51 | 1.57
B. Decision support techniques —- s o
models/gimulation L. 2 1 5 | .76 1 3.57 |
C. Specialized appiications 1 5 .24 1 2.50
a. Electronic funds transfer 1 5 .94 | 2.43
Shared Ratiomale: Not relevent to financial audits. 6
b. Production -— data acquisition 1 5 1.02 | 2.43
c. Electronic mail 3 6 1.14 | 4.29 -
11. Types of documentation -- general ] | | | |
knowledge . b1 3 1 .61 1.71 |
A. Program | 1 1 3 1 .70 J1.79 |
Shared Rationale: (also applies to C) Program and data -
processing operations documentation are generally not a very |
useful source of audit information. A general knowledge is |
usually adequate since important information (e.g. re |
controls) is usually available from easier to use sources., 1 3
B. System 1.1 f 3 | .65 1 1.57 |
C. Data processing operations [ 1 1 3 1 .70 ] 1.79 |
D. User I 1 1 3 | .65 [ 1.57 |
12, General categories of charts --— | l | | |
general knowledge I 2 | 5 | .85 | 2.50 |
A. Activity [ 2 5 .86_| 2.86_|
B. Layout | 1 5 .97 1 2.79 |
Shared Rationale: Record and file layouts are extremely- - -
important. Since the development of computer audit |
procedures and the review of applications are essential, ]
this must have top priority in order for audit objectives to |
be achieved. 1
C. Personal/organizational | | | |
relationships L 1 1 3 1 .62 ]1.93
D. Statistical I 2 1 4 | .6113.29
Specific types of charting —— | I [ | |

13,

general knowledge I 1 | & | .68 | 2.00
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A. Program logic | 1 | 4 |1.08] 2.64 ]
B. Hierarchical input, processing, I | I
and_output ] 1 | & ] .91 ] 2.29

Shared Rationale: Necessary for understanding the flow of-
transactions througn the system. Top priority--most

important,
Shared Ratiomale: External auditors do not need this knowledge
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to sudit systems, 4
C. Systems flowchart .1 1 3 | .6111.71
D. Process flowcharts | 1 1 4 | .84 1] 2.36
E. Gantt 1 | 5 [ 1.09 | 3.43
14, Solution alternatives =- understand | | ] | ]
and evaluate | 1 | 5 j1.04] 3.00 ]
Shared Rationale: (applies to 14 and all sub-items. The assigned |
importance varies and is provided with the sub-item) Necessary |
for the completion of the preliminary EDP review and to |
estimate the resources required to complete the general 1
controls review. | 2
Shared Rationale: (applies to 14 and all sub-items) From an l
auditing standpoint being able to select from alternatives is i
not important. This is a management service function I 5
A. Types/sizes of computers { 1 | 5 j1.03 1 3.14 |
Shared Rationale: (see 14 for rationale) s 2
B. Computer configurations L1 1 .5 11.03 | 3.14
Shared Rationale: (see 14 for rationale) : - 1 2
C. Sottware development =- in-house, | | | i
contract, . . . 1 1 1 5 }11.03 ] 2.86 |
Shared Rationale: (see 14 for rationmale) - = 3
D. Special gervices —— vendor | 1 | 5 {1.00 ] 3.07
Shared Rationale: (see 14 for rationale) L 3
E. Time sharing, purchase, lease. L 1 | 5 | 1.03 | 3.14 |
Shared Rationale: (see 14 for rationale) : -1 3
15. Control techniques -~ understand | I ] | |
and evaluate 1 1 1 | .00 1.00 |
A. Access to facilities, hardware, | ! I | |
software, and data [ 1 2 +27 1 1.07 |
B. Input —-- hardware, software, and | -1 -
procedural | 1 | 2 1 .36 | 1.14 |
C. Processing |1 | 1 | .00 1] 1.00
a. Application programs 1 1 1 .00 | 1.00
b. Utility programs 11 2 .50 1 1.36_}
c. Operating system 1+ {3 1 .73 11.93 |
Shared Rationale: External auditors do not need this =
knowledge. Usually assume the operating system is OK. | 3
Shared Rationale: Not within the financial audit scope.: |
Operating systems should be evaluated by a specialist ]
rather than a computer auditor. ' |1 3
d. Special applications (.1 1 3 [ .65 11,57 |
(1). Time sharing = 3rd party | 1 | 3 | .66 { 1.86 i
(2). DBMSs 1 1 &4 1 .77 { 1.86 |
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(3). Communication networks _ 1 5 1.00 | 1.93
(4). Error correction 1 4 .85 1 1.50 ]
D, Systems analysis, design, and
implementation 1 2 «52 1 1.50
E. Documentation 1 4 .93 | 1.64

Shared Rationale: Documentation is not that important.: - | &
F,_Output : .1 1 2 ] 431 1.21 |
AREA IV: Data Processing Operations | | | i |
(DP & Departments) b1 1 3 | .61} 1.71 |
1. Tape management/control I 1 1 3 | .80 1 1.79 |
2. Forms management/control I 1 1 3 | 771 2.14 |
3. Data Base administration I 1 | 3 | .77 1 1.86 |
4, Data entry procedures —— general ] | | | |
knowledge I 1§ 3 | .65 1| 1.57 |
A. Access 1 2 .51 1.43
B. Machine readabie documents 1 3 47 1 1,93
C. Off-line manual recording [ 1 3 | .62 | 2.067
D. Scheduled on-line manual | | | | |
recording | 1 | & .83 | 2,07
E. Event driven on-line manual | | -
recording 1 1 &4 83 11,93 |
F. Automatic on~line recording I 1 | 4 .86 1 1.86 |
5. Processing modes —-- host and | I ! | |
timesharing —— general knowledge I v 1 3 {1 .581 1.79 {
A. Card oriented batch 1 ]| 4 .73 | 2.07 |
B. Keyboard oriented batch 1 4 oJ7 1 2.14 |
C. Interactive computing | 1 4 .80 {1 1.79 |
D. On-line inquiry 1 | 3 | .62 4 1.93 |
E. Data acquisition and control 1 | 4 | .80 | 1.792 |
6. Data transmission -- general { | | | |
knowledge I 1 | 4 | .77 | 2.14 |
A. Data conversion | 1 1 4 | .76 | 2.50 |
B. Tramsmission .o | 4 4} .85 1 2.50 |
C. Data control ] 1 | 4 | .86 ] 1.86 |
Shared Rationale: Data control is one of the essential elements |
of good accounting control. Most essential. | 1
Shared Rationale: Understanding data control is very importamt, | 1
7. Processing concepts — general | | | | |

knowledge I 1 | 4 | .85 | 2.50 |
A, Program loading 1 4 .95 2.86
B. File loading 1 4 .95 2.86
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C. Instruction execution | 1 4 11.03 | 2.86
D. Program and record fixes | 1 4 | -.99 1 2.29

Shared Rationale: The auditor should have a good knowledge of
the techniques used for program and record fixes. In many
cases these "fixes" are only known to a few highly techmnical
individuals within the organization and no one in the
organization supervises these individuals—-or—--understands
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what_they do. 1
E, Recovery/restart | 1 | &4 | .84 | 2.36

AREA V: Data Processing Management =-- | | | | |

general knowledge : | 1 | 4 | .80 | 1.79 |

1. Personnel management ~- understand | | | | ]

and evaluate Il 2 1 4 | .63 1 2.36 1

A. Staffing | 1 1 4 | .74 ] 2.36 |

B. Evaluation | 1 1 5 11.14 1 2.71 {

Shared Rationale: It is not that important to know how staff - |
members are evaluated. | &

C. Scheduling L1 | 4 | .91 1 2.71 |
Shared Rationale: Just not important from an audit viewpoint.-= | 4

D. Training I 2 1 4 | .61 2.64 |

2. Organizational management -- ] | | | |

understand and evaluate ' 1 1 1 2 | .47 1 1.29 |

A. Data processing organizational | | | | |

structure [ 1 1 2 i .50 1 1.36 |

B. Relationships with other ] | R B

departments | 1 | 2 | .50 1.36 |

C. Separation of responsibility I 1 1 2 1 .43 11.211

3. Facilities management ~- understand | ] ] ] ]

and evaluate 11 1 3 1 .63 | 1.64 |

Shared Rationale: (also applies to all sub~items) Facilities: |

management is not very popular outside of a few specialized |

areas-—-and a general knowledge should be adequate for most l

auditors. Even when used, what is there to know at the "apply" |
level? { 3

A. Enviromment [ 1 1 3 1 .61 11,71 |

B. Access control I 1 | 3 | .651 1.43 {

4. DP operations management -- | | | |

understand and evaluate I 1 1 2 1 .36 1] 1.86 |

A. Systems development/control |1 1 2 | .52 1 1.50 |

B. Programming development, | | [

maintenance, and control ] 1 1 2 | .51 | 1.43 ]

C. Job _scheduling | 1 ] 3 1 .65 1 2.50 |

D. Charge-back methods | 1 1 5 | .96 1 3.00 |

Shared Rationale: It should not make any difference to-external |



auditors how the departments are charged for DP use.
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E. Planning

| 1

4

.89 | 2.79

Shared Rationale: How the DP department plans for future growth

in _equipment does not concerr_the external asuditor. 1 4
F. Records management —- retention | | | | i
and control | 1 ] 3 | .58 1 2.21 |
a. Forms 1 3 63 1 2.36 1
b. Reports 1 3 58 1 2.21 |
c. Source documents 1 1 3 | .62 1 2.07 |
5. General knowledge of trends I 1 | 4 | .66 | 2.86 |
A. Software 1 4 74 | 2.64
B. Hardware 2 4 .62 | 3.07
C, Systems_ development 2 | 4 1 .62 1 2.93
D. Applications 2 | 4 ] .55 1 3.00 |
E. Frogramming techniques I 2 | 4 {1 .61 | 3.29 |
6. Evaluation and contracting for I 1 | 4 | .91 1] 3.29 |
A, Software L1 ] 4 11,03 ] 3.14 |
B. Hardware 1 2 | 4 | .65 1 3.43 |
C. Consultants I 3 1 4 | .52 1 3.50 1|
7. Implications of l 2 | 4 | .58 1 2.79 |
A. In-house versus out-house - | | | | |
software development 1 4 73 1 2.71 |
B. Purchase versus lease/rental 2 & .70 1 3.21 |
C. In-house versus contract | | i 1
installation management .1 | 5 11,07 ] 3.07 1
Shared Rationale: Not of audit significance. SR -
8. Current laws and regulations =~ | | | | |
general knowledge 1 1 1 4 1 731 2.7111
A. Privacy 1 4 83 | 2.71 |
B. Reporting requiremenis 1 1 | 4 .76 1 2.57 |
C. Trade secrets, patents, and I | i -
copyright L1 1 & 1 .80 | 3.21 |
AREA VI: Specialized Audit Knowledge | | | ] |
and Techniques. General | | | | |
knowledge of area. ' 1 | 2 | <521 1.50 |
1. Understand and be able to use I 1 | 3 | .61 1) 1.71 1
A. Test decks L. 1 | 5 11.09 | 2.50 |
Shared Rationale: Antiquated approach. S : 5
B. Test data generators { 1 | 6 ] 1.36 1 3.00
Shared Rationale: (also applies to C and F) Not cost effective }
6

for external auditors.

C. Tagging and tracing

|1 ] 6 11.27 13.29



Shared Rationale: It is extremely difficult to get audit data
for an entire year§ operations by using the tagging and

tracing technique.
D. Integrated test facility ] 1 4 91 | 2.71
E. Live on-line sampling techniques | 1 3 «73 | 1.7%
F. logic tracing software packages 12 6 1.02 | 3,43
G._Code review and comparison 1 5 1.01 | 3.36
a. Application programs 1 5 1.12 | 3.21
b, Utility programs 1 5 1,02 | 3.43 |
c. Operating system programs . 3 1.5 .78 | 4,00 {
H. Flowcharting software packages | 3 1 6 .53 | 3.86 |
I, Data/record retrieval using | | I - -
utility programs 1 4 <89 [ 1.79
J. DBMS data/record retrieval 1 4 .84 | 2.36
K, Parallel simuiation 1 5 97 1 2.79 |
L. Generalized audit software 1 2 | .50 1.36
M. Ability to program cuscom audit N
software ¥ | 5 }11.201 2.29 ]
Shared Rationale: Very few auditors have the need to program |
custom audit software. Even when there is a need, it is far |
better to bring in an experienced programmer. | &4
2. Understand computer internal | | | | |
control/vulnerabilities I 1 | &4 | .84} 1.36 |
A. Hardware | 1 | 3 1 .63 1] 1.64 |
B. Software | 1 | 4 1 .85 1 1.50
C. Organizational | 1 | 4 .84 | 1.36
D. DP procedures 1 4 .84 | 1.36
E. User procedures 1 4 .83 | 1.29 ;
F. Systems design, development and | | | | |
implementation 1 4 .85 1.43 |
G._Documentation 1 3 .26 | 1.57 |
Shared Rationale: Documentation is not that importamt to - =
external auditors, 3
H. Forms 1 | 3 | .62 | 2.07
I. Data entry 1 | 3 | .65 1 1.43 |
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Area/Item | Low |High | std | | Impor-
Rnowledge Description - |value|Value| Dev | Mean |tance
AREA I: Hardware ~ Knowledge of equipment | | | | |
in use, their functions and 2 1 3 | .50 1 2.67 |
operating concepts ] | | | ]
1. Major types of computers —— general | | | ! |
knowledge 2 1 3 | .33 ] 2.89 |
A. Analog |4 5 1 .53 | 4.44 |
B. Digital | 2 5 11.05 1 3.11 |
2. Major types of digital computers -- | | [ | |
general knowledge I 2 | 3 | .53 1] 2.44 |
A. Micro .3 1 &4 | .33 ] 3.11 |
B. Mini L 2 | 3 .53 | 2.44 |
C. Conventional i 2 1 3 .53 | 2.44 |
3. Different computer configurations =- | | | | |
general knowledge ' l 2 | 3 | .50 { 2.33 |
A. Stand alome -— no remote I/O ] 1 4} 3 | .60 1 2.11 ]
B. Central -- remote on-line I/0 | 2 | 3 | .44 1 2,22 |
C. Distributed networks | 2 1 3 | .44 1 2,22 |
4, Types of operating systems =~—- general | | | |
knowledge 2 4 | .50 | 3.00 |
A. No operating system =-—- operator | | | | ]
controlled 2 6 1.12 | 3.33
B._ Sequentiglly scheduled 3 4 .33 | 3.11
C, Multiprogramming 3 4 44 | 3.22 |
D, Multiprocessing 2 4 | .60 | 3.11 |
E. Virtual L3 | &4 | .44 ] 3.22 |
F. Emulation | 3 1 5 | .78 13.89 |
5. Types of storage mediums in use =-- | | | | |
general knowledge b 3 | & | .33 | 3.11 |
A. Primary memory -- core, I | | I |
semiconductor, . . . | 3 5 .93 | 3.89 |
B. Secondary memory — tape, disk, | 2 4 .60 | 2.89 |
6. I/0 and storage devices -~ general I I | | |
knowledge I 2 | 3 | .33 1| 2.89 |
A. Printers L. 3 1 &4 1 .50 1] 3.33 ]
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B. Tape drives | 2 | 4 «50 | 3.00
C. Disk drives | 2 | 4 .50 | 3.00
D, Mass_storage units 2 1 & .71 | 3.33 ]
E. Readers -~ card, MICR, OCR, . . . 3 _ 1 4 .53 | 3.44 |
F. Card punches 3 | 6 | 1.05] 3.89 |
G. Intelligent terminals 2 | 3 | .53 | 2.56 |
H, Microfilm 3.1 6 | .93 ] 4.11
I, CRTs | 3 «53 2,56
J. Keyboards 3 5 .87 | 3.67
K. Point-of-sale 3 3 .00 | 3.00
L. Audio 3 1 6 | .97 4,22
M. Converters L. 3 1 .5 | .67 | 4.22 |
7. Communications —— general knowledge | 3 | 4 | .44 | 3.22 |
A. Modems/data sets I 3 1 5 | .71 1 3.67 |
B. Line controllers [ 3 1 5 | .67 | 4.22 |
C. Multiplexers/selector channels | 3 | 5 | .67 | 4.22 |
D. Concentrators {3 5 67 1 4.22 |
E. Types of channels | 3 5 67 1 4.22 |
F. Front-end processgors | 2 | 5 .83 1 3.22
G._Cryptographic devices _ | 3 1 .6 1.09 | 4.22
8. Hardware related code structures -— | | | |
general knowledge Il 2 | & | .71 1} 3.33 |
A. Hollerith 2 | 5 11.0113.5
B. ASCII codes 2 4 | .83 | 3.22
C. EBCDIC [ .2 | &4 | .87 | 3.00 |
D. BCD | 3 1 5 | .78 3.89 |
E. BAR codes .. 3 1 6 1 .83 1 4.22 |
9. Punched card accounting equipment -- | I |
general knowledge | 3 1 5 | .50 1| 4.00
A. Keypunch 1 3 5 1 .50 ] 4.00 ]|
B. Verifier | 3 5 .50 | 4.00 |
C._ Sorter | &4 | 5 233 | 4.11 |
D. Interpreter | 4 [ 5 233 | 4.11
E. Reproducing punch | 4 1 5 33 | 4.11
10. Hardware related techniques -- | I |
general knowledge | 3 | 5 | .60 ] 3.89 |
A. Parity | 3 1 4 ] .50 ] 3.67 |
B. Buffering | 3 5 .71 | 4.00 |
C. Modularity | 3 5 .78 | 4.11 |
D. Protocols | 3 | 5 .71 | 4.00
E. Acknowledgement 1.3 1 6 .87 | 4.33
F. Packet switching [ 3 1 6 1 .87 | 4.33 |
11. Specialized systems -- general | | | |
knowledge I 3 | &4 | .44 ) 3,22 |
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A. Data entry | 2 1 &4 | .60 | 3.11 |
B. Word processing & 1 6 | .97 1 4.78 |

12. The operation of components together | | | | !

as a system I 2 | 4 | .71 1] 2.67 |
A, Data transmission 2 | 4 | .71 1] 3.00 |
B. Data control I 1 1 & | .88 | 2.56 |
C, Data manipulation | 2 | & | .71 1 2.67 |
13, Security and control features ~- | | | | |
general knowledge P 1 | 3 | 731 1.5 |
AREA TI: Software —- general kmowledge | 2 | 3 | .45 | 2.21 |
l. Available languages -— significant | | | | |
features and operating concepts i 1 | 4 | .88 1| 2.56 |

A. High level 4 .83 | 2.22

B. Data base management system 2 4 +73 1 2.56
C. Specialized inquiry/report | ] | | |
generation L. 2 | & .67 | 2.78 |
D, Special purpose I 2 1 4 .67 | 2.78 |
E. Modeling/simulation ] 3 |5 | .78 1 4.11 |
2. Language classifications - significant| | | | |
features and operating concepts I 3 | 5 | .67 | 4.22 |
A. Machine/PAL/HLL/natural 3 1 5 67 1| 4.22 |
B. Procedural/non-procedural 3 1.5 67 | 4.22 |
3. Types of programs - general knowledge | 2 | 2 | .00 | 2,00 |
A. Application L1 1 2 .53 1 1.56 |
B. Utility |1 1 4 293 | 1.89 |
C. Operating system | 2 | 3 1 .48 [ 2.63 |
D. Translator | 3 1 5 | .60 | 3.89 |
4. Understand and evaluate the software | | I | |
interfaces of 1 | 3 | .60 | 2.11 |
A. Application programs L1 | 3 | .50 ] 2.00 |
B._DBMS | 1 1 3 ]| .67 1 2.22 ]
C., Distributed systems 1 1 3 | .60 1 2.11 |
D. Electronic funds transfer system | 1 | 3 | .50 | 2.00 |
E. Electronic mail systems | 4 | 6 | .84 ] 4.70 |
5. Understand programming techniques -~ | I | | [
top down, modular. structured . . . | 3 | 4 | .53 | 3.56 |

6. Operation of the major types of DBMS | 2 | &4 | .60 | 3.11 |
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A. Modification of operating system 2 4 .60
B, Interfaces with existing 0S 2 4 .60 | 3.11
C. Used with back-end processor 3 & | .53 | 3.56 |
7. The structure of software —- general Il ] ] |
knowledge ] 3 5 | .67 ] 3.78 |
A, System architecture | 3 5 | .78 {-3.89 |
B. Instruction formats 3 5 1 .71 | 4.00 |
.C._Program comnstruction 3 5 .78 1 3.89 |
D. Tramslator comstruction [ 3 5 .78 | 4.11 |
E, Operating system structure 3 5 .71 ] 4.00 |
8. Software evaluation techniques | 2 4& | .81 | 2.94 |
9. Software trends | 3 & | ,53 | 3.56 |
10. Available packaged software | 3 4 | .50 | 3.33 1|
A. Vendors | 2 4 | .67 | 3.22
B. User groups |2 4 | .71 | 3.33
AREA III: Systems Analysis and Design -- | | | ]
general knowledge | 2 3 | .50 ] 2.33 |
1. Systems development methodologies —- | | |
top down, bottom up . . . ' | 2 & | .71 | 3.00 |
2. Systems study procedures - general | | | |
knowledge I 2 31 .501 2.33 |
A. Project origination and approval L2 3 1 .44 ] 2.22 |
B. Problem definition/documentation | 2 3 1 .44 | 2,22 |
» C. Feasibility study ] 2 4 | .67 | 2.78 |
D. Systems study | 2 3 .53 | 2.56
E, Systems development 2 3 .50 | 2.33
F. Systems testing | 2 3 | .33 1 2.11 |
G. Systems implementation methods | 2 3 { .50 | 2.33
H. Conversion techniques ] 2 3 | .50 1] 2.33
I. Systems/program maintenance 2 3 | .44 | 2,22 |
3. Ability to design a simple system | 2 4 | .71 | 3.00 |
A. Batch 1.2 4 | .71 | 3.00 |
B. On—line —— few interfaces | 2 4 | .71 | 3.00 |
4. Programming process from l l | I
authorization to maintenance | 1 3 1 .71 1 2.00 |
5. Able to program | 3 5 | .71 ] 3.32 |
A. Program assembly language [ 3 6 .88 | 4.56 |
B. High level language | 2 5 .83 | 3.22 |
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C. DBMS language Il 3 | 5 | .67 13.78 |
D. Modeling/mathematical language | 4 | 5 | .53 | 4.44 |
E. At least one language l-2 | 5 |1.05 ] 3.11 |
6. Able to understand and evaluate the | | | | |
design and use of - l 1.1 3 | .50 | 2.00 |
A. Forms and reports | 1 3 | .60 | 2.11 |
B, Multiple organization systems 2 & | .71 | 2,67 ]
C. Special files -- libraries, | | - I
indices, tables .1 | & | .78 1 2.89 |
D. Coding systems L 2 J 5 1 .83 ] 3.22 |
E. Multimode processing systems 2 5 .87 | 3.67 1
F. Recovery/restart procedures 2 4 .50 | .3.00 |
G. Operating systems | 3 1 4 | .50 1 3.33 |
7. File organizations -- general l | | | [
knowledge P 1 | & | .88 | 2.44 |
A. Sequential 1 1 J 4 | .88 | 2.44 |
B. Index sequential L1 & | .88 | 2.44 |
C. Random processing, | | I | |
non—-integrated files | 1 | & | .88 | 2.44 |
D. Integrated data base -- batch | | | | |
processing | 2 | 4 | .73 ] 2.56 ]
E. Integrated data base -- | | | I -
. __real~time processing |2 4 | .73 | 2.56
F. Shared files | 2 4 1 71 | 2.67
G._Special reports files | 2 | 4 67 | 2.78 |
H. Operating system records/files | 2 | &4 .71 1 3.33 |
8. File access techniques —- general | | | | |
knowledge I 2 | 4 | .73 | 2.56 |
A. Sequential L 2 | &4 | .73 | 2.56 |
B. Index sequential 2 4 .73 | 2.56_ ]
C. Direct 2 4 «73 2.56
D. Indices 2 4 .73 2.56
9, Diagnostic aids - general kmowledge | 3 | 4 | .44 ] 3.78 |
A. Software monitors L. 2 | & 1 .73 | 3.44 |
B. Hardware monitors 1 3 | 4 | .44 1 3.78 |
10, Computer applications —- general | | | | |
knowledge | 1 | 2 | .50 | 1.67 |
A. Range of applications [ 1 2 .53 ] 1.56 |
B. Decision support techniques -- | - B
models/simulation | 3 1 5 | .73 1 3.94 |
C. Specialized applications 2 5 .83 | 3, |
a. Electronic funds transfer 2 4 .67 | 2.78 |
b. Production —— data acquistion | 2 | 5 | 1.09 | 3.22 |
c. Electronic mail | 2 | 6 | 1.24 | 4.56 |
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11.

Types of documentation -=- general

knowledge b2 1 3 | 66 2.22 |
A. Program L 2 | 3 | .44 ] 2.22 |
B. System 1 3- | .60 | 2.11
C. Data processing operations 2 3 A4 | 2.22
D. User [ 1 1 3 | .60 { 2.11 |
12. General categories of charts -- | | | | |
general knowledge i 2 1 3 | .53 1 2.56 |
A. Activity 2 4 .71 2.67
B. Layout 1 3 71 | 2.33
C. Personal/organizational | | | - |
relationships 1.1 1 3 67 | 1,78 |
D. Statistical | 2 | & .71 | 3.33 |
13. Specific types of charting — ! | | | {
general knowledge |l 2 | 3 | .50 | 2.33 |
A. Program logic L 2 | 4 1 .87 | 3.00 |
B. Hierarchical input, processing, | | | - |
___and output 1 3 .93 | 2.11 |
C. Systems flowchart 1 3 .60 | 2,11 |
D. Process flowcharts | 2 | 4 JJ1 | 2.67 |
E. Gantt I T .87 | 4.00 |
14, Solution alternatives —- understand | | | | |
and evaluate i 2 | 4 | .60 | 3.11 |
A. Types/sizes of computers | 2 1 4 | .67 | 3.22 |
B. Computer configurations 2 ) &4 1 .67 1 3.22 |
C. Software development —- in-house, | | | | |
contract, . . . 3 | 5 | .73 1 3.44 |
D. Special services —- vendor 3 1 5 1 .73 ] 3.5 |
E. Time sharing, purchase, lease . | 3 1 5 1 .73 ] 3.56 |
15. Control techniques ==~ understand | | | | |
and evaluate ] 1 1 1 | .00 ] 1.00 |
A. Access to facilities, hardware, | | | | |
software, and data | 1 ] 2 | .44 ] 1.22
B. Input -- hardware, software, and | | | |
procedural | 1 2 | .33 ] 1.11 |
C. Processing | 1 1 .00 | 1.00
a. Application prégrams | 1 1 .00 | 1.00
b. Utility programs 1 3 | .73 | 1.44 |
c. Operating system 1 3 | .78 1 2.11 |
d. Special applications 12 1 .43 1 1.76 ]
(1). Time sharing ~ 3rdparty | 1 | 3 | .67 | 2,22 |
(2). DBMSs 111 4 | .87 1] 2.00 ]
(3). Communication networks | 1 | 5 ] 1.12 ] 2.33 |
(4). Error correction | 1 1 2 1 .50 | 1.33 |
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implementation | 1 | 2 J .53 | 1.44

E. Documentation 1 3 .60 | 1.89

F. Output 1 2 «33 1.11
AREA IV: Data Processing Operations ] ] ] ] ]
(DP & Departments) I 2 | 3 | .33 2.11 |
1. Tape management/control [ 1 1 3 | .50 1 2.00 1!
2. Forms management/control I 2 1 & | .73 1 2.44 |
3. Data base administration I 2 1 3 | .33 1 2.11 |
4. Data entry procedures —- general | | | I I
knowledge l 2 | 3 | 331 2.1 1
A. Access 1 3 1 .71 1 1.67 1|
B. Machine readable documents 2 3 | .33 | .11 ]

C, Off-line manual recording 2 3 .50 | 2.33 |
D. Scheduled on-line manual ! ]
recording 2 | 3 .50 | 2.33 |
E. Event driven on-line manual | -
recording 2 1 3 1 .50 1 2,33 |

F. Automatic on-line recording 2 ] 3 | .50 2.33 1|
5. Processing modes —- host and | I I I |
timesharing -~ general knowledge I 2 | 3 | .50 [ 2.33 |
A. Card oriented batch 12 i 4 1 .71 1 2.33 1
B. Keyboard oriented batch | 2 | &4 | .71 ] 2.33 |

C. Interactive computing 2 3 .33 | 2.11

D. On-line inquiry 2 3 .33 | 2,11
E. Data acquisition and control 1.2 | 3 | .33 ] 2.11 |
6. Data tramnsmission -- general | | I | |
knowledge [ 2 | 3 | .53 ] 2.56 |
A. Data comnversion |2 4 | .67 | 2.78 |
B. Transmission i 2 4 | .50 ] 3.00 |
C. Data_control 1 1 2 | .53 1 1.56 |
7. Processing concepts =- general | | ( { |
knowledge Il 2 | 3 | .53 | 2.56 |
A. Program loading .2 | 3 1| .33 1 2.89 |

B, File loading 2 3 .33 | 2.89

C. Instruction execution 3 3 .00 { 3.00
D. Program and record fixes | 1 3 .73 | 2.56_]
E. Recovery/restart | 2 | & | .71 1 2.67 |
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AREA V: Data Processing Management ==

general knowledge I 1 | 3 | .60 [ 2.11 |
1. Personnel management =-- understand | | | | |
and evaluate | 2 1 &4 | .71 ] 3.00 |
A. Staffing 1l 2 | 4 67 ] 2.78 |
B. Evaluation 2 | 4 .71 1| 3.00
C. Scheduling 2 | & .78 | 3.11
D, Training | 3 4 A4 | 3.22 |
2. Organizational management =—- | [ | | |
understand and evaluate I 1 1 2 | .53 1| l.44 |
A. Data processing organizational ] | | | ]
structure | 1 | 2 | .53 | l.44 ]
B. Relationships with other | | | - |
departments ) 1 {2 ] .50 ] 1.33 ]
C. Separation of respomsibility 1 | 2 1 .46 11,22 |
3. Facilities management -- understand | | | | |
and evaluate I 1 | 3 | .67 | 2.22 |
A. Epviromment | 1 3 | .67 1] 2.22 |
B. Access control | 1 3 | .87 1 2.00 ]
4. DP operations management —- | | | |
understand and evaluate Il 2 | 2 | .00} 2.00 |
A. Systems development/control 1 1 2 | .50 | 1.67 |
B. Programming development, | | I |
maintenance, and control 1 2 44 | 1,78 |
C, Job scheduling_ 2 3 253 | 2.44 |
D. Charge~back methods [ .2 ] 5 11.01 | 3.44 |
E. Planning 3 4 JAb4 | 3.22 |
F. Records management -- retention | |
and_control ]+ | 3 1 .50 J 2.00 |
a._ Forms o1 | 3 1 .67 | 2.22 |
b. Reports | 1 | 3 | .50 1 2.00 |
Ccs_Source documents 4 1 4 3 1 .50 1] 2.001
5. General knowledge of trends Il 3 I 4 | .50 | 3.33 |
'A._Software 2 | 4 67 | 3.22
B. Hardware 3 4 .50 | 3.33
C. Systems development 12 4 .53 ] 3.44
D. Applications 3 4 .50 | 3.33
E. Programming techniques 3 | 4 53 | 3.44
6. Evaluation and contracting for i 3 | 4 | .55 1 3.56 |
A. Software | .2 | &4 1 .71 ] 3.33 |
B. Hardware | 3 1 & { .53 ] 3.56_ ]
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C. Consultants [ 3 | &4 | .53 ] 3.56 |

7. Implicatioms of Il 2 | 4 | .50 1 3.00 |

A. In-house versus out-house

| | I
software development | 2 3 44 | 2.78 |
B._ Purchase versus lease/rental |3 5 .88 | 3.56 |
C. In—house versus contract | | | R |
installation management 2 | 6 ] 1.27 | 3.89 |
8. Current laws and regulations -- | | | | |
general knowledge Il 2 | 4 | .71 | 3.00 |
A. Privacy 1.2 | 4 | .67 | 3.22 |
B. Reporting requirements L 1 1 3 1 .73 1 2.5 |
C. Trade secrets, patents, and ] ] | T -
copyright .2 1 &4 | .71 { 3,33 |
AREA VI: Specialized Audit Knowledge | | | | |
and Techniques. General I v | 4 | .80} 2.07 |
knowledge of area. | I | i
1. Understand and be able to use I 1 1 2 | 431 1.76 |
A. Test decks 2 | 5 11.05 1 2.89 |
B. Test data generators 3 4 | .53 | 3.56 |
C. Tagging and tracing | .3 5 71 | 3.67 |
D. Integrated test facility | 2 | &4 .67 1 3.22 |
E, Live on~line sampling techniques | 1 1 4 1 .97 4 2.22 |
F, Logic tracing software_packages | 3 4 | .50 ) 3.67 |
G._Code review and comparison [ 1 5 1.22 | 3.67 |
a, Application programs 1 | 5 1.12 | 3.33 |
b, Utility programs 1 |1 5 1.13 | 3.56_|
c. Operating system programs | 3 1.5 .78 | 4.11 |
H. Flowcharting software packages 4 | 5 | .33 14,11 |
I. Data/record retrieval using | | |
utility programs f 1 1 &4 1 .78 | 2.11 |
J. DBMS data/record retrieval 1 1 4 .88 | 2.56 |
K. Parallel simulation 2 | 5 .87 1 3.33 |
L. Generalized audit software L1 1 2 | .50 [ 1.33 |
M. Ability to program custom audit [ [ ] -
software | 2 ] & | .78 1 2.89 |
2. Understand computer internal | | | | |
control/vulnerabilities I L | 2 i .53 | 1.44 |
A, Hardware L1 1 3 1 .60 1 1.89 |
B, Software | 1 1 2 250 | 1.33 |
C. Organizational P 1 | 2 A4 | 1.22 |
D, DP procedures 1 | 2 .50 | 1.33
E. User procedures 1 | 2 Jbb | 1.22
F. Systems design, development and I I I | I
___implementation 1.1 1 3 | .73 1 1.44 |
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G. Documentation 1 3 .67 1.78
H. Forms 1 3 71 | 2.00
I. Data entry 1 3 | .71 ] 1.67 |




SOURCES CONSULTED

BOOKS

Arens, Alvin A., and Loebbecke, James K. Auditing: An
Integrated Approach. 2nd ed. Englewood Cliffs:
Prentice-Hall, Inc., 1980.

Arthur Andersen and Company. Studying and Evaluating
Internal Accounting Controls. Chicago: Arthur
Andersen and Company, 1978.

Bohl, Marilyn. Information Processing, 3rd ed., Chicago:
Science, Research Associates, Inc. 1980.

Broudy, Harry S. Building A Philosophy of Education.
Englewood Cliffs: Prentice-Hall Inc., 1958.

Burch, John G., Jr., and Sardinas, Joseph L. Computer
Control and Audit: A Total Systems Approach. New

York: John Wiley & Sons, 1978.

Cagan, Carl. Data Management Systems. Los Angeles:
Milville Publishing, 1973.

Canadian Institute of Chartered Accountants. Computer
Control Guidelines. Toronto: Canadian Institute

of Chartered Accountants, 1973.

. Computer Audit Guidelines. Toronto: Canadian
Institute of Chartered Accountants, 1975.

. Computers and Auditing. Toronto: Canadian
Institute of Chartered Accountants, 1978.

Chambers, Andrew, and Hanson, Owen. Keeping Computers
Under Control. London: Gee and Co. Publishers, 1975.

284



285

Cushing, Barry E. Accounting Information Systems and Busi-
ness Organizations. 2nd ed. Reading, Massachusetts:
Addison-Wesley Publishing, 1978.

Davis, D. W.; Barber, D, L. A.; Price, W. L.; and Solomonides,
C. M. Computer Networks and Their Protocols. New
York: John Wiley & Sons, 1979.

Davis, Gordon B. Management Information Systems: Con-
ceptual Foundations, Structure, and Development.
New York: McGraw-Hill, 1974.

Diebold Group, Inc., ed. Automatic Data Processing Handbook.
New York: McGraw-Hill, 1977.

Dirks, Raymond L., and Gross, Leonard. The Great Wall Street
Scandal. New York: McGraw-Hill, 1974.

Elliott, Robert K., and Willingham, John J. Management
Fraud: Detection and Deterrence. New York:
Petrocelli Books Inc., 1980.

Geis, Gilbert, and Stotland, Ezra, ed. White-Collar Crime:
Theory and Research. Beverly Hills: Sage Publica-
tions, 1980,

Harmon, Margaret. Stretching Man's Mind: A History of Data
Processing. New York: Manson/Charter Publishers,
1975.

Harris, Spencer Phelps. Who Audits America. 2nd ed. Menlo
Park, California: Data Financial Press, 1978.

Hartman, W.; Matthes, H.; and Proeme, A. Management Informa-
tion Systems Handbook. New York: McGraw-Hill, 1968.

International Business Machines - Price Waterhouse & Co.
Management Controls for Data Processing. White Plains,
New York: International Business Machines, 1976.

Jancura, Elise G. Audit and Control of Computer Systems.
New York: Litton Educational Publishing; Petrocelli/
Charter, 1975.

Katzan, Harry, Jr. An Introduction to Distributed Data Pro-
cessing. New York: Petrocelli Books, 1978.




286

Kaufman, Felix. Electronic Data Processing and Auditing.
New York: The Ronald Press, 1961.

Kerlinger, Fred N. Foundations of Behavioral Research.
New York: Holt, Rinehart and Winston, Inc., 1973.

Krauss, Leonard I., and MacGahan, Aileen. Computer Fraud
and Countermeasures. Englewood Cliffs: Prentice-
Hall, 1979.

Kuong, Javier F. Computer Security Auditing and Controls.
Wellesley Hills: Management Advisory Publications,
1974.

Linstone, Harold A., and Turoff, Murray. The Delphi Method:
Technique and Applications. Reading, Massachusetts:
Addison Wesley Publishing Company, 1975.

Lott, Richard W. Auditing the Data Processing Function.
New York: AMACOM, 1980.

Mair, William C.; Wood, Donald R.; and Davis, Keagle W.
Computer Control & Audit. 2nd ed. Altamonte Springs,
Florida: Institute of Internal Auditors, 1976.

Massachusetts Institute of Technology. Data Security & Data
Processing. Vol. 4. White Plains, New York: IBM
Corp., 1974.

McKnight, Gerald. Computer Crime. New York: Walker and
Company, 1973.

Miller, Delbert C. Handbook of Research Design and Social
Measurement. New York: David McKay Company, Inc.,
1977.

Parker, Donn B. Crime By Computer. New York: Charles
Scribner's Sons, 1976.

Pfaffenberger, Roger C., and Patterson, James H. Statistical
Methods: for Business and Economics. Homewood:
Richard D. Irwin, Inc., 1977,

Phister, Montgomery, Jr. Data Processing Technology and
Economics. 2nd ed. Santa Monica: Santa Monica
Publishing Company and Digital Press, 1979,




287

Porter, Thomas W., Jr. Auditing Electronic Systems.
Belmont, California: Wadsworth Publishing, 1966.

Porter, Thomas W., Jr., and Perry, William E. EDP: Controls
and Auditing. 2nd ed. Belmont, California: Wads-
worth Publishing, 1977.

Ralston, Anthony, ed. Encyclopedia of Computer Science.
New York: Van Nostrand Reinhold, 1976.

Rittenburg, Larry E. Auditor Independence and Systems
Design. Altamonte Springs, Florida: Institute of
Internal Auditors, 1977.

Robertson, Jack C. Auditing, rev. Dallas: Business Publi-
cations, Inc., 1979.

Sardinas, Joseph L., Jr., ed. EDP Audit Symposium - 1978
Proceedings__.‘r Amherst, Massachusetts: University of
Massachusetts at Amherst, 1979.

Seidler, Lee J.; Andrews, Frederick; and Epstein, Mark J.
The Equity Funding Papers: The Anatomy of a Fraud.
New York: John Wiley & Sons, 1977.

Simon, Jullian L. Basic Research Methods in Social Science:
The Art of Empirical Investigation. New York: Random
House, 1969.

Smith, Leighton F. An Executive Briefing on the Control of
Computers, 3rd ed. Park Ridge, Illinois: Data Pro-
cessing Management Association, 1979.

Soma, John T. The Company Industry, Lexington, Massachusetts:
D. C. Heath and Co., 1976.

Sweeney, Daniel L., ed. Education for Expanding Computer
Curriculums: A Symposium. New York: American
Institute of Certified Public Accountants, 1976.

Taylor, Donald H., and Glezen, G. William. Auditing Inte-
grated Concepts and Procedures. New York: dJobhn Wiley
& Sons, 1979.




288

Thierauf, Robert J., and Reynolds, George W. Systems
Analysis and Design. Columbus: Charles E. Merrill
Publishing, 1980.

TRW Systems, Incorporated. Data Security & Data Processing.
Vol. 5. White Plains, New York: IBM Corp., 1974.

Wagner, Charles R. The CPA and Computer Fraud. Lexington,
" Massachusetts: D. C. Heath, 1979.

Whiteside, Thomas. Computer Capers. New York: Thomas Y.
Cromwell, 1978.

Willingham, John J., and Carmichael, D. R. Auditing Con-
cepts and Methods. 2nd ed. New York: McGraw-Hill,
1975.

Wofsey, Marvin M. Management of EDP Systems. Philadelphia:
Auerback Publishers, 1973.

PERIODICALS

Adams, Donald L. '"Operating Systems - An Overview.'" Journal

of Accountancy, September 1974, pp. 99-103.

"ed." "The Accountant and the Computer." Journal
of Accountancy, January 1974, pp. 74-76.

Adams, Donald L., and Mullarkey, John F. "A Survey of Audit
Software." Journal of Accountancy, September 1972,
pp. 39-49.

Alderman, Tom. "Who is Responsible for Computer Crime."
Journal of Systems Management, September 1977, p. 32.

Allen, Brandt. '"The Biggest Computer Frauds: Lessons for
CPAs." Journal of Accountancy, May 1977, pp. 52-62.

American Accounting Association's Committee on Accounting .
Education and American Institute of CPA's Computer
Education Subcommittee. '"Inclusion of EDP in an
Undergraduate Auditing Curriculum: Some Possible
Approaches." Accounting Review, October 1974, pp.
359-864.

-~



289

American Accounting Association Committee on Courses and
Curricula, 1964. '"Electronic Data Processing in
Accounting Education.'" Accounting Review, April
1965, pp. 422-428.

American Institute of Certified Public Accountants Automatic
Flow Charting Task Force. '"Computer Generated Docu-
mentation,'" Journal of Accountancy, June 1975, pp.
82—88 .

Baird, Lindsay L., Jr. "Federal DP Crime Bill: A Much-
Needed Measure." Computerworld, May 26, 1980, pp.
63-65.

Baker, Donald W.; Barrett, Michael J.; and Raddle, Leon R.
"Top Management Fraud: Something Can Be Done Now!"
Internal Auditor. October 1976, pp. 25-33.

Berkery, Michael J. and Irwin, David T. 'Computer Control
and Audit in the Public Sector." Governmental Finance,
August 1977, pp. 34-40.

Boni, Gregory M. '"Impact of Electronic Data Processing on
Auditing."” Journal of Acéountancy, September 1963,
pp. 39-44,

Boritz, J. Efrim, and Callum, John A. "EDP Systems Need
GAAS." CA Magazine, January 1979, pp. 34-39.

Boutell, Wayne S. '"Auditing Through the Computer.'" Journal
of Accountancy, November 1965, pp. 41-47.

Buckley, John W, "A Perspective on Professional Accounting
Education.” Journal of Accountancy, August 1970,
pp. 41-47.

Byrne, Dan R., Jr., and Scott, George M. '"Closing the
Computer Audit Gap." Internal Auditor, April 1977,
pp. 27-31.

Canning, Richard G., ed. '"The Internal Auditor and the
Computer.'" EDP Analyzer, March 1975, pp. 1-13.

Carlson, Arthur. '"Changing Role of the Auditor.”" Journal
of Systems Management. November 1978, pp. 30-35.




290

Dolan, William J.; Sneary, Don L.; and Whitworth, Ray M.
"Planning For the Impact of EFT Systems on Internal
Controls and Audits." Arthur Andersen Chronical,
April 1976, pp. 48-59.

Dorricott, Keith, ed. "Organizing A Computer Audit Specialty,"
CA Magazine, March 1979, pp. 66-=70.

Gibson, Cyrus F., and Nolan, Richard L. 'Managing the Four
Stages of EDP Growth." Harvard Business Review,
January-February 1974, pp. 76-88.

Gruber, William H., and Logan, Louis L. "The Education of
Professional Accountants." Journal of Accountancy,
May 1971, pp. 85-87.

Hafner, George F. "Auditing EDP." Accounting Review,
October 1964, rp. 979-982.

Hein, Leonard W. "EDP in the Accounting Curriculum." Journal
of Accountancy, August 1965, pp. 78-85.

Hershman, Arlene. 'New Accounting Headache,'" Dun's Review,
September 1978, pp..80-86. o

Honickman, Howard W. '"Minicomputers A Big Risk?" CA’
Magazine, August 1979, pp. 43-52.

Horn, Frederick E. '"Academic Preparation of the Accountant
of the Future.'" Journal of Accountancy, May 1975,
pp - 64—68 .

Horwitz, Geoffrey B. "EDP Auditing - The Coming of Age."
Journal of Accountancy, August 1970, pp. 48-56.

Jancura, Elise G. '"'Technical Proficiency for Auditing Com-
puter Processed Accounting Records.'" Journal of

Accountancy, October 1975, pp. 46-59.

"The Computer and the Audit Trail." The Woman CPA,
January 1977, pp. ;17-20.

. "Developing Concepts of Technical Proficiency in
EDP Auditing." Ohio CPA, Spring 1979, pp. 55-59.



291

Cash, James I., Jr.; Bailey, Andrew D., Jr.; and Whinston,
Andrew B. '"A Survey of Techniques for Auditing EDP-
Based Accounting Information Systems." Accountihg
Review, October 1977, pp. 813-829.

Cerullo, Michael J. "Computer Knowledge and Expertise of
Public Accountants.' The National Public Accountant,
December 1977, pp. 32-37.

Chaiken, Barry R., and Perry, William E. "ITF - Promising
Computer Audit Technique." Journal of Accountancy,
February 1973, pp. 74-78.

Collins, Stephen H. '"Keeping Abreast of Computer Art: An
AICPA Conference Stresses the 'How To'.'" Journal of
Accountancy, July 1976, pp. 28-31.

"Keeping Up with Computer Technology: An AICPA
Conference Focuses on Systems and Security." Journal
of Accountancy, July 1977, pp. 34-35.

Colvin, Bill D. '"Computer Crime Investigators.'" FBI Enforce-
ment Bulletin, July 1979. pp. 1-4. :

Cook, J. Michael, and Kelley, Thomas P. '"Internal Acéounting
Control: A Matter of Law." Journal of Accountancy,
January 1979, pp. 56-64.

Culbertson, Roy C. "What is the Role of the EDP Auditor?"
Internal Auditor, October 1977, pp. 73-77.

"How Computers Affect Auditing." Internal Auditor,
February 1973, pp. 53-57.

Cutting, Richard W.; Guiltiman, Richard J.; and Lilly, Fred L.
"Technical Proficiency for Auditing Computer Processed
Accounting Records.!" Journal of Accountancy, October
1971, pp. 74-80.

Davis, Jonathan J., and Mason, John O. "A Legal Interpreta-
tion of the Effects of EDP on the Auditor's Evaluation
of Internal Control." The National Public Accountant,
July 1977, pp. 26-28.

Davis, Gordon B. '"The Auditor and the Computer.'" Journal of
Accountancy, March 1968, pp. 44-46.




292

.y €d. '"What Should Training Programs Cover for EDP
Auditing From An Academic and Practitioner Perspec-
tive?" The Woman CPA, pp. 23-26. ‘

. "Proficiency Levels for EDP Auditors." Journal of
Accountancy, February 1981, pp. 38-42.

Jancura, Elise G., and Lilly, Fred L., Jr. '"Guidelines for
Auditing Service Center-Produced Records." Journal of
Accountancy, January 1976, pp. 35-39.

"SAS No. 3 and the Evaluation of Internal Control.™
Journal of Accountancy, March 1977, pp. 69-74.

Lampe, James C. '"Electronic Funds Transfer Systems." Manage-
ment Accounting, March 1977, pp. 37-41.

Levine, E. B. "Auditing Requirements for Advanced Systems."
Journal of Accountancy, March 1974, pp. 74-76.

Lewis, William F. "Auditing On-Line Computer Systems."
Journal of Accountancy, October 1971, pp. 47-52,

Litecky, Charles R., and Weber, Ron. "The Demise of General-
ized Audit Software Packages." Journal of Accountancy,
November 1974, pp. 45-53.

Lyons, Norman R. '"Segregation of Functions in EFTS." Journal
of Accountancy, October 1978, pp. 89-92.

May, Phillip T., Jr. 'Systems Control: Computers the Weak
Link?" Accounting Review, July 1969, pp. 583-592.

Miller, Frederick W. '"Obsoleting the 01d Role." Infosystems,
June 1980, pp. 66-70.

Milier, Herbert E. "Accreditation: Two Views." Journal of
Accountancy, March 1978, pp. 56-65.

Moonitz, Maurice. '"The Beamer Committee Report - A Golden
Opportunity for Accounting Education." Journal of

Accountancy, August 1973, pp. 64-71.

Neumann, Frederick L. "Auditing Education - A Decade of
Transition: and Now?" Journal of Accountancy, March
1972, pp. 87-90.




293

Norman, Adrian. "Computer Frauds - Are They A Manageable
Risk?" Accountancy, October 1976, pp. 78-81.

Nottingham, C. 'Conceptual Framework for Improved Computer
Audits." Accounting and Business Research, Spring
1976, pp. 140-148.

Owles, Derrick. '"Auditor's Responsibilities.' The Accountant,
June 1978, pp. 730-731.

Parker, Robert G. '"The Auditor's Role in Systems Develop-
ment." CA Magazine, September 1977, pp. 56-58.

Perry, William E. "Internal Auditing of DP." Infosystems,
August 1977, pp. 44-48.

"The Internal Audit Mandate In EDP." CA Magazine,
September 1977, pp. 38-43.

Perry, William E., and Warner, Henry C. '"Systems Auditability:
Friend or Foe?'" Journal of Accountancy, February 1978,

pp. 52-60.
~Porfer, Thomas W. "Evaluating Internal Controls on EDP
Systems.'" Journal of Accountancy, August 1964, pp.
34-40.
. "Generalized Computer-Audit Programs." Journal of

Accountancy, January 1969, pp. 54-62.

Pound, G. D. "A Review of EDP Auditing." Accounting and
Business Research, Spring 1978, pp. 108-129.

Reid, George F., and Demcak, James A. "EDP Audit Implementa-
tion with General Purpose Software.'" Journal of
Accountancy, July 1971, pp. 35-46.

Reneaun, J. Hal. "Auditing in a Data Base Environment."
Journal of Accountancy, December 1977, pp. 59-65.

Report based on paper from Auditing Advance EDP Systems Task
Force of the AICPA's Computer Auditing Subcommittee.
"Advanced EDP Systems and the Auditor's Concerns."
Journal of Accountancy, January 1975, pp. 66-73.




294

Report of the Auditing Standards Executive Committee of AICPA,
December 1974. '"SAS No. 3 - The Effects of EDP on the
Auditor's Study and Evaluation of Internal Control."
Journal of Accountancy, February 1975, pp. 72-~76.

Report of the Auditing Standards Executive Committee of AICPA
- 1976-1977. Philip B. Chenok, Chairman. "SAS No. 20~
Required Communication of Material Weaknesses in
Internal Accounting Control." Journal of Accountancy,
November 1972, pp. 118-120.

Report of the Board on Standards for Programs and Schools of
Professional Accounting. Herbert E. Miller, Chairman.
"Standards for Professional Accounting Programs and
Schools." Journal of Accountancy, June 1976, pp. 88-93.

Report of the Board of Standards for Programs and Schools of
Professional Accounting. Herbert E. Miller, Chairman,
"Standards for Professional Accounting Programs and
Schools: Final Report." Journal of Accountancy,
October 1977, pp. 114-117.

Richardson, Dana R. "Auditing EFTS." Journal of Accountancy,
October 1978, pp. 81-87.

Rittenberg, Larry E., and Davis, Gordon B. '"The Roles of
Internal and External Auditors in Auditing EDP Systems."
Journal of Accountancy, December 1977, pp. 51-58.

Rosen, Ruben J. '"Let's Have Standards." CA Magazine, March
1979, pp. 45-48.

Roth, David H. "Significant Trends in Data Base and Data
‘"Communications."” CA Magazine, July 1977, pp. 52-54.

Roussey, Robert S. '"Third-Party Review of the Computer
Service Center." Journal of Accountancy, August 1978,
pp . 78-82‘

Schaller, Carol A. '"The Revolution of EFTS." Journal of
Accountancy, October 1978, pp. 74-80.

Scott, George M. '"Auditing the Data Base." CA Magazine,
October 1978, pp. 52-59.




295

Skousen, K. Fred. 'A New Professional Program in Account-
ancy.'" Journal of Accountancy, November 1976, pp.
77-81.

Smith, Robert M. "Communications, Auditing Stressed at
Eleventh Annual AICPA Computer Conference.!" Journal
of Accountancy, July 1975, pp. 26-32.

Stone, Robert L. '"Who is Reponsible for Computer Fraud?"
Donald L. Adams, ed. (Adapted from a speech presented
by Robert L. Stone to the IBM Accountants Computer Users
Group). dJournal of Accountancy, February 1975, pp.
35-39.

Stoneham, Michael W. ‘'"Data Base Auditing - A New Complexity,"
CA Magazine, May 1979, pp. 32-38.

Summers, Edward L. "Accounting Education‘'s New Horizons."
Journal of Accountancy, September 1974, pp. 56-63.

Tyrnauer, Stuart. "Auditing Computer Program Maintenance."
Internal Auditor, August 1977, pp. 68-72.

Van Riper, Daniel S. j"FCPA's Impact on Directors," Financial
' Executive, February 1980, pp. 50-55.

Wagner, John W. "EDP and the Auditor of the 1970's."
Accounting Review, July 1969, pp. 600-604.

Wardlaw, John B. '"Security, Control, and Auditing in a Dis-
persed Data Processing Environment.'" Internal Auditor,
June 1977, pp. 66-73.

Webb, Richard D. '"Audit Planning -~ EDP Consideration."
Journal of Accountancy, May 1979, pp. 65-75.

Weber, Ron. "An Audit Perspective of Operating System
Security." Journal of Accountancy, September 1975,
ppc 97—103.

Woolf, Emile. ‘'"Lesson of Equity Funding - The Ultimate
Indictment." Accountancy, January 1977, pp. 30-40,




296

OTHER REFERENCES

American Accounting Association Committee on Accounting
Education. Standards for Professional Accounting
Education. Sarasota, Florida: American Accounting
Association, 1977.

American Institute of Certified Public Accountants. Report
of the Committee on Education and Experience Require-
ments for CPAs. New York: American Institute of
Certified Public Accountants, 1969.

. Codification of Auditing Standards and Procedures.
Statement on Auditing Standards No. 1. New York:
American Institute of Certified Public Accountants,
1972.

. Auditing Standards Established by the GAO: Their
Meaning and Significance for CPAs. New York: American
Institute of Certified Public Accountants, 1973.

. The Effects of EDP on the Auditor's Study and
Evaluation of Internal Control. Statement on Auditing
Standards No. 3. ‘New York: American Institute of
Certified Public Accountants, 1974.

. The Effects of an Internal Audit Function on the
Scope of the Independent Auditors Examination. State-~
ment on Auditing Standards No. 9. New York: American
Institute of Certified Public Accountants, 1975.

. Report of the Special Committee of Equity Funding.
New York: American Institute of Certified Public
Accountants, 1975.

. The Independent Auditor's Responsibility for the
Detection of Errors or Irregularities, Standards of
Field Work. Chicago, Illinois: Published for the
AICPA by Commerce Clearing House, 1979, pp. 323-326.

American Management Association. EDP Auditing: Concepts
and Technigques. New York: American Management
Association, 1973.




297

Bank for International Settlements. Security and Reliability
in Electronic Systems for Payments. New York: Bank
for International Settlements, May 1978.

Bariff, Martin L., Professor. Department of Management
Studies, Case Western Reserve; and Director of Research,
EDP Auditors Foundation, Cleveland, Ohioc. Interview,
4 January 1980.

Basic Architectures for System Control Mechanisms.
Pennsauken: Auerbach Publishers Inc., 1979, pp. 1-3.

California Society of CPAs - Committee on Electronic Data
Processing. The Auditor's Preliminary Review of EDP
Accounting Controls. Computer Impact Series Report
No. 2. Palo Alto: California Society of CPAs, 1975.

. The Computer as an Audit Tool. Palo Alto:
California Society of CPAs, 1974.

Commission on Auditor's Responsibilities. Report of Tenta-
tive Conclusions. By Manuel F. Cohen, Chairman, New
York: Commission on Auditor's Responsibilities,
" American Institute of Certified Public-Accountants,
1977.

l.

Committee on Electronic Data Processing. Applying SAS - 3 to
Service-Center Produced Records. Palo Alto: California
Certified Public Accountants Foundation for Education
and Research, 1979,

. The Auditor's Preliminary Review of EDP Accounting
Controls. Palo Alto: California Certified Public
Accountants Foundation for Education and Research, 1976.

Committee on Government Operations, United States Senate,
The Accounting Establishment. Washington, D.C.:
Government Printing Office, 1977.

Comptroller General of the United States. Standards for
Audit of Governmental Organizations, Programs, Activ-
ities, and Functions. Washington, D.C.: Government
Printing Office, 1972.

Computer Services Executive Committee. The Auditor's Study
and Evaluation of Internal Control in EDP Systems.
New York: American Institute of Certified Public
Accountants, 1977.




